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1、 资源模型介绍
1.1协议介绍
OneNET提供了采用LWM2M+CoAP协议接入设备的说明文档，用户可以下载学习相关的具体内容，其中包括：
LWM2M协议的介绍
LWM2M是OMA组织制定的轻量化的M2M协议。LwM2M定义了三个逻辑实体:
· LWM2M Server 服务器；
· LWM2M Client 客户端，负责执行服务器的命令和上报执行结果；
· LWM2M 引导服务器 Bootstrap Server，负责配置LWM2M客户端。
在这三个逻辑实体之间有4个逻辑接口：
· Device Discovery and Registration：客户端注册到服务器并通知服务器客户端所支持的能力；
· Bootstrap：Bootstrap Server配置Client；
· Device Management and Service Enablement：指令发送和接收；
· Information Reporting：上报其资源信息。
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图1-1  LWM2M协议栈
· LWM2M Objects：每个对象对应客户端的某个特定功能实体。LWM2M 规范定义了以下标准Objects，比如
· urn:oma:lwm2m:oma:2; (LWM2M Server Object)；
· urn:oma:lwm2m:oma:3; (LWM2M Access Control Object)；
· 每个object下可以有很多resource，比如Firmware object可以有Firmware版本号，size等resource；
· Vendor可以自己定义object。
· LWM2M Protocol：定义了一些逻辑操作，比如Read, Write, Execute, Discover or Observe等。
LWM2M协议的具体内容和消息格式可以参考OMA的网站
https://en.wikipedia.org/wiki/OMA_LWM2M
CoAP协议的说明
CoAP(Constrained Application Protocol)协议是IETF提出的一种面向网络的协议，采用了与HTTP类似的特征，核心内容为资源抽象、REST式交互以及可扩展的头选项等。CoAP协议基于REST构架，REST是指表述性状态转换架构，是互联网资源访问协议的一般性设计风格。为了克服HTTP对于受限环境的劣势，CoAP既考虑到数据报长度的最优化，又考虑到提供可靠通信。一方面，CoAP提供URI，REST式的方法如GET、POST、PUT和DELETE，以及可以独立定义的头选项提供的可扩展性。另一方面，CoAP基于轻量级的UDP协议，并且允许IP多播。为了弥补UDP传输的不可靠性，CoAP定义了带有重传机制的事务处理机制。并且提供资源发现机制，并带有资源描述。
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CoAP协议栈示意图
CoAP由UDP作为承载，遵循UDP基本的协议报文格式，UDP数据内容部分按照CoAP协议报文格式进行写入传输。
CoAP协议格式说明如下：
· 【Ver】版本编号，指示CoAP协议的版本号。类似于HTTP 1.0 HTTP 1.1。版本编号占2位，取值为01B。
· 【T】报文类型，CoAP协议定义了4种不同形式的报文：CON报文，NON报文，ACK报文和RST报文。
· 【TKL】CoAP标识符长度。CoAP协议中具有两种功能相似的标识符，一种为Message ID（报文编号），一种为Token（标识符）。其中每个报文均包含消息编号，但是标识符对于报文来说是非必须的。
· 【Code】功能码/响应码。Code在CoAP请求报文和响应报文中具有不同的表现形式，Code占一个字节，它被分成了两部分，前3位一部分，后5位一部分，为了方便描述它被写成了c.dd结构。其中0.XX表示CoAP请求的某种方法，而2.XX、4.XX或5.XX则表示CoAP响应的某种具体表现。
· 【Message ID】报文编号。
· 【Token】标识符具体内容，通过TKL指定Token长度。
· 【Option】报文选项，通过报文选项可设定CoAP主机、CoAP URI、CoAP请求参数和负载媒体类型等等。
· 【1111 1111B】CoAP报文和具体负载之间的分隔符。
CoAP支持多个Option，CoAP的Option的表示方法比较特殊，采用增量的方式描述。一般情况下Option部分包含Option Delta、Option Length和Option Val三部分：
· 【Option Delta】表示Option的增量，当前的Option的具体编号等于之前所有Option Delta的总和。
· 【Option Length】表示Option Val终端设备的具体长度。
· 【Option Val终端设备】表示Option具体内容。


协议报文示意图
CoAP协议报文中具体数值的意义参考CoAP协议：IETF RFC7252。
	Object
	Object Instance
	Resource
	权限
	值
	数据类型

	摄像头 (100)
	0
	最大像素(0)
	R
	12,000,000
	Integer

	
	
	像素(1)
	RW
	12,000,000
	Integer

	
	
	最大光圈(2)
	R
	2.2
	Float

	
	
	最小光圈(3)
	R
	32
	Float

	
	
	光圈(4)
	RW
	5.6
	Float

	
	
	快门(5)
	E
	
	

	
	
	当前图像(6)
	R
	二进制图像
	Opaque (二进制)

	
	
	…
	
	
	

	
	1
	最大像素(0)
	R
	8,000,000
	Integer

	
	
	像素(1)
	RW
	8,000,000
	Integer

	
	
	…
	
	
	

	光线传感器(101)
	0
	…
	
	
	

	GPS(102)
	0
	…
	
	
	

	陀螺仪(103)
	0
	…
	
	
	


1.2资源模型
LWM2M 协议定义了三层资源模型：Object, Object Instance, Resource, 每一层都用数字ID来标识。其中，Object 是传感器类别，Object Instance 是传感器具体实例，Resource是传感器的属性和读数等，每个 Resource 具有不同的权限和数据类型，包括可读(R) /可写(W) /可执行(E)。
一个终端设备上可能存在多个 Object, 每个 Object 可能存在多个 Object Instance。
例如，把手机看作一个终端设备，则手机上有摄像头，光线传感器，GPS，陀螺仪等多种传感器，每种传感器便是一个 Object。假定摄像头的 Object ID 为 100，手机上有前后两个摄像头，即两个 Object Instance, ID 分别为 0, 1。每一个摄像头包括了像素，镜头焦距，光圈，快门值，快门等多种 Resource。
手机上的部分资源如下：(Object ID, Resource ID为示例)


可以使用类似于路径的方式来表示某个资源，例如 /100 表示 Object 100 (即摄像头)，/100/0 表示 Object 100, Object Instance 0 (即摄像头0)，/100/0/0 表示 Object 100, Object Instance 0, Resource 0 (即摄像头0的的最大像素)。

IPSO 的文档 <IPSO-Smart-Objects-Starter-Pack>, <IPSO-Smart-Objects-Expansion-Pac>中定义了一些常用传感器的 Object ID 和 Resource ID，终端设备应按照IPSO文档声明终端上的相关资源。

LWM2M 的资源模型与OneNET 的数据模型对应如下：
	LWM2M
	OneNET
	备注

	终端设备
	设备 Device
	平台为每个设备分配唯一ID

	Object, Object Instance, Resource
	数据流
	数据流的名称按照 规则ObjectID_ObjectInstanceID_ResourceID 生成，例如手机摄像头的例子中，资源 /100/0/1 对应的数据流为 100_0_1

	Resource Value
	数据点
	资源在某个时间点上传的值，与时间戳一起，形成数据点，存储在OneNET



1.3订阅(Observe机制) 
NB-IOT 终端设备通过 LWM2M 协议的订阅(Observe)/上报(Notify) 机制将数据上传到OneNET 平台。订阅可以在 Object 层，Object Instance 层，Resource 层，订阅上层Object时，其所属的所有Object Instance 都可以上报数据；订阅 Object Instance 时，其所属的所有Resource 都可以上报数据。每层订阅都是独立的，由资源路径唯一标识。例如，同时订阅了 /100/0 和 /100/0/0，则 /100/0/0 的数据会上报两次；只取消订阅 /100/0 或者 /100/0/0中的某一个, /100/0/0 的数据还是会上传。
设备上线时，平台会主动下发Observe 消息订阅设备上的所有Object Instance (可以在创建设备时关闭自动订阅)，也可以使用 API 订阅感兴趣的资源。
UE与平台间的通信接口基于LWM2M协议，在LWM2M协议以下基于CoAP协议，通信消息包括四部分：第一部分是发起Bootstrap，Bootstrap Write，Bootstrap完成，第二部分是注册、注销、更新注册消息；第三部分是观测消息、取消观测、消息上报；第四部分是设备管理操作，包括read/write/execute操作。
2、 SDK使用说明
根据应用的使用方式，基于已经集成SDK的模组, 应用可以采取两种方式：第一种方式是APP集成在模组上，这种场景下应用使用SDK提供的API接口实现；第二种方式是APP工作在自己的MCU上，同时使用集成了SDK的模组来提供OneNet及NBIOT接入的相关功能，这种场景下应用使用SDK的AT接口。
应用厂家使用集成完SDK的芯片和模组分为两种，第一种是使用SDK提供的API接口，这种方式所有的操作都是同步的，要求APP和模组在同一个芯片核内。第二种方式是使用AT接口，这种方式所有操作都是异步的，应用可以在自己的MCU中完成自己的应用的开发。后面分开介绍不同的接口应用的编写。
2.1 API接口模式的应用
SDK的API接口包括对基础通信套件进行初始化、反初始化以及其他操作、相应的配置文件、回调函数以及结构体，SDK提供的API接口如下：
2.1.1 API接口模式的应用
cis_ret_t	cis_init (void ** context, void * config, uint32_t size);
[bookmark: OLE_LINK15][bookmark: OLE_LINK16]功能：根据输入的config文件进行SDK初始化
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void **
	指向void *指针地址的指针变量，基础通信套件在初始化成功后会将申请到的上下文结构体地址写入该变量中

	config
	配置文件信息
	void *
	

	size
	config的大小
	uint32_t
	typedef unsigned _int16 uint16_t;



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t	cis_deinit (void * context);
功能：反初始化操作，释放SDK占用的资源
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cis_register (void * context, const cis_callback_t* cb);
功能：SDK初始化完成后，该接口向平台进行注册
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址

	cb
	设备回调
	const cis_callback_t*
	



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t	cis_unregister (void * context);
功能：该接口用于向服务器发起注销操作
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cis_addobject (void * context, cis_oid_t objectid, const cis_inst_bitmap_t* bitmap, const cis_res_config_t* resource);
功能：SDK初始化完成后，使用该接口添加object
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址

	object id
	object id
	cis_oid_t *
	

	bitmap
	实例位图
	const cis_inst_bitmap_t*
	

	resource
	属性数量及操作数量
	const cis_res_config_t*
	



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cis_delobject (void * context, cis_oid_t objectid);
功能：SDK使用该接口删除object
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址

	object id
	object id
	oid_t *
	



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



uint32_t	cis_pump (void * context);
功能：用户在初始化完成后，调用该接口驱动SDK运行，SDK在该接口中调度多个任务，包括根据网络回复和状态发起注册消息，根据设定的lifetime定期发起更新注册消息，根据observe参数的设置上报notify消息。
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址



	返回值
	返回值含义

	0
	有任务待完成，不能进入休眠模式。

	0xFFFFFFFF
	可随时进入休眠，自定义休眠时间

	1 ~ 0xFFFFFFFF - 1
	可随时进入休眠，并限定最长休眠时间，单位ms



cis_ret_t cis_change (void * context, oid_t objectid, iid_t instid, rid_t rid);
功能：SDK提供该接口，用户使用该接口通知SDK有数值变化。SDK检查当前值是否被平台observe，如果是，检查是否满足observe条件，在条件满足时向平台上报该数据。
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址

	objectid
	对象ID
	cis_oid_t
	

	instid
	实例ID
	cis_iid_t
	

	rid
	资源ID
	cis_rid_t
	



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



uint32_t cis_update_reg (void * context, uint32_t lifetime, bool withObjects);
功能：SDK提供该接口，用户使用该接口通知SDK更新注册的lifetime。如果withObjects 参数为true，则同时更新object信息，如果withObjects参数为false，则只更新lifetime。
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址

	lifetime
	生命周期
	uint32_t
	

	withObjects
	是否同时更新对象信息
	bool
	true为更新对象信息，false为不更新对象信息。



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cis_notify (void* context, cis_ret_t result, cis_data_t* data, uint16_t count, cis_mid_t msgid);
功能：当网络侧发来读、写、执行、观测、设置参数请求时，SDK会调用相关回调函数，并传输相应msgid，待真正操作完成时，应用程序使用cis_notify接口返回结果(对于读，需要填写result及data字段，其中result表示读操作成功与否，如果成功，则result设为CIS_CALLBACK_READ_SUCCESS，则data字段填入实际读结果，如果失败，则data为空；对于写、执行、观测、设置参数，只需分别将操作结果result设置为CIS_CALLBACK_WRITE_SUCCESS、CIS_CALLBACK_EXECUTE_SUCCESS、CIS_CALLBACK_OBSERVE_SUCCESS、CIS_CALLBACK_OBSERVE_PARAMS_SUCCESS或相应的错误值，并将data置空)；或者，应用程序应根据网络侧所设置的数据上报策略自行调用相应AT指令接口填入上报数据，而该AT指令最终会调用cis_notify接口进行数据上报，需要填写data字段，即需要上报的数据，result字段设为CIS_CALLBACK_NOTIFY_SUCCESS。
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址

	result
	操作结果
	cis_ret_t
	

	data
	上报的数据
	cis_data_t *
	

	count
	
	uint16_t
	

	msgid
	消息ID
	cis_mid_t
	该msgid从cis_on_observe函数获取



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cis_version (void * context, cis_version_t* ver);
功能：获取当前SDK版本时调用本接口获取当前SDK版本
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	context
	上下文信息
	void *
	上下文结构体地址

	ver
	基础通信套件版本
	cis_version_t*
	主版本号和副版本号为cis_version_t 结构体里的两个uint8_t型字段



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cis_uri_make(cis_oid_t oid, cis_iid_t iid, cis_rid_t rid, cis_uri_t* uri);
功能：根据输入的Object ID、Instance ID及Resource ID生成URI
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	oid
	Object ID
	cis_oid_t
	

	iid
	Intance ID
	cis_iid_t
	

	rid
	Resource ID
	cis_rid_t
	

	uri
	待生成的URI
	cis_uri_t*
	SDK将向该指针指向的结构体中填入相应内容



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cis_uri_update (cis_uri_t* uri);
功能：根据应用程序填入cis_uri_t结构体的Object ID、Instance ID及Resource ID更新结构体flag
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	uri
	待更新的URI
	cis_uri_t*
	应用程序在自行更改cis_uri_t结构体相关ID后可调用该API，基础通信套件将更新flag字段



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cis_data_copy(cis_data_t** dst, const cis_data_t * src);
功能：拷贝cis_data_t型源数据至目标地址
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	dst
	目标数据
	cis_data_t**
	

	src
	源数据
	const cis_data_t *
	



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cis_data_free(cis_data_t * data);
功能：释放cis_data_t型指针指向的内存
参数及返回值：
	参数名称
	参数含义
	类型
	描述

	data
	待释放数据
	cis_data_t*
	



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功


2.1.2	数据结构和回调函数
[bookmark: _Toc490557582][bookmark: _Toc475976710][bookmark: _Ref475977200][bookmark: _参数context][bookmark: _参数callback]2.1.2.1 回调函数接口
	回调函数含义
	类型
	描述

	读资源值回调
	cis_read_callback_t 
	typedef  cis_ret_t (*cis_read_callback_t)
(const void * context,
cis_uri_t* uri,
cis_data_tdata_t* value,
cis_mid_t msgid);

	写资源值回调
	cis_write_callback_t 
	typedef cis_ret_t (*cis_write_callback_t)
(const void * context,
cis_uri_t* uri,
const cis_data_t* value, 
cis_mid_t msgid);

	执行回调
	cis_exec_callback_t 
	typedef cis_ret_t (*cis_exec_callback_t)
(const void * context,
cis_uri_t* uri, 
const uint8_t* value,
uint32_t length,
cis_mid_t msgid);

	观测回调
	cis_observe_callback_t
	typedef cis_ret_t (*cis_observe_callback_t)
(const void * context,
cis_uri_t* uri,
bool flag,
cis_mid_t msgid);

	设置上报策略回调
	cis_set_param_callback_t
	typedef cis_ret_t (*cis_set_param_callback_t)
(const void * context,
cis_uri_t* uri, 
const cis_observe_attr_t * attr,
cis_mid_t msgid);

	发现操作回调
	cis_discover_ callback_t
	typedef cis_ret_t (*cis_discover_callback_t)
(const void * context,
cis_uri_t* uri, 
const cis_data_t * value, 
cis_mid_t msgid);

	事件回调
	cis_event_callback_t
	typedef void (*cis_event_callback_t)
(const void * context,
cis_event_t id);



基础通信套件在收到平台侧读数据请求时，分为三种情况：
1、请求的是read一个object
基础通信套件需要遍历该object下的所有instance，然后对不同的instance调用cis_read_callback_t回调。
2、请求的是read一个object的一个instance
基础通信套件针对该instance下的所有resource调用cis_read_callback_t回调。
3、请求的是read一个object的一个instance的一个resource
基础通信套件针对该resource调用cis_read_callback_t回调。

	参数名称
	参数含义
	类型
	描述

	context
	设备上下文
	const void *
	

	uri
	设备URI
	cis_uri_t*
	表示Object、Instance、Resource ID的URI。若URI的flag其中resource ID位无效，则读该instance下的所有resource；若URI的flag其中instance ID位无效，则读该object下的所有instance

	value
	设备属性
	cis_data_t data_t*
	

	msgid
	消息ID
	cis_mid_t
	基础通信套件提供一个唯一的消息标识，用来标识从网络侧获取的一条请求。msgid = 0时，该函数同步返回读数据结果；msgid ≠ 0的情形适用于AT指令实现方式，该函数立即返回，读操作真正完成后cis_notify接口携带该标识异步返回结果。




	返回值
	返回值含义

	CIS_CALLBACK_READ_SUCCESS
	成功

	CIS_CALLBACK_BAD_REQUEST
	请求无效

	CIS_CALLBACK_UNAUTHORIZED
	未授权

	CIS_CALLBACK_NOT_FOUND
	目标未找到

	CIS_CALLBACK_METHOD_NOT_ALLOWED
	方法不允许

	CIS_CALLBACK_SERVICE_UNAVAILABLE
	服务不存在



基础通信套件在收到平台侧写数据请求时，基础通信套件调用cis_write_callback_t回调。

	参数名称
	参数含义
	类型
	描述

	context
	设备上下文
	const void *
	

	uri
	设备URI
	cis_uri_t*
	表示Object、Instance的URI，其中flag中关于Resource ID的位会被置空，如果涉及到Resource ID，会在value字段中传入

	value
	设备属性
	const cis_data_t*
	如果只写一个属性值，则value的id设置为目标的Resource ID，value的type为该Resource的具体类型(字符型、不透明型、整型、浮点型、布尔型)；如要写某instance的所有属性值，则需将value的type设为cis_data_type_instance类型，并将asChildren的count字段设为该instance所有的属性数量，再将每个属性值填入asChildren的array数组。

	msgid
	消息ID
	cis_mid_t
	基础通信套件提供一个唯一的消息标识，用来标识从网络侧获取的一条请求。msgid = 0时，该函数同步返回写数据结果；msgid ≠ 0的情形适用于AT指令实现方式，该函数立即返回，写操作真正完成后通过cis_notify接口携带该标识异步返回结果。





	返回值
	返回值含义

	CIS_CALLBACK_WRITE_SUCCESS
	成功

	CIS_CALLBACK_BAD_REQUEST
	请求无效

	CIS_CALLBACK_UNAUTHORIZED
	未授权

	CIS_CALLBACK_NOT_FOUND
	目标未找到

	CIS_CALLBACK_METHOD_NOT_ALLOWED
	方法不允许

	CIS_CALLBACK_SERVICE_UNAVAILABLE
	服务不存在



基础通信套件在收到平台侧执行请求时，基础通信套件调用cis_exec_callback_t回调。
[bookmark: OLE_LINK1]
	参数名称
	参数含义
	类型
	描述

	context
	设备上下文
	const void *
	

	uri
	设备URI
	cis_uri_t*
	表示Object、Instance、Resource ID的URI

	value
	表征执行参数的buffer
	const uint8_t*
	参数解析参见OMA LwM2M协议

	length
	value的长度
	uint32_t
	

	msgid
	消息ID
	cis_mid_t
	基础通信套件提供一个唯一的消息标识，用来标识从网络侧获取的一条请求。msgid = 0时，该函数同步返回执行结果；msgid ≠ 0的情形适用于AT指令实现方式，该函数立即返回，执行操作真正完成后通过cis_notify接口携带该标识异步返回结果。


[bookmark: _参数connect]
	返回值
	返回值含义

	CIS_CALLBACK_EXECUTE_SUCCESS
	成功

	CIS_CALLBACK_BAD_REQUEST
	请求无效

	CIS_CALLBACK_UNAUTHORIZED
	未授权

	CIS_CALLBACK_NOT_FOUND
	目标未找到

	CIS_CALLBACK_METHOD_NOT_ALLOWED
	方法不允许

	CIS_CALLBACK_SERVICE_UNAVAILABLE
	服务不存在


[bookmark: _Toc475976712][bookmark: _Ref475976828][bookmark: _Ref475976969][bookmark: _Ref475976974]
基础通信套件在收到平台侧观测请求时，基础通信套件调用cis_observe_callback_t回调。
基础通信套件在收到平台侧观测请求时，分为三种情况：
1、请求的是观测一个object
基础通信套件需要观测该object下的所有instance，然后根据上报策略来上报变化给平台侧。
2、请求的是观测一个object的一个instance
基础通信套件需要观测该instance下的所有属性，然后根据上报策略来上报变化给平台侧。
3、请求的是观测一个object的一个instance的一个resource
基础通信套件需要观测该指定的resource，然后根据上报策略来上报变化给平台侧。

	参数名称
	参数含义
	类型
	描述

	context
	设备上下文
	const void *
	

	uri
	设备URI
	cis_uri_t*
	表示Object、Instance、Resource ID的URI。若URI的flag其中resource ID位无效，则观测该instance下的所有resource；若URI的flag其中instance ID位无效，则观测该obect下的所有instance

	flag
	设置取消标志位
	bool
	如果flag 为true，则开启针对指定URI的观测
如果flag为flase，则停止针对指定URI的观测

	msgid
	消息ID
	cis_mid_t
	基础通信套件提供一个唯一的消息标识，用来标识从网络侧获取的一条请求。msgid = 0时，该函数同步返回观测结果；msgid ≠ 0的情形适用于AT指令实现方式，该函数立即返回，观测操作真正完成后通过cis_notify接口携带该标识异步返回结果。



	返回值
	返回值含义

	CIS_CALLBACK_OBSERVE_SUCCESS
	成功

	CIS_CALLBACK_BAD_REQUEST
	请求无效

	CIS_CALLBACK_UNAUTHORIZED
	未授权

	CIS_CALLBACK_NOT_FOUND
	目标未找到

	CIS_CALLBACK_METHOD_NOT_ALLOWED
	方法不允许

	CIS_CALLBACK_SERVICE_UNAVAILABLE
	服务不存在



基础通信套件在收到平台侧上报策略请求时，调用cis_set_param_callback_t回调。
基础通信套件在收到平台侧设置上报策略请求时，分为三种情况：
1、请求的是对一个object设置上报策略
基础通信套件需要对该object下的所有instance设置上报策略，在上报时检查数据是否满足上报策略。
2、请求的是对一个object的一个instance设置上报策略
基础通信套件需要对该instance下的所有属性设置上报策略，在上报时检查数据是否满足上报策略。
3、请求的是对一个object的一个instance的一个resource设置上报策略
基础通信套件需要对该指定的resource设置上报策略，在上报时检查数据是否满足策略。

	参数名称
	参数含义
	类型
	描述

	context
	设备上下文
	const void *
	上下文结构体地址

	uri
	设备URI
	cis_uri_t*
	表示Object、Instance、Resource ID的URI。若URI的flag其中resource ID位无效，则为该instance下的所有resource设置参数；若URI的flag其中instance ID位无效，则为该obect下的所有instance设置参数

	attr
	上报策略参数
	const cis_observe_attr_t *
	上报策略参数结构体 

	msgid
	消息ID
	cis_mid_t
	基础通信套件提供一个唯一的消息标识，用来标识从网络侧获取的一条请求。msgid = 0时，该函数同步返回设置上报策略结果；msgid ≠ 0的情形适用于AT指令实现方式，该函数立即返回，设置上报策略操作真正完成后通过cis_notify接口携带该标识异步返回结果。



	返回值
	返回值含义

	CIS_CALLBACK_OBSERVE_PARAMS_SUCCESS
	成功

	CIS_CALLBACK_BAD_REQUEST
	请求无效

	CIS_CALLBACK_UNAUTHORIZED
	未授权

	CIS_CALLBACK_NOT_FOUND
	目标未找到

	CIS_CALLBACK_METHOD_NOT_ALLOWED
	方法不允许

	CIS_CALLBACK_SERVICE_UNAVAILABLE
	服务不存在



基础通信套件在收到平台侧Discover请求时，基础通信套件调用cis_discover_callback_t回调。

	参数名称
	参数含义
	类型
	描述

	context
	设备上下文
	const void *
	

	uri
	设备URI
	cis_uri_t*
	表示Object、Instance的URI，其中flag中关于Resource ID的位会被置空 

	value
	设备属性
	const cis_data_t*
	value的id设置为目标的Resource ID，value的type不需要填写。 

	msgid
	消息ID
	cis_mid_t
	基础通信套件提供一个唯一的消息标识，用来标识从网络侧获取的一条请求。msgid = 0时，该函数同步返回写数据结果；msgid ≠ 0的情形适用于AT指令实现方式，该函数立即返回，写操作真正完成后通过cis_notify接口携带该标识异步返回结果。



	返回值
	返回值含义

	CIS_CALLBACK_WRITE_SUCCESS
	成功

	CIS_CALLBACK_BAD_REQUEST
	请求无效

	CIS_CALLBACK_UNAUTHORIZED
	未授权

	CIS_CALLBACK_NOT_FOUND
	目标未找到

	CIS_CALLBACK_METHOD_NOT_ALLOWED
	方法不允许

	CIS_CALLBACK_SERVICE_UNAVAILABLE
	服务不存在



基础通信套件会将注册、bootstrap等过程的结果通过cis_event_callback_t回调通知应用。

	参数名称
	参数含义
	类型
	描述

	context
	设备上下文
	const void *
	上下文结构体地址

	id
	状态ID
	cis_evt_t
	事件类型id：
1：注册成功
2：注册失败
3：lifetime超时
4：update成功
-1: 状态错误



[bookmark: _Toc490557583]2.1.2.2 结构体
枚举类型cis_datatype_t用来设备属性类型，具体含义如下：
typedef enum
{
    cis_data_type_undefine = 0,		//未定义类型
    cis_data_type_string,			//字符串类型
    cis_data_type_opaque,			//不透明类型
    cis_data_type_integer,			//整型
    cis_data_type_float,			//浮点型
    cis_data_type_bool,			//布尔型
    cis_data_type_object,			//Object类型
    cis_data_type_instance,			//Instance类型
}cis_datatype_t;
	typedef struct st_cis_data
{
    uint16_t             id;
    cis_datatype_t      type;
    struct
    {
        uint32_t  length;
        uint8_t*  buffer;
    }asBuffer;
    union
    {
        bool     asBoolean;
        int64_t   asInteger;
        double   asFloat;
        struct
        {
           uint32_t   count;
           cis_data_t * array;
        }asChildren;
        struct
        {
            cis_oid_t objectId;
            cis_iid_t instId;
        }asObjLink;
    } value;
} cis_data_t;
	名字
	类型
	描述

	
	id
	uint16_t
	相关Object、Instance、Resource的ID

	
	type
	cis_datatype_t
	属性类型

	
	value
	union
	对象数据共用体

	
	asBoolean
	bool
	布尔型属性值

	
	asInteger
	int64_t
	整型属性值

	
	asFloat
	double
	浮点属性值

	
	asBuffer
	asBuffer结构体
	buffer类型属性值

	
	asChildren
	asChildren结构体
	涉及到多个Instance或Resource时使用该结构体




	参数名称
	参数含义
	类型
	描述

	id
	资源ID
	cis_rid_t
	

	type
	数据类型
	cis_data_type_t
	typedef enum em_cisattr_data_type{
cis_data_type_undefine = 0,
类型未定义
cis_data_type_string,
字符串型
cis_data_type_opaque,
不透明类型
cis_data_type_integer,
整型
cis_data_type_float,
浮点型
cis_data_type_bool,
布尔型
cis_data_type_object,
对象类型
cis_data_type_instance,
Instance类型
}cis_data_type_t;

	结构体asBuffer
	length
	uint_32
	无符号32位整形

	
	buffer
	uint8_t*
	无符号8位整形指针

	union
对象数据共用体value
	asBoolean
	bool
	布尔型

	
	asInteger
	int64_t
	typedef signed __int64       int64_t;整型

	
	asFloat
	double
	双精度浮点型

	
	结构体asChildren
	count
	uint32_t
	无符号32位整形

	
	
	array
	struct cis_data_t*
	

	
	结构体asObjLink
	objectId 
	oid_t
	object标识

	
	
	instId 
	iid_t
	instance标识


[bookmark: _参数config]使用该object示例如下：
cis_data_t:string:
                data->id =  id;
                data->type = cis_data_type_string;
                data->value.asBuffer.length = strlen(valuestring);
                data->value.asBuffer.buffer = (uint8_t*)strdup(valuestring);
cis_data_t:float
                data->id = id;
                data->type = cis_data_type_float;
                data->value.asFloat= valuedouble;
  cis_data_t:integer
                data->id = id;
                data->type = cis_data_type_integer;
                data->value.asInteger=  valueint;
cis_data_t:bool
                data->id =id;
                data->type = cis_data_type_bool;
                data->value.asInteger=  valueint;

	typedef struct st_cis_observe_attr
{
    uint8_t     toSet;
    uint8_t     toClear;
    uint32_t    minPeriod;
    uint32_t    maxPeriod;
    float       greaterThan;
    float       lessThan;
    float       step;
} cis_observe_data_t;
	名字
	类型
	描述

	
	toSet
	uint8_t
	设置标志位，为1

	
	toClear
	uint8_t
	清除标志位

	
	minPeriod
	uint_32
	最小时间间隔，单位为秒

	
	maxPeriod
	uint_32
	最大时间间隔

	
	greaterThan
	float
	观测数据大于

	
	lessThan
	float
	观测数据小于

	
	step
	float
	观测的数据变化最小区间



	typedef struct
st_cis_version
{
    uint8_t     major;
    uint8_t     minor;
} cis_version_t;
	名字
	类型
	描述

	
	major
	uint8_t
	主版本号

	
	minor
	uint8_t
	副版本号



	typedef struct
st_cis_inst_bitmap
{
 uint8_t instanceCount;
uint8_t instanceBytes;
 const uint8_t* instanceBitmap;
} cis_inst_bitmap_t;
	名字
	类型
	描述

	
	instanceCount
	uint8_t
	实例总数

	
	instanceBytes
	uint8_t
	实例位图实际占用字节数



	
	名字
	类型
	描述

	
	instanceBitmap
	const uint8_t *
	表征各实例的位图，若某个实例有效，则对应bit为1，否则为0。实例位图可视为一个数组，数组第0个字节的最高位对应于第0个实例，以此类推



	typedef struct
st_cis_res_config
{
    cis_rid_t attributeCount;
    cis_rid_t actionCount;
} cis_res_config_t;
	名字
	类型
	描述

	
	attributeCount
	cis_rid_t
	属性总数

	
	actionCount
	cis_rid_t
	操作总数



	typedef structst_uri
{
	uint8_t    flag;           
	cis_oid_t    objectId;
	cis_iid_t    instanceId;
	cis_rid_t    resourceId;
}cis_uri_t;
	名字
	类型
	描述

	
	flag
	uint8_t
	Flag用于表征Instance、Resource是否被设置，若设置则表示有效。第0位代表resource，第1位表示instance。

	
	objectId
	cis_oid_t
	

	
	instanceId
	cis_iid_t
	

	
	resourceId
	cis_rid_t
	



	typedef struct
st_cis_cfg_sys
{
    uint8_t debug_mode;
    uint8_t log_extend_mode;
    uint8_t log_output_mode;
    uint8_t log_output_level;
    uint16_t log_buffer_size;
    cis_cfgdata_t ex_data;
}cis_cfg_sys_t;
	名字
	类型
	描述

	
	debug_mode
	uint8_t
	调试信息开关

	
	log_extend_mode
	uint8_t
	扩展信息开关

	
	output_mode
	uint8_t
	日志输出模式

	
	output_level
	uint8_t
	日志调试级别

	
	log_buffer_size
	uint16_t
	日志缓冲区长度

	
	ex_data
	cis_cfgdata_t
	配置信息



	typedef struc
 st_cis_cfg_vdata
{
    uint16_t len;
    uint8_t* data;
};
	名字
	类型
	描述

	
	len
	uint16_t
	配置信息长度

	
	data
	uint8_t *
	配置信息内容



2.1.3	应用程序编写
使用SDK编写设备侧的应用包括如下步骤:
1、 准备SDK需要的配置文件，生成相应的二进制数据。
配置文件工具可参考下载：


SDK需要的配置文件的具体参数包括如下面所示的要求。应用厂家编写XML格式的配置文件后使用cmiot_configtool工具来生成对应的二进制数据文件。
cmiot_configtool 是用于生成基础通信套件配置信息的工具，它将读取XML文件的内容，按固定格式保存为二进制文件，最终将此二进制文件读取到内存中提供给基础通信套件使用。
cmiot_configtool 的使用方法示例如下：
cmiot_configtool.exe sample.xml outputfile.bin
cmiot_configtool 是用于生成基础通信套件配置信息的工具，它将读取XML文件的内容，按固定格式保存为二进制文件。
cmiot_configtool 的使用方法示例如下：
cmiot_configtool.exe sample.xml outputfile.bin

cmiot_configtool 解析的XML文件描述内容举例如下：
<?xml version="1.0"  encoding="utf-8"?>
<config>
  <item>
    <version>1.0</version>
    <cfgcnt>3</cfgcnt>
  </item>

  <item id="0x01">
      <data name="Lifetime">600000</data>
  </item>

  <item id="0x02">
      <data name="Mtu">2455</data>
      <data name="Linktype">1</data>
      <data name="Host">192.168.1.1</data>
      <data name="APN">CMIOT</data>
      <data name="Username">****</data>
      <data name="Password">****</data>
	  <data name="ExData">p1:abcdefg,p2:123456789</data>
  </item>

  <item id="0x03">
      <data name="DebugMode">1</data>
      <data name="ExtendMode">1</data>
      <data name="OutputMode">2</data>
      <data name="OutputLevel">2</data>
  </item>
</config>

2、 提供操作需要的回调函数指针，包括如下的回调，这些回调函数里面要完成设备的读、写、执行、观测、发现、设置观测参数等功能。
static cis_ret_t cis_on_read        (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid);
static cis_ret_t cis_on_write       (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid);
static cis_ret_t cis_on_exec        (void* context,cis_uri_t* uri,const uint8_t* value,uint32_t length,cis_mid_t mid);
static cis_ret_t cis_on_observe     (void* context,cis_uri_t* uri,bool flag,cis_mid_t mid);
static cis_ret_t cis_on_discover    (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid);
static cis_ret_t cis_on_params      (void* context,cis_uri_t* uri,cis_observe_attr_t parameters,cis_mid_t mid);
static void cis_on_event       (void* context,cis_evt_t eid);
以read消息回调为例,需要在回调函数里面读取真实硬件的信息,然后填写在value数据结构里:
3、 初始化SDK。
调用SDK的API接口进行初始化，在初始化时应用将之前生成的二进制数据的地址提供给SDK。
该功能调用cis_init接口完成。
4、 添加设备的传感器信息
调用cis_addobject接口添加传感器对象。
5、 发起设备注册请求消息
调用cis_register接口来发起注册请求
6、 更新注册消息
调用cis_update来更新注册信息
7、 驱动SDK运行
调用cis_pump接口接口驱动基础通信套件运行，基础通信套件在该接口中调度多个任务，包括根据网络回复和状态发起注册消息，根据设定的lifetime定期发起更新注册消息，处理网络消息，调用对应的回调函数。
8、 完成工作后注销注册信息
调用cis_deregister注销注册消息。
在这种模式中，应用需要完成对应的回调函数，包括网络的读、写、执行、观测、设置参数请求都会通过回调函数将信息回调给应用。

具体应用的编写可以参考应用示例代码：
2.2 AT接口模式的应用
AT指令集是一组命令集合，终端使用这组命令集合来和模组或者芯片进行通信。AT指令由ASCII字符组成，使用前缀“AT”。每个AT请求都必须要求从模组或者芯片获得回复代码，用于回复终端当前请求的执行状态。SDK提供如下统一的接口给应用：
2.2.1 AT接口说明
AT指令集是一组命令集合，终端使用这组命令集合来和模组或者芯片进行通信。AT指令由ASCII字符组成，使用前缀“AT”。每个AT请求都必须要求从模组或者芯片获得回复代码，用于回复终端当前请求的执行状态。SDK提供如下统一的接口给应用：

AT+MIPLCREATE=<totalsize>, <config>, <index>, <currentsize>, <flag> <CR>
功能：该指令创建一个SDK的实例
参数：
<totalsize>：config文件的总长度
<config>：配置文件，参见配置文件格式
<index>：配置文件的序号，考虑到AT指令长度有限，一个完整的配置文件未必能在一条AT指令中发送完成，可以将内容切分成多段，比如分为N段，则从前到后按照降序依次分配序号为N-1~0，按照从大到小序号的顺序每段调用一次AT指令，如此当index为0时意味着该条指令为最后一条配置消息
<currentsize>：当前指令所包含的配置文件长度
<flag>：消息标识
1：第一条消息
2：中间消息
0：最后一条消息
返回值：
<CR><LF>OK<CR><LF>：如果发送的是index不为0的消息，该回复代表消息正确接收
<CR><LF><ref><CR><LF>：如果发送的是index为0的消息，该回复代表消息正确接收，且返回一个创建完成的SDK的一个实例标识，类型为一个无符号整数
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLDELETE=<ref><CR>
功能：该指令删除一个SDK的实例
参数：
<ref>：SDK的一个实例标识，类型为一个无符号整数
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLOPEN=<ref><CR>
功能：该指令向平台发起注册请求
参数：
<ref>：SDK的一个实例标识，类型为一个无符号整数
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLCLOSE=<ref><CR>
功能：该指令向平台发起注销请求
参数：
<ref>：SDK的一个实例标识，类型为一个无符号整数
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLADDOBJ=<ref><objectid>, <instancecount>, <instancebitmap>, <attributecount><CR>
功能：该指令添加一个object
参数：
<ref>：SDK的一个实例标识，类型为一个无符号整数
<objectid>：对象id
<instancecount>：实例个数
<instancebitmap>：实例位图
<attributecount>：属性个数
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLDELOBJ=<ref>，<objectid><CR>
功能：该指令删除一个object
参数：
<ref>：SDK的一个实例标识，类型为一个无符号整数
<objectid>：对象id
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLNOTIFY=<ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, <valuetype>, <len>, <value>, <index>，<flag>,<CR>
功能：该指令通知平台一个数值变化
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id
<objectid>：对象id
<instanceid>：实例id
<resourceid>：资源id
< valuetype >：发送的数据类型
< len >：发送的数据长度
<flag>：消息标识
1：第一条消息
2：中间消息
0：最后一条消息
发送的数据类型要求如下：
string =1,//字符串型
opaque=2,//不透明类型
integer=3,//整型
float=4,//浮点型
bool=5,//布尔型
<len>：读取的数据长度
<value>：发送的数据值
<index>：指令序号。若某个Notify操作需要N条消息组合为一完整指令，则index从N-1至0降序编号，当index编号为0时表示本次Notify指令结束
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLREADRSP=<ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, <valuetype>, <len>, <value>, <index>, <flag><CR>
功能：用户接到+MIPLREAD消息后，需要去读取需要的资源的值，读取到需要的值，用户使用该指令将读取到的值一条一条发给SDK，将msgid置为收到的+MIPLREAD的消息携带的msgid。
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id
<objectid>：对象id
<instanceid>：实例id
<resourceid>：资源id
< valuetype >：发送的数据类型
发送的数据类型要求如下：
string =1,//字符串型
opaque=2,//不透明类型
integer=3,//整型
float=4,//浮点型
bool=5,//布尔型
<len>：读取的数据长度
<value>：发送的数据值
<index>：指令序号。若某个Read操作需要N条消息组合为一完整指令，则index从N-1至0降序编号，当index编号为0时表示本次Read指令结束
<flag>：消息标识
1：第一条消息
2：中间消息
0：最后一条消息
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLWRITERSP=<ref>, <msgid>, <result>, <index><CR>
功能：该指令通知SDK写入的消息结果。用户接到+MIPLWRITE消息后，需要去写入需要的资源的值，同时使用该消息通知SDK写入的结果。调用该命令时将msgid置为对应+MIPLWRITE消息携带的msgid。
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id
<result>：写入操作的结果；“0”代表写入错误，“1”代表写入正确
<index>：对应+MIPLWRITE消息的指令序号
返回值：
<CR><LF>OK<CR><LF>  
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLEXECUTERSP=<ref>, <msgid>, <result><CR>
功能：该指令通知SDK执行操作的结果。用户接到+MIPLEXECUTE消息后，需要去执行请求的动作，同时使用该消息通知SDK执行的结果。调用该命令时将msgid置为对应+MIPLEXECUTE消息携带的msgid。
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id
<result>：写入操作的结果；“0”代表执行错误，“1”代表执行正确
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLOBSERVERSP=<ref>, <msgid>, <result><CR>
功能：该指令通知SDK观测指令是否有效。当应用程序收到+MIPLOBSERVE消息后，需要去验证该请求是否有效。调用该命令时将msgid置为对应+MIPLOBSERVE消息携带的msgid。
参数：
<ref>：基础通信套件的一个标识，类型为一个无符号整数
<msgid>：消息id
<result>：观测消息是否有效：“0”代表请求无效，“1”代表请求有效
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

AT+MIPLDISCOVERRESP=<ref>, <msgid>, <length>,<valuestring><CR>
功能：该指令回复SDK获取到的指定object的所有属性。
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id 
<length>：返回valuestring的长度
<valuestring>:object的属性要求，多个属性之间使用逗号“，”隔开"1101,1102,1103"
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

+MIPLREAD: <ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, [<count>] <CR>
功能：该指令是一个读取请求消息，如果resourceid =‘-1’，则该指令会携带count
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id，标识该读取请求消息
<objectid>：对象id
<instanceid>：实例id
<resourceid>：资源id，如果为‘-1’，则代表需要读取该instance下的所有资源
<count>：需要读取的资源数
返回值：
无

+MIPLWRITE: <ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, <valuetype>, <len>, <value>, <index><CR>
功能：该指令是一个写操作请求消息
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id，标识该写入请求消息
<objectid>：对象id
<instanceid>：实例id
<resourceid>：资源id
< valuetype >：待写入的数据类型
待写入的数据类型要求如下：
string =1,//字符串型
opaque=2,//不透明类型
integer=3,//整型
float=4,//浮点型
bool=5,//布尔型
<len>：待写入的数据长度
<value>：待写入的数据值
<index>：指令序号。若某个Write请求需要N条消息组合为一完整指令，则index从N-1至0降序编号，当index编号为0时表示本次Write请求结束。
返回值：
无

+MIPLEXEUTE: <ref>, <msgid>, <objectid>, <instanceid>, <resourceid><CR>
功能：该指令是一个执行操作请求消息
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id，标识该执行请求消息
<objectid>：对象id
<instanceid>：实例id
<resourceid>：资源id
返回值：
无

+MIPLOBSERVE: <ref>, <msgid>, <flag>,<objectid>, [<instanceid>], [<resourceid>] <CR>
功能：该指令是一个观测请求消息
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id，标识该观测请求消息
<flag>: 1 为添加观测，0 为取消观测
<objectid>：对象id
<instanceid>：实例id，如果为‘-1’，则代表观测该object下所有instance下的所有资源
<resourceid>：资源id，如果为‘-1’，则代表观测该instance下的所有资源
返回值：
无

+MIPLPARAMETER: <ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, <parameter>, <len><CR>
功能：该指令是一个设置策略参数请求消息
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id，标识该观测请求消息
<objectid>：对象id
<instanceid>：实例id, 如果为‘-1’，则代表观测该object下所有instance下的所有资源
<resourceid>：资源id，如果为‘-1’，则代表观测该instance下的所有资源
<parameter>：策略参数，格式为字符串形式
包括如下策略：
pmin=xxx; pmax=xxx; gt=xxx; lt=xxx; stp=xxx
<len>：参数长度
返回值：
无

指令名称：AT+MIPLUPDATE=<ref>,<lifetime>,<withObjectFlag><CR>
功能: 该指令通知SDK发送主动更新注册信息
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<lifetime>：更新的lifetime值，单位为ms，如果为0则表示使用默认的lifetime值
<withObjectFlag>：是否需要同时更新注册的Object对象
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。

+MIPLDISCOVER:<ref>, <msgid>, <objectid><CR>
功能：该指令通知mcu需要获取指定object的属性。
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：消息id 
<object>：指定的object对象id

AT+MIPLVER? <CR>
功能：该指令获取SDK版本
参数：无
返回值：
<CR><LF><version><CR><LF>：SDK的版本号

+MIPLERROR: <ref>, <msgid>, <errid><CR>
功能：该指令上报一个错误消息
参数：
<ref>：SDK的一个标识，类型为一个无符号整数
<msgid>：引发错误的消息id
<errid>：错误id（可扩充）
0：未知错误
1：系统错误
2：网络异常
3：注册失败
返回值：
<CR><LF>OK<CR><LF>
<CR><LF>+CIS ERROR: <errid><CR><LF>：返回错误。
2.2.2 应用程序编写
该方式与API方式的主要不同在于所有操作都是异步操作，且所有提供的接口都为AT命令。应用需要完成的工作包括如下步骤。
1、 如3.1.1步骤完成配置文件生成
2、 使用AT指令来初始化
AT+MIPLCREATE=<totalsize>, <config>, <index>, <currentsize>, <flag> <CR>
3、 使用AT添加传感器对象
AT+MIPLADDOBJ=<ref><objectid>, <instancecount>, <instancebitmap>, <attributecount><CR>
4、 使用AT指令来发起注册请求
AT+MIPLOPEN=<ref><CR>
5、 注册完成后使用AT指令更新注册消息
AT+MIPLUPDATE=<ref>,<lifetime>,<withObjectFlag><CR>
6、 处理AT的URC指令，包括如下指令
+MIPLREAD: <ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, [<count>] <CR>
+MIPLWRITE: <ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, <valuetype>, <len>, <value>, <index><CR>
+MIPLEXEUTE: <ref>, <msgid>, <objectid>, <instanceid>, <resourceid><CR>
+MIPLOBSERVE: <ref>, <msgid>, <flag>,<objectid>, [<instanceid>], [<resourceid>] <CR>
+MIPLPARAMETER: <ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, <parameter>, <len><CR>
+MIPLDISCOVER:<ref>, <msgid>, <objectid><CR>
+MIPLERROR: <ref>, <msgid>, <errid><CR>
7、 使用AT指令将处理的完成的AT回复消息提供给SDK
AT+MIPLNOTIFY=<ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, <valuetype>, <len>, <value>, <index>，<flag>,<CR>
AT+MIPLREADRSP=<ref>, <msgid>, <objectid>, <instanceid>, <resourceid>, <valuetype>, <len>, <value>, <index>, <flag><CR>
AT+MIPLWRITERSP=<ref>, <msgid>, <result>, <index><CR>
AT+MIPLEXECUTERSP=<ref>, <msgid>, <result><CR>
AT+MIPLOBSERVERSP=<ref>, <msgid>, <result><CR>
AT+MIPLDISCOVERRESP=<ref>, <msgid>, <length>,<valuestring><CR>
8、 完成工作后，使用AT注销设备的注册信息
3、 SDK移植说明
SDK实现数据传输协议中传输层协议CoAP，应用层协议LWM2M协议实现，以及基于IPSO组织制定的Profile规范基础上扩展资源模型，并对应用层提供统一的接口：终端能力开放API接口及AT指令集。
[image: ]
基础通信套件的架构
SDK的架构如图所示，包括了三部分的内容，最下层是基于UDP协议的CoAP实现，中间是基于CoAP的LWM2M协议实现，最上层是在LWM2M协议里面使用的IPSO定义的资源模型，用于对传感器以及传感器属性进行标识，该部分内容遵循IPSO组织制定的Profile规范。
3.1 SDK目录结构
[image: ]
[bookmark: _GoBack]SDK核心目录ciscore，其中包括CoAP及LWM2M协议实现，以及SDK所有接口定义。
3.2 SDK接口文件
SDK核心目录ciscore，其中cis_api.h为用户侧API接口，移植过程中需要将ciscore目录中文件全部移植至目标平台。
其中cis_if_sys.h和cis_if_sys.h中定义接口函数需要在不同平台实现供SDK内部调用。
cis_if_net.h 为网络相关适配接口函数定义。
cis_if_sys.h 为系统相关适配接口函数定义。
3.3网络接口适配
底层网络接口是指基础通信套件需要使用的网络功能，用于建立物理的网络连接，发送和接收网络数据。本章节定义了抽象的通信接口层，提供统一的接口给基础通信套件使用。
[bookmark: _Toc490557607]3.3.1回调函数
底层网络接口初始化时需要一个参数cisnet_callback_t，该参数是一个结构体，其中onEvent用于事件回调，userData指针为当前的用户数据，具体的结构体定义如下：
typedef struct st_cisnet_callback_t{
    void * userData;
    cisnet_event_callback_t onEvent;
}cisnet_callback_t;
事件回调函数定义如下：
typedef void (*cisnet_event_callback_t) (cisnet_t netctx, cisnet_event_t id, void * param, void * userData);
底层网络需要通知基础通信套件事件时，调用onEvent来通知基础通信套件。

表10‑1  回调onEvent详解
	参数
	类型
	参数含义

	netctx
	cisnet_t
	网络上下文

	id
	cisnet_event_t
	事件id

	param
	void *
	回调参数

	userData
	void *
	用户数据



其中事件具体定义如下：
typedef enum{
    cisnet_event_unknow = 0,  //发生未知事件
    cisnet_event_timeout,      //网络超时事件
cisnet_event_created,      //网络链路创建完成事件
cisnet_event_connected,    //网络连接完成事件(兼容TCP)
cisnet_event_disconnect,    //网络连接断开事件
}cisnet_event_t;

[bookmark: _Toc490557608]3.3.2结构体
网络配置数据的结构体定义如下：
struct st_cis_cfg_net
{
        uint16_t mtu;
uint8_t linktype;
cis_cfgdata_t host;
		cis_cfgdata_t apn;
cis_cfgdata_t username;
cis_cfgdata_t password;
        cis_cfgdata_t ex_data;
} cis_cfg_net_t;
其中mtu为最大传输单元的大小，linktype为传输类型，host是连接的目标主机的地址，apn为欲使用的apn名称，username为用户名，password为密码，ex_data为其他配置信息。
其中cis_cfgdata_t的结构定义如下：
struct st_cis_cfg_vdata
{
        uint16_t len;    //数据的长度
        uint8_t* data;   //数据的内容
} cis_cfgdata_t;
[bookmark: _Toc490557609]3.3.3底层网络接口
cis_ret_t cisnet_init (const cisnet_config_t* config, cisnet_callback_t cb);
功能：用于网络初始化


	参数
	类型
	参数含义

	config
	const cisnet_config_t*
	网络配置

	cb
	cisnet_callback_t
	网络回调函数结构体




	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cisnet_create (cisnet_t* ctx, const char* host);
功能：用于请求创建链路，该函数为异步方法,当创建链路请求发出后,应立即返回;当链路建立完成后需调用事件回调函数向SDK发出cisnet_event_created事件通知


	参数
	类型
	参数含义

	ctx
	cisnet_t*
	网络上下文

	host
	const char*
	目标主机地址



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cisnet_destroy (cisnet_t ctx);
功能：用于销毁网络


	参数
	类型
	参数含义

	ctx
	cisnet_t
	网络上下文




	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功





cis_ret_t cisnet_connect (cisnet_t ctx);
功能：用于请求网络连接,用于兼容TCP协议；该函数为异步方法,使用TCP协议时,当TCP连接请求发出后,应立即返回;当TCP连接建立完成后需调用事件回调函数向SDK发出cisnet_event_connected事件通知,使用UDP协议或其它面向无连接协议时同样需要在此函数中调用事件回调函数向SDK发出cisnet_event_connected事件通知后函数返回CIS_RET_OK成功.

	参数
	类型
	参数含义

	ctx
	cisnet_t
	网络上下文




	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cisnet_disconnect (cisnet_t ctx);
功能：用于断开网络

	参数
	类型
	参数含义

	ctx
	cisnet_t
	网络上下文



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cisnet_write (cisnet_t ctx, const uint8_t* buffer, uint32_t length);
功能：用于网络写入缓冲数据

	参数
	类型
	参数含义

	ctx
	cisnet_t
	网络上下文

	buffer
	const uint8_t*
	[bookmark: OLE_LINK14][bookmark: OLE_LINK13]要写入的常量缓冲数据

	length
	uint32_t
	缓冲数据长度



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cisnet_read (cisnet_t ctx, uint8_t** buffer, uint32_t *length);
功能：用于网络读取缓冲数据


	参数
	类型
	参数含义

	ctx
	cisnet_t
	网络上下文

	buffer
	uint8_t**
	容纳读取数据的缓冲区

	length
	uint32_t*
	缓冲区长度



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



cis_ret_t cisnet_free (cisnet_t ctx, uint8_t* buffer, uint32_t length);
功能：用于释放缓冲区,由cisnet_read中参数返回buffer指针，当SDK使用完成后调用该方法销毁；

	参数
	类型
	参数含义

	ctx
	cisnet_t
	网络上下文

	buffer
	uint8_t*
	容纳读取数据的缓冲区

	length
	uint32_t
	缓冲区长度



	返回值
	返回值含义

	CIS_RET_ERROR
	失败

	CIS_RET_OK
	成功



3.4系统接口适配
底层系统接口是基础通信套件需要使用的底层功能，包括操作系统内存、获取系统时间、获取随机数等接口。
[bookmark: OLE_LINK12]
cis_ret_t cissys_init (const cis_cfg_sys_t* config);
功能：用于系统初始化
参数及返回值：

	参数
	类型
	参数含义

	config
	const cis_cfg_sys_t*
	系统配置



	返回值类型
	返回值含义

	cis_ret_t
	初始化成功，返回CIS_RET_OK；否则，返回CIS_RET_ERROR



uint32_t cissys_gettime ();
功能：用于获取系统时间戳
参数：无

	返回值类型
	含义

	uint32_t
	获取系统时间毫秒数



void cissys_sleepms (uint32_t ms);
功能：系统延时函数

	参数
	类型
	参数含义

	ms
	uint32_t
	系统延时毫秒数



返回值：无

void  cissys_logwrite(uint8_t* buffer,uint32_t length);
功能：用于系统日志写入

	参数
	类型
	参数含义

	buffer
	 uint8_t*
	要写入的日志缓冲数据

	length
	uint32_t
	缓冲数据长度


返回值：无

void * cissys_malloc (size_t length);
功能：用于系统分配内存

	参数
	类型
	参数含义

	length
	size_t
	申请内存长度



	返回值类型
	返回值含义

	void *
	分配成功，则返回指向被分配内存的指针；否则，返回NULL



void cissys_free (void * buffer);
功能：用于内存释放

	参数
	类型
	参数含义

	buffer
	void_t*
	要释放的内存



返回值：无

void * cissys_memcpy (void * dst, const void * src, size_t n);
功能：用于内存复制


	参数
	类型
	参数含义

	dst
	void *
	待复制的内存目标地址

	src
	const void *
	待复制的内存源地址

	n
	size_t
	待复制的内存长度



	返回值类型
	返回值含义

	void *
	指向dst的指针



void * cissys_memmove (void * dst, const void * src, size_t n);
功能：由src所指内存区域复制n个字节到dst所指内存区域。当内存发生局部重叠的时候，cissys_memmove保证拷贝的结果是正确的，cissys_memcpy不保证拷贝的结果的正确。

	参数
	类型
	参数含义

	dst
	void *
	待复制的内存目标地址

	src
	const void *
	待复制的内存源地址

	n
	 size_t
	待复制的内存长度



	返回值类型
	返回值含义

	void *
	指向dst的指针



int cissys_memcmp (const void * s1, const void * s2, size_t n);
功能：用于内存比较

	参数
	类型
	参数含义

	s1
	 void *
	比较的内存地址一

	s2
	 void *
	比较的内存地址二

	n
	 size_t
	比较的内存长度



	返回值类型
	返回值含义

	int
	当buf1<buf2时，返回值小于0；
当buf1==buf2时，返回值等于0；
当buf1>buf2时，返回值大于0。



void * cissys_memset (void * s, int c, size_t n);
功能：用于将内存设置为某个指定的值

	参数
	类型
	参数含义

	s
	void *
	要初始化的内存

	c
	int
	初始化的值

	n
	size_t
	要初始化的内存长度




	返回值类型
	返回值含义

	void *
	指向s的指针



void cissys_fault (uint16_t id);
功能：通知系统发生故障，需要进行处理

	参数
	类型
	参数含义

	id
	uint16_t
	系统错误类型



id定义：
#define UNKNOW_ERROR   -1   // unknown error 
#define MALLOC_EEROR    -2   //malloc error
#define NET_ERROR        -3   //net error
返回值：无

void cissys_assert (bool flag);
功能：用于系统断言，如果断言条件返回错误，则终止程序执行

	参数
	类型
	参数含义

	flag
	bool
	断言条件



返回值：无

uint32_t cissys_rand ();
功能：用于系统生成随机数
参数：无
	返回值类型
	含义

	uint32_t
	生成的随机整数



uint8_t cissys_getIMEI (uint8_t* buffer, uint32_t len);
功能：用于获取IMEI号码
	参数
	类型
	参数含义

	buffer
	uint8_t*
	IMEI号码

	len
	uint32_t
	IMEI长度



	返回值类型
	含义

	uint8_t
	IMEI的有效长度



uint8_t cissys_getIMSI (uint8_t* buffer, uint32_t len);
功能：用于获取IMSI号码

	参数
	类型
	参数含义

	buffer
	uint8_t*
	IMSI号码

	len
	uint32_t
	IMSI长度



	返回值类型
	含义

	uint8_t
	IMSI的有效长度



void cissys_lock (void * mutex);
功能：用于锁定当前操作

	参数
	类型
	参数含义

	mutex
	void*
	信号量



void cissys_unlock (void * mutex);
功能：用于释放当前锁定的资源
	参数
	类型
	参数含义

	mutex
	void*
	信号量



void        cissys_lockcreate(void** mutex);
功能：用于创建一个信号量
	参数
	类型
	参数含义

	mutex
	void**
	信号量



void        cissys_lockdestory(void* mutex);
功能：用于销毁信号量
	参数
	类型
	参数含义

	mutex
	void*
	信号量
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d20171103_d1.6/ciscore/cis_api.h
/************************************************************************/
/* nb-iot middle software of china mobile api                           */
/************************************************************************/

#ifndef _CIS_API_H_
#define _CIS_API_H_

#include "cis_config.h"
#include "cis_def.h"

#ifdef __cplusplus
extern "C" {
#endif

struct st_cis_context;



typedef struct st_cis_version       cis_version_t;
typedef struct st_cis_data          cis_data_t;
typedef struct st_cis_observe_attr  cis_observe_attr_t;
typedef struct st_cis_inst_bitmap   cis_inst_bitmap_t;
typedef struct st_cis_res_config    cis_res_config_t;
typedef struct st_cis_callback      cis_callback_t;
typedef struct st_uri               cis_uri_t;

typedef cis_ret_t (*cis_read_callback_t)            (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid);
typedef cis_ret_t (*cis_write_callback_t)           (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid);
typedef cis_ret_t (*cis_exec_callback_t)            (void* context,cis_uri_t* uri,const uint8_t* buffer,uint32_t length,cis_mid_t mid);
typedef cis_ret_t (*cis_observe_callback_t)         (void* context,cis_uri_t* uri,bool flag,cis_mid_t mid);
typedef cis_ret_t (*cis_discover_callback_t)        (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid);
typedef cis_ret_t (*cis_set_params_callback_t)      (void* context,cis_uri_t* uri,cis_observe_attr_t parameters,cis_mid_t mid);
typedef void      (*cis_event_callback_t)           (void* context,cis_evt_t id);


#define LIFETIME_INVALID      ((uint32_t)0xFFFFFFFF)
#define LIFETIME_LIMIT_MIN    ((uint32_t)0x0000000F)
#define LIFETIME_LIMIT_MAX    ((uint32_t)0x0FFFFFFF)


#define URI_INVALID           ((uint16_t)0xFFFF)
#define URI_MAX_ID            ((uint16_t)0xFFFF)
#define URI_FLAG_OBJECT_ID    (uint8_t)0x04
#define URI_FLAG_INSTANCE_ID  (uint8_t)0x02
#define URI_FLAG_RESOURCE_ID  (uint8_t)0x01

#define CIS_URI_IS_SET_INSTANCE(uri) (((uri)->flag & URI_FLAG_INSTANCE_ID) != 0)
#define CIS_URI_IS_SET_RESOURCE(uri) (((uri)->flag & URI_FLAG_RESOURCE_ID) != 0)

struct st_uri
{
	uint8_t      flag;           // indicates which segments are set
	cis_oid_t    objectId;
	cis_iid_t    instanceId;
	cis_rid_t    resourceId;
};

CIS_API cis_ret_t    cis_uri_make         (cis_oid_t oid,cis_iid_t iid,cis_rid_t rid, cis_uri_t* uri);
CIS_API cis_ret_t    cis_uri_update       (cis_uri_t* uri);

CIS_API cis_data_t * cis_data_new         (int count);
CIS_API void         cis_data_free        (int count,cis_data_t * data);

typedef enum
{
    cis_data_type_undefine = 0,
    cis_data_type_string,
    cis_data_type_opaque,
    cis_data_type_integer,
    cis_data_type_float,
    cis_data_type_bool,
    cis_data_type_link,

    cis_data_type_object,
    cis_data_type_object_instance,
}cis_datatype_t;

struct st_cis_callback
{
    cis_read_callback_t      onRead;
    cis_write_callback_t     onWrite;
    cis_exec_callback_t      onExec;
    cis_observe_callback_t   onObserve;
	cis_discover_callback_t   onDiscover;
	cis_set_params_callback_t onSetParams;
    cis_event_callback_t     onEvent;
};


struct st_cis_data
{
    uint16_t             id;
    cis_datatype_t      type;
    
    struct
    {
        uint32_t    length;
        uint8_t*    buffer;
    }asBuffer;

    union
    {
        bool            asBoolean;
        int64_t         asInteger;
        double          asFloat;

        struct
        {
            uint32_t    count;
            struct st_cis_data* array;
        }asChildren;

        struct
        {
            cis_oid_t     objectId;
            cis_iid_t     instId;
        }asObjLink;
    } value;
} ;


struct st_cis_version
{
    uint8_t     major;
    uint8_t     minor;
};

struct st_cis_observe_attr
{
    uint8_t     toSet;
    uint8_t     toClear;
    cis_time_t    minPeriod;
    cis_time_t    maxPeriod;
    float       greaterThan;
    float       lessThan;
    float       step;
};

struct st_cis_inst_bitmap
{
    uint8_t         instanceCount;
    uint8_t         instanceBytes;
    const uint8_t*  instanceBitmap;
};

struct st_cis_res_config
{
	//TODO:
    cis_rid_t attributeCount;
    cis_rid_t actionCount;
};


CIS_API cis_ret_t    cis_init             (void** context,cis_time_t lifetime,void* config,uint32_t config_len);
CIS_API cis_ret_t    cis_deinit           (void* context);

CIS_API cis_ret_t    cis_register         (void* context,const cis_callback_t* cb);
CIS_API cis_ret_t    cis_unregister       (void* context);

CIS_API cis_ret_t    cis_addobject        (void* context,cis_oid_t objectid,const cis_inst_bitmap_t* bitmap,const cis_res_config_t* resource);
CIS_API cis_ret_t    cis_delobject        (void* context,cis_oid_t objectid);

CIS_API cis_ret_t    cis_pump             (void* context);
CIS_API cis_ret_t    cis_change           (void* context,cis_oid_t objectid,cis_iid_t instid,cis_rid_t rid);
CIS_API cis_ret_t    cis_version          (void* context,cis_version_t* version);

CIS_API cis_ret_t    cis_update_reg       (void* context,cis_time_t lifetime,bool withObjects);




/*
 * @return 
 */
CIS_API cis_ret_t    cis_notify           (void* context,cis_ret_t result,cis_data_t* value,uint16_t count,cis_mid_t mid);

#ifdef __cplusplus
};
#endif


#endif//_CIS_API_H_





d20171103_d1.6/ciscore/cis_block1.c




#include "cis_internals.h"

//







coap_status_t coap_block1_handler(cis_block1_data_t ** pBlock1Data,

                                  uint16_t mid,

                                  uint8_t * buffer,

                                  size_t length,

                                  uint16_t blockSize,

                                  uint32_t blockNum,

                                  bool blockMore,

                                  uint8_t ** outputBuffer,

                                  size_t * outputLength)

{

    cis_block1_data_t * block1Data = *pBlock1Data;



    // manage new block1 transfer

    if (blockNum == 0)

    {

       // we already have block1 data for this server, clear it

       if (block1Data != NULL)

       {

           cis_free(block1Data->block1buffer);

       }

       else

       {

           block1Data = (cis_block1_data_t*)cis_malloc(sizeof(cis_block1_data_t));

           *pBlock1Data = block1Data;

           if (NULL == block1Data) return COAP_500_INTERNAL_SERVER_ERROR;

       }



       block1Data->block1buffer = (uint8_t *)cis_malloc(length);

       block1Data->block1bufferSize = length;



       // write new block in buffer

       cis_memcpy(block1Data->block1buffer, buffer, length);

       block1Data->lastmid = mid;

    }

    // manage already started block1 transfer

    else

    {

       if (block1Data == NULL)

       {

           // we never receive the first block

           // TODO should we clean block1 data for this server ?

           return COAP_408_REQ_ENTITY_INCOMPLETE;

       }



       // If this is a retransmission, we already did that.

       if (block1Data->lastmid != mid)

       {

           if (block1Data->block1bufferSize != blockSize * blockNum)

          {

              // we don't receive block in right order

              // TODO should we clean block1 data for this server ?

              return COAP_408_REQ_ENTITY_INCOMPLETE;

          }



          // is it too large?

          if (block1Data->block1bufferSize + length >= CIS_CONFIG_BLOCK1_SIZE_MAX) {

              return COAP_413_ENTITY_TOO_LARGE;

          }

          // re-alloc new buffer

          uint8_t * oldBuffer = block1Data->block1buffer;

          size_t oldSize = block1Data->block1bufferSize;

          block1Data->block1bufferSize = oldSize+length;

          block1Data->block1buffer = (uint8_t*)cis_malloc(block1Data->block1bufferSize);

          if (NULL == block1Data->block1buffer) return COAP_500_INTERNAL_SERVER_ERROR;

          cis_memcpy(block1Data->block1buffer, oldBuffer, oldSize);

          cis_free(oldBuffer);



          // write new block in buffer

          cis_memcpy(block1Data->block1buffer + oldSize, buffer, length);

          block1Data->lastmid = mid;

       }

    }



    if (blockMore)

    {

        *outputLength = -1;

        return COAP_231_CONTINUE;

    }

    else

    {

        // buffer is full, set output parameter

        // we don't free it to be able to send retransmission

        *outputLength = block1Data->block1bufferSize;

        *outputBuffer = block1Data->block1buffer;



        return COAP_NO_ERROR;

    }

}



void free_block1_buffer(cis_block1_data_t * block1Data)

{

    if (block1Data != NULL)

    {

        // free block1 buffer

        cis_free(block1Data->block1buffer);

        block1Data->block1bufferSize = 0 ;



        // free current element

        cis_free(block1Data);

    }

}








d20171103_d1.6/ciscore/cis_bootstrap.c
#include "cis_api.h"
#include "cis_internals.h"
#include "cis_log.h"
#include "std_object/std_object.h"




#define PRV_QUERY_BUFFER_LENGTH 200


static void prv_bootstrapFailed(st_server_t * bootstrapServer);
static void prv_handleResponse(st_server_t * bootstrapServer,coap_packet_t * message);
static void prv_handleBootstrapReply(st_transaction_t * transaction,void * message);
static void prv_requestBootstrap(st_context_t * context,st_server_t * bootstrapServer);
static coap_status_t prv_checkServerStatus(st_server_t * serverP);
static void prv_tagServer(st_context_t * contextP,uint16_t id);
static void prv_tagAllServer(st_context_t * contextP,st_server_t * serverP);



void bootstrap_step(st_context_t * context,
                    cis_time_t currentTime,
                    cis_time_t* timeoutP)
{
#if CIS_ENABLE_BOOTSTRAP
    st_server_t * targetP;

    LOGD("entering");
    targetP = context->bootstrapServer;
    if (targetP != NULL)
    {
        LOGD("Initial status: %s", STR_STATUS(targetP->status));
        switch (targetP->status)
        {
        case STATE_UNCREATED:
            break;
        case STATE_CONNECTED:
            {
                targetP->registration = currentTime + context->lifetime;
                targetP->status = STATE_BS_HOLD_OFF;
                prv_requestBootstrap(context, targetP);
            }
            break;
        case STATE_BS_HOLD_OFF:
            break;
        default:
            break;
        }
        LOGD("bootstrap_step status(%d): %s", targetP->status,STR_STATUS(targetP->status));
    }
#endif//CIS_ENABLE_BOOTSTRAP
}

coap_status_t bootstrap_handleFinish(st_context_t * context,
                                     void * fromSessionH)
{
#if CIS_ENABLE_BOOTSTRAP
    st_server_t * bootstrapServer;
	bootstrapServer = context->bootstrapServer;
    if (bootstrapServer != NULL
     && bootstrapServer->status == STATE_BS_PENDING)
    {
        LOGD("Bootstrap server status changed to STATE_BS_FINISHED");
        bootstrapServer->status = STATE_BS_FINISHED;
        return COAP_204_CHANGED;
    }
#endif//CIS_ENABLE_BOOTSTRAP
    return COAP_IGNORE;
}

void bootstrap_init(st_context_t * context)
{
#if CIS_ENABLE_BOOTSTRAP
    st_server_t * bootstrapServer;
    bootstrapServer = management_makeServerList(context,true);
    if (bootstrapServer != NULL)
    {
        bootstrapServer->status = STATE_UNCREATED;
        context->bootstrapServer = bootstrapServer;
    }else{
        LOGE("ERROR:bootstrap_init failed.");
    }
#endif//CIS_ENABLE_BOOTSTRAP
}

/*
 * Reset the bootstrap servers statuses
 *
 * handle LWM2M Servers the client is registered to
 *
 */
void bootstrap_create(st_context_t * context)
{
#if CIS_ENABLE_BOOTSTRAP
    st_server_t * bootstrapServer;
    bootstrapServer = context->bootstrapServer;
    
    if (bootstrapServer == NULL)
    {
        LOGE("ERROR:bootstrapServer create failed,bootstrapServer is NULL");
    }

    if (bootstrapServer->sessionH == NULL)
    {
        bootstrapServer->sessionH = management_createConnect(context,bootstrapServer);
        if(bootstrapServer->sessionH != NULL){
            if(!management_connectServer(context,bootstrapServer))
            {
                bootstrapServer->status = STATE_UNCREATED;
            }
        }
    }
#endif//CIS_ENABLE_BOOTSTRAP
}


void  bootstrap_destory(st_context_t * context)
{
#if CIS_ENABLE_BOOTSTRAP
    st_server_t * targetP;
    targetP = context->bootstrapServer;
    management_destoryServer(context,targetP);
    context->bootstrapServer = NULL;
#endif//CIS_ENABLE_BOOTSTRAP
}

/*
 * Returns STATE_BS_PENDING if at least one bootstrap is still pending
 * Returns STATE_BS_FINISHED if at least one bootstrap succeeded and no bootstrap is pending
 * Returns STATE_BS_FAILED if all bootstrap failed.
 */
et_status_t bootstrap_getStatus(st_context_t * context)
{
    et_status_t bs_status;
    bs_status = STATE_BS_FAILED;

#if CIS_ENABLE_BOOTSTRAP
    st_server_t * targetP;
    
    targetP = context->bootstrapServer;
    if (targetP == NULL)
    {
        return bs_status;
    }

    bs_status = targetP->status;
    switch (targetP->status)
    {
    case STATE_BS_FINISHED:
        break;
    case STATE_CONNECT_PENDING:
    case STATE_BS_HOLD_OFF:
    case STATE_BS_INITIATED:
    case STATE_BS_PENDING:
        bs_status = STATE_BS_PENDING;
        break;

    default:
        break;
    }
#endif//CIS_ENABLE_BOOTSTRAP
    return bs_status;
}





coap_status_t bootstrap_handleCommand(st_context_t * contextP,
                                      st_uri_t * uriP,
                                      st_server_t * serverP,
                                      coap_packet_t * message,
                                      coap_packet_t * response)
{
    coap_status_t result = COAP_400_BAD_REQUEST;

#if CIS_ENABLE_BOOTSTRAP
    et_media_type_t format;
    LOGD("Code: %02X", message->code);
    
    format = utils_convertMediaType(message->content_type);

    result = prv_checkServerStatus(serverP);
    if (result != COAP_NO_ERROR) return result;

    switch (message->code)
    {
    case COAP_PUT:
        {
            if (!CIS_URI_IS_SET_INSTANCE(uriP))
            {
                if (object_isInstanceNew(contextP, uriP->objectId, uriP->instanceId))
                {
                    //result = object_create(contextP, uriP, format, message->payload, message->payload_len);
                    if (COAP_201_CREATED == result)
                    {
                        result = COAP_204_CHANGED;
                    }
                }
                else
                {
                    result = object_write(contextP, uriP, format, message->payload, message->payload_len,message);
					//TODO:
					//result = std_object_writeInstance(contextP, uriP, &dataP[i]);
                    if (uriP->objectId == CIS_SECURITY_OBJECT_ID
                     && result == COAP_204_CHANGED)
                    {
                        prv_tagServer(contextP, uriP->instanceId);
                    }
                }
            }
            else
            {
                st_data_t * dataP = NULL;
                int size = 0;
                int i;

                if (message->payload_len == 0 || message->payload == 0)
                {
                    result = COAP_400_BAD_REQUEST;
                }
                else
                {
                    size = data_parse(uriP, message->payload, message->payload_len, format, &dataP);
                    if (size == 0)
                    {
                        result = COAP_500_INTERNAL_SERVER_ERROR;
                        break;
                    }

                    for (i = 0 ; i < size ; i++)
                    {						
                        //if(dataP[i].type == cis_data_type_multiple_object)
						//if(dataP[i].type == cis_data_type_object)
                        {
                            if (object_isInstanceNew(contextP, uriP->objectId, (cis_iid_t)dataP[i].id))
                            {
								//TODO
								/*result = object_createInstance(contextP, uriP, &dataP[i]);
								if (COAP_201_CREATED == result)
								{
									result = COAP_204_CHANGED;
								}*/
								result = COAP_501_NOT_IMPLEMENTED ;
                            }
                            else
                            {
                                result = std_object_writeInstance(contextP, uriP, &dataP[i]);
                                if (uriP->objectId == CIS_SECURITY_OBJECT_ID
                                 && result == COAP_204_CHANGED)
                                {
                                    prv_tagServer(contextP, dataP[i].id);
                                }
                            }
                            
                            if(result != COAP_204_CHANGED) // Stop object create or write when result is error
                            {
                                break;
                            }
                        }
                        //else
                        //{
                        //    result = COAP_400_BAD_REQUEST;
                        //}
                    }
                    data_free(size, dataP);
                }
            }
        }
        break;

    case COAP_DELETE:
        {
            if (CIS_URI_IS_SET_RESOURCE(uriP))
            {
                result = COAP_400_BAD_REQUEST;
            }
            else
            {
                /*result = object_delete(contextP, uriP);
                if (uriP->objectId == CIS_SECURITY_OBJECT_ID
                 && result == COAP_202_DELETED)
                {
                    if (URI_IS_SET_INSTANCE(uriP))
                    {
                        prv_tagServer(contextP, uriP->instanceId);
                    }
                    else
                    {
                        prv_tagAllServer(contextP, NULL);
                    }
                }*/
				result = COAP_501_NOT_IMPLEMENTED; 
            }
        }
        break;

    case COAP_GET:
    case COAP_POST:
    default:
        result = COAP_400_BAD_REQUEST;
        break;
    }

    if (result == COAP_202_DELETED
     || result == COAP_204_CHANGED)
    {
        if (serverP->status != STATE_BS_PENDING)
        {
            serverP->status = STATE_BS_PENDING;
        }
    }
    LOGD("Server status: %s", STR_STATUS(serverP->status));
#endif//CIS_ENABLE_BOOTSTRAP
    return result;
}

coap_status_t bootstrap_handleDeleteAll(st_context_t * contextP,
                                        void * fromSessionH)
{
    coap_status_t result = COAP_405_METHOD_NOT_ALLOWED;
#if CIS_ENABLE_BOOTSTRAP

    st_object_t * objectP;
    st_server_t * serverP;

    serverP = utils_findBootstrapServer(contextP, fromSessionH);
    if (serverP == NULL) return COAP_IGNORE;
    result = prv_checkServerStatus(serverP);
    if (result != COAP_NO_ERROR) return result;

    result = COAP_202_DELETED;
    for (objectP = contextP->objectList; objectP != NULL; objectP = objectP->next)
    {
        st_uri_t uri;

        cis_memset(&uri, 0, sizeof(st_uri_t));
        uri.flag = URI_FLAG_OBJECT_ID;
        uri.objectId = objectP->objID;

        if (objectP->objID == CIS_SECURITY_OBJECT_ID)
        {
            cis_list_t * instanceP;

            instanceP = std_object_get_securitys();
            while (NULL != instanceP
                && result == COAP_202_DELETED)
            {
                if (instanceP->id == serverP->secObjInstID)
                {
                    instanceP = instanceP->next;
                }
                else
                {
                    uri.flag = URI_FLAG_OBJECT_ID | URI_FLAG_INSTANCE_ID;
                    uri.instanceId = (cis_iid_t)instanceP->id;
                    //TODO
					result = COAP_405_METHOD_NOT_ALLOWED;
					//result = object_delete(contextP, &uri);
                    //instanceP = objectP->instanceList;
                }
            }
            if (result == COAP_202_DELETED)
            {
                prv_tagAllServer(contextP, serverP);
            }
        }
        else
        {
			//TODO
            //result = object_delete(contextP, &uri);
            //if (result == COAP_405_METHOD_NOT_ALLOWED)
            //{
            //    // Fake a successful deletion for static objects like the Device object.
            //    result = COAP_202_DELETED;
            //}
			result = COAP_405_METHOD_NOT_ALLOWED;
        }
    }
#endif//CIS_ENABLE_BOOTSTRAP
    return result;
}

///////////////////////////////////////////////////////////////////////////////////////
#if CIS_ENABLE_BOOTSTRAP

static void prv_bootstrapFailed(st_server_t * bootstrapServer)
{
    bootstrapServer->status = STATE_BS_FAILED;
}

static void prv_handleResponse(st_server_t * bootstrapServer,
    coap_packet_t * message)
{
    if (COAP_204_CHANGED == message->code)
    {
        LOGD("Received ACK/2.04, Bootstrap pending, waiting for DEL/PUT from BS server...");
        bootstrapServer->status = STATE_BS_PENDING;
    }
    else
    {
        prv_bootstrapFailed(bootstrapServer);
    }
}

static void prv_handleBootstrapReply(st_transaction_t * transaction,
    void * message)
{
    st_server_t * bootstrapServer = (st_server_t *)transaction->server;
    coap_packet_t * coapMessage = (coap_packet_t *)message;


    if (bootstrapServer->status == STATE_BS_INITIATED)
    {
        if (NULL != coapMessage && COAP_TYPE_RST != coapMessage->type)
        {
            prv_handleResponse(bootstrapServer, coapMessage);
        }
        else
        {
            prv_bootstrapFailed(bootstrapServer);
        }
    }
}

// start a device initiated bootstrap
static void prv_requestBootstrap(st_context_t * context,
    st_server_t * bootstrapServer)
{
    char query[PRV_QUERY_BUFFER_LENGTH];
    int query_length = 0;
    int res;


    query_length = utils_stringCopy(query, PRV_QUERY_BUFFER_LENGTH, "?ep=");
    if (query_length < 0)
    {
        bootstrapServer->status = STATE_BS_FAILED;
        return;
    }
    res = utils_stringCopy(query + query_length, PRV_QUERY_BUFFER_LENGTH - query_length, context->endpointName);
    if (res < 0)
    {
        bootstrapServer->status = STATE_BS_FAILED;
        return;
    }
    query_length += res;

    if (bootstrapServer->sessionH == NULL)
    {
        //bootstrapServer->sessionH =  management_createConnect(context,bootstrapServer);
        LOGE("Bootstrap request failed. session is null");
    }

    if (bootstrapServer->sessionH != NULL)
    {
        st_transaction_t * transaction = NULL;

        LOGD("Bootstrap server connection opened");

        transaction = transaction_new(COAP_TYPE_CON, COAP_POST, NULL, NULL, context->nextMID++, 4, NULL);
        if (transaction == NULL)
        {
            bootstrapServer->status = STATE_BS_FAILED;
            return;
        }

        coap_set_header_uri_path(transaction->message, "/"URI_BOOTSTRAP_SEGMENT);
        coap_set_header_uri_query(transaction->message, query);
        transaction->callback = prv_handleBootstrapReply;
        transaction->userData = (void *)context;
        transaction->server = bootstrapServer;
        context->transactionList = (st_transaction_t *)CIS_LIST_ADD(context->transactionList, transaction);
        if (transaction_send(context, transaction) == true)
        {
            LOGD("CI bootstrap requested to BS server");
            bootstrapServer->status = STATE_BS_INITIATED;
        }
    }
    else
    {
        LOGD("Connecting bootstrap server failed");
        bootstrapServer->status = STATE_BS_FAILED;
    }
}




static coap_status_t prv_checkServerStatus(st_server_t * serverP)
{
    LOGD("Initial status: %s", STR_STATUS(serverP->status));

    switch (serverP->status)
    {
    case STATE_BS_HOLD_OFF:
        serverP->status = STATE_BS_PENDING;
        LOGD("Status changed to: %s", STR_STATUS(serverP->status));
        break;

    case STATE_BS_INITIATED:
        // The ACK was probably lost
        serverP->status = STATE_BS_PENDING;
        LOGD("Status changed to: %s", STR_STATUS(serverP->status));
        break;

    case STATE_UNCREATED:
        // server initiated bootstrap
    case STATE_BS_PENDING:
        // do nothing
        break;

    case STATE_BS_FINISHED:
    case STATE_BS_FAILED:
    default:
        LOGD("Returning COAP_IGNORE");
        return COAP_IGNORE;
    }

    return COAP_NO_ERROR;
}


static void prv_tagServer(st_context_t * contextP,
                          uint16_t id)
{
    st_server_t * targetP;
	//TODO:
    targetP = (st_server_t *)CIS_LIST_FIND(contextP->bootstrapServer, id);
    if (targetP == NULL)
    {
        targetP = (st_server_t *)CIS_LIST_FIND(contextP->server, id);
    }
    if (targetP != NULL)
    {
        targetP->dirty = true;
    }
}


static void prv_tagAllServer(st_context_t * contextP,
                             st_server_t * serverP)
{
    st_server_t * targetP;

    targetP = contextP->bootstrapServer;
    if (targetP != NULL)
    {
        if (targetP != serverP)
        {
            targetP->dirty = true;
        }
        targetP = targetP->next;
    }
    targetP = contextP->server;
    while (targetP != NULL)
    {
        targetP->dirty = true;
        targetP = targetP->next;
    }
}

#endif//CIS_ENABLE_BOOTSTRAP




d20171103_d1.6/ciscore/cis_config.c
#include "cis_config.h"
#include "cis_def.h"
#include "cis_log.h"
#include "cis_if_sys.h"
#include "cis_internals.h"



#define NBCFG_USE_BIGENDIAN                 1

#define NBCFG_GetVersion(data)              ((data >> 4) & 0x0F)
#define NBCFG_GetCC(data)                   (data & 0x0F)

#define NBCFG_GetConfigId(data)             (cis_cfgid_t)(data & 0x0F)
#define NBCFG_GetConfigFlag(data)           (data & 0x80)
#define NBCFG_GetConfigSize(data)           (NBCFG_MAKE_U16(data))

#define NBCFG_Getconfig_LogEnabled(data)    ((data >> 7) & 0x01)
#define NBCFG_Getconfig_LogExtoutput(data)  ((data >> 6) & 0x01)
#define NBCFG_Getconfig_LogType(data)       ((data >> 4) & 0x03)
#define NBCFG_Getconfig_LogOutputlevel(data)     (data  & 0x0F)
#define NBCFG_GetConfig_Istcount(data)      ((data >> 4) & 0x0F)

#define NBCFG_GetByteHi(p)                  (((uint8_t)(*p) >> 4) & 0x0F)
#define NBCFG_GetByteLow(p)                 ((uint8_t)(*p) & 0x0F)

#define NBCFG_HeaderSize                    (0x03)
#define NBCFG_MAKE_U16(p)                   (prvMakeU16(p))
#define NBCFG_MAKE_U32(p)                   (prvMakeU32(p))

#pragma pack(1) 
struct st_cis_config
{
    uint8_t version;
    uint8_t count;
    uint16_t size;
};


typedef struct st_cis_config cis_cfg_t;
static cis_cfg_t prv_config_header;
static cis_cfg_init_t prv_cfg_init;
static cis_cfg_net_t prv_cfg_net;
static cis_cfg_sys_t prv_cfg_sys;



static uint16_t prvMakeU16(uint8_t* p);
static uint32_t prvMakeU32(uint8_t* p);

static bool prvCheckSum(uint8_t* config,uint16_t size,uint32_t checksum);
static bool prvInitParser(uint8_t* config,uint16_t size);
static bool prvSysParser(uint8_t* config,uint16_t size);
static bool prvNetParser(uint8_t* config,uint16_t size);


typedef bool (*CALLBACK_ConfigParser)(uint8_t* config,uint16_t size);
struct st_config_trans
{
    cis_cfgid_t  id;
    CALLBACK_ConfigParser callback;
};

static const struct st_config_trans prv_config_parser[]=
{
    {cis_cfgid_init,prvInitParser},
    {cis_cfgid_sys,prvSysParser},
    {cis_cfgid_net,prvNetParser}
};


cis_ret_t cis_config_init(void* config,uint16_t config_len)
{
    int index = 0;
    int loop;
    uint8_t* cfg_ptr =  (uint8_t*)config;
    uint32_t checksum = 0;

    prv_config_header.version = NBCFG_GetVersion(*cfg_ptr);
    prv_config_header.count = NBCFG_GetCC(*cfg_ptr);
    prv_config_header.size = NBCFG_GetConfigSize(cfg_ptr + sizeof(uint8_t));
    cfg_ptr += NBCFG_HeaderSize;
    
    LOGD("Config Header Info:");
    LOGD("Version:[0x%02x]",prv_config_header.version);
    LOGD("Count:%d",prv_config_header.count);
    LOGD("Size:%d bytes",prv_config_header.size);
    LOGD("----------------");

    if(prv_config_header.version > 0x01)
    {
        LOGE("ERROR:config init failed.don't support version.");
        return CIS_RET_ERROR;
    }

    if(prv_config_header.size != config_len)
    {
        LOGE("ERROR:config init failed.config len invalid.(%u vs %u)",prv_config_header.size,config_len);
        return CIS_RET_ERROR;
    }

    
    //TODO:CHECK SUM;
    if(!prvCheckSum((uint8_t*)config,config_len,checksum))
    {
        LOGE("ERROR:config init failed from checksum.");
    }


    for(loop = 0;loop < prv_config_header.count;loop++)
    {
        uint8_t item_header = *(uint8_t*)cfg_ptr;
        cis_cfgid_t cfgid = NBCFG_GetConfigId(item_header);
        uint16_t  cfg_size = NBCFG_MAKE_U16(cfg_ptr + sizeof(uint8_t));

        uint8_t item_headlen = sizeof(uint8_t) + sizeof(cfg_size);
        for (index = 0;index<sizeof(prv_config_parser)/sizeof(struct st_config_trans);index++)
        {
            if(prv_config_parser[index].id == cfgid)
            {              
                if(!prv_config_parser[index].callback(cfg_ptr + item_headlen,cfg_size - item_headlen))
                {
                    LOGE("ERROR:config parser failed,cfgid=%d",cfgid);
                    return CIS_RET_ERROR;
                }
                break;
            }
        }
        if(index >= sizeof(struct st_config_trans))
        {
            LOGW("warning!! jump unknown config id,cfgid=%d",cfgid);
            
        }
        cfg_ptr += cfg_size;
    }

    LOGI("The config file parse finish.");
    return CIS_RET_OK;
}

cis_ret_t cis_config_get(cis_cfgid_t cfgid,cis_cfgret_t* ret)
{
    switch(cfgid){
    case cis_cfgid_init:
        {
            ret->data.cfg_init = &prv_cfg_init;
        break;
        }
    case cis_cfgid_net:
        {
            ret->data.cfg_net = &prv_cfg_net;
            break;
        }
    case cis_cfgid_sys:
        {
            ret->data.cfg_sys = &prv_cfg_sys;
            break;
        }
    default:
        return CIS_RET_ERROR;
    }
    
    return CIS_RET_OK;
}



//////////////////////////////////////////////////////////////////////////
//private function


uint16_t prvMakeU16(uint8_t* p)
{
    uint8_t data[2]={0};
#if NBCFG_USE_BIGENDIAN
    if(utils_check_bigendian()){
        data[0] = *((uint8_t*)p);
        data[1] = *((uint8_t*)p + 1);
    }else
    {
        data[1] = *((uint8_t*)p);
        data[0] = *((uint8_t*)p + 1);
    }
#else
    if(utils_check_bigendian()){
        data[1] = *((uint8_t*)p + 0);
        data[0] = *((uint8_t*)p + 1);
    }else{
        data[0] = *((uint8_t*)p + 0);
        data[1] = *((uint8_t*)p + 1);
    }
#endif//NBCFG_USE_BIGENDIAN


    return *(uint16_t*)data;
}

uint32_t prvMakeU32(uint8_t* p)
{
    uint8_t data[4]={0};
#if NBCFG_USE_BIGENDIAN
    if(utils_check_bigendian()){
        data[0] = *((uint8_t*)p + 0);
        data[1] = *((uint8_t*)p + 1);
        data[2] = *((uint8_t*)p + 2);
        data[3] = *((uint8_t*)p + 3);

    }else{
        data[3] = *((uint8_t*)p + 0);
        data[2] = *((uint8_t*)p + 1);
        data[1] = *((uint8_t*)p + 2);
        data[0] = *((uint8_t*)p + 3);
    }
#else
    if(utils_check_bigendian()){
        data[3] = *((uint8_t*)p + 0);
        data[2] = *((uint8_t*)p + 1);
        data[1] = *((uint8_t*)p + 2);
        data[0] = *((uint8_t*)p + 3);
    }else{
        data[0] = *((uint8_t*)p + 0);
        data[1] = *((uint8_t*)p + 1);
        data[2] = *((uint8_t*)p + 2);
        data[3] = *((uint8_t*)p + 3);
    }
#endif//NBCFG_USE_BIGENDIAN
    return *(uint32_t*)data;
}

bool prvCheckSum(uint8_t* config,uint16_t size,uint32_t checksum)
{
    return TRUE;
}


bool prvInitParser(uint8_t* config,uint16_t size)
{
    uint8_t* cfg_ptr = config;
    LOGI(">>Config Init");
    LOGI("----------------");
    return TRUE;
}

bool prvSysParser(uint8_t* config,uint16_t size)
{
    uint8_t* cfg_ptr = config;

    prv_cfg_sys.log_enabled = NBCFG_Getconfig_LogEnabled(*cfg_ptr);
    prv_cfg_sys.log_ext_output = NBCFG_Getconfig_LogExtoutput(*cfg_ptr);
    prv_cfg_sys.log_output_type = NBCFG_Getconfig_LogType(*cfg_ptr);
    prv_cfg_sys.log_output_level = NBCFG_Getconfig_LogOutputlevel(*cfg_ptr);
    prv_cfg_sys.log_buffer_size = NBCFG_MAKE_U16(cfg_ptr+1);
    cfg_ptr += 3;

    prv_cfg_sys.user_data.len = NBCFG_MAKE_U16(cfg_ptr);
    cfg_ptr += 2;
    prv_cfg_sys.user_data.data = NULL;
    if(prv_cfg_sys.user_data.len > 0)
    {
        prv_cfg_sys.user_data.data = cfg_ptr;
    }
    cfg_ptr += prv_cfg_sys.user_data.len;
    
    LOGI(">>Config Sys");
    LOGD("Log Enabled:%u",prv_cfg_sys.log_enabled);
    LOGD("Log Extend Output Type:%u",prv_cfg_sys.log_ext_output);
    LOGD("Log Output Type:%u",prv_cfg_sys.log_output_type);
    LOGD("Log Output Level:%u",prv_cfg_sys.log_output_level);
    LOGD("Log Buffer Size:%u",prv_cfg_sys.log_buffer_size);
    LOGD("Userdata Len:%u",prv_cfg_sys.user_data.len);
    LOGI("----------------");

    return TRUE;
}

bool prvNetParser(uint8_t* config,uint16_t size)
{
    uint8_t* cfg_ptr = config;

    prv_cfg_net.mtu = NBCFG_MAKE_U16(cfg_ptr);
    cfg_ptr += sizeof(uint16_t);
    prv_cfg_net.linktype = NBCFG_GetByteHi(cfg_ptr);
    prv_cfg_net.bandtype = NBCFG_GetByteLow(cfg_ptr);
    cfg_ptr += sizeof(uint8_t);

    prv_cfg_net.apn.len = NBCFG_MAKE_U16(cfg_ptr);
    cfg_ptr += sizeof(uint16_t);
    prv_cfg_net.apn.data = (uint8_t*)cfg_ptr;
    cfg_ptr += prv_cfg_net.apn.len;

    prv_cfg_net.username.len = NBCFG_MAKE_U16(cfg_ptr);
    cfg_ptr += sizeof(uint16_t);
    prv_cfg_net.username.data = (uint8_t*)cfg_ptr;
    cfg_ptr += prv_cfg_net.username.len;

    prv_cfg_net.password.len = NBCFG_MAKE_U16(cfg_ptr);
    cfg_ptr += sizeof(uint16_t);
    prv_cfg_net.password.data = (uint8_t*)cfg_ptr;
    cfg_ptr += prv_cfg_net.password.len;


    prv_cfg_net.host.len = NBCFG_MAKE_U16(cfg_ptr);
    cfg_ptr += sizeof(uint16_t);
    prv_cfg_net.host.data = (uint8_t*)cfg_ptr;
    cfg_ptr += prv_cfg_net.host.len;


    prv_cfg_net.user_data.len = NBCFG_MAKE_U16(cfg_ptr);
    cfg_ptr += sizeof(uint16_t);
    prv_cfg_net.user_data.data = (uint8_t*)cfg_ptr;
    cfg_ptr += prv_cfg_net.user_data.len;

    
    LOGI(">>Config Net");
    LOGD("Net Mtu:%u",prv_cfg_net.mtu);
    LOGD("Net Linktype:%u",prv_cfg_net.linktype);
    LOGD("Net Bandtype:%u",prv_cfg_net.bandtype);
    if(prv_cfg_net.username.len > 0){
        LOGD("Net Username:%s",prv_cfg_net.username.data);
    }
    if(prv_cfg_net.password.len > 0){
        LOGD("Net Password:%s",prv_cfg_net.password.data);
    }
    if(prv_cfg_net.apn.len > 0){
        LOGD("Net Apn:%s",prv_cfg_net.apn.data);
    }
    if(prv_cfg_net.host.len > 0){
        LOGD("Net Host:%s",prv_cfg_net.host.data);
    }
    
    LOGD("Userdata Len:%u",prv_cfg_net.user_data.len);
    LOGI("----------------");

    return TRUE;
}





d20171103_d1.6/ciscore/cis_config.h
#ifndef _CIS_CONFIG_H_
#define _CIS_CONFIG_H_

#include "cis_def.h"


#ifdef __cplusplus
extern "C" {
#endif

typedef enum enum_cis_cfgid
{
    cis_cfgid_init   = 0x01,
    cis_cfgid_net    = 0x02,
    cis_cfgid_sys    = 0x03
}cis_cfgid_t;

typedef struct st_cis_cfg_init  cis_cfg_init_t;
typedef struct st_cis_cfg_net   cis_cfg_net_t;
typedef struct st_cis_cfg_sys   cis_cfg_sys_t;
typedef struct st_cis_cfg_vdata cis_cfgdata_t;
typedef struct st_cis_cfg_ret   cis_cfgret_t;

struct st_cis_cfg_vdata
{
    uint16_t len;
    uint8_t* data;
};


struct st_cis_cfg_init
{
    
};


struct st_cis_cfg_net
{
    uint16_t      mtu;
    uint8_t       linktype;
    uint8_t       bandtype;

    cis_cfgdata_t apn;
    cis_cfgdata_t username;
    cis_cfgdata_t password;
    cis_cfgdata_t host;
    cis_cfgdata_t user_data;
};


struct st_cis_cfg_sys
{
    bool log_enabled;
    uint8_t log_ext_output;
    uint8_t log_output_type;
    uint8_t log_output_level;
    uint16_t log_buffer_size;
    cis_cfgdata_t user_data;
};


struct st_cis_cfg_ret
{
    union
    {
       cis_cfg_init_t* cfg_init;
       cis_cfg_net_t* cfg_net;
       cis_cfg_sys_t* cfg_sys;
    }data;
};


cis_ret_t cis_config_init(void* config,uint16_t config_len);
cis_ret_t cis_config_get(cis_cfgid_t cfgid,cis_cfgret_t* ret);

#ifdef __cplusplus
};
#endif


#endif //_CIS_CONFIG_H_





d20171103_d1.6/ciscore/cis_core.c
#include "cis_internals.h"
#include "cis_api.h"
#include "cis_if_sys.h"
#include "cis_if_net.h"
#include "std_object/std_object.h"
#include "cis_log.h"


#if CIS_ENABLE_MEMORYTRACE
static cis_time_t g_tracetime = 0;
#endif//CIS_ENABLE_MEMORY_TRACE


//private function.
static void     prv_updateState(st_context_t* context,et_client_state_t state);
static void     prv_deleteTransactionList(st_context_t* context);
static void     prv_deleteObservedList(st_context_t* context);
static void     prv_deleteMessageList(st_context_t* context);
static void     prv_deleteObjectList(st_context_t* context);
static void     prv_deleteServer(st_context_t* context);

static cis_ret_t prv_onEventHandler(cisnet_t netctx,cisnet_event_t id,void* param,void* userData);
static int       prv_makeDeviceName(char** name);

cis_ret_t    cis_uri_make         (cis_oid_t oid,cis_iid_t iid,cis_rid_t rid, cis_uri_t* uri)
{
    return uri_make(oid,iid,rid,uri);
}

cis_ret_t    cis_uri_update       (cis_uri_t* uri)
{
    return uri_make(uri->objectId,uri->instanceId,uri->resourceId,uri);
}



cis_data_t *cis_data_new          (int count)
{
    return data_new(count);
}


void         cis_data_free        (int count,st_data_t * data)
{
    data_free(count,data);
}




cis_ret_t    cis_init(void** context,cis_time_t lifetime,void* config,uint32_t config_len)
{
    cis_cfgret_t config_ret;
    cisnet_callback_t net_callback;
    st_context_t * contextP;
    char* targetServerHost;
    char* pDeviceName;
    cisnet_config_t netconfig;
    st_object_t* stdObjects[std_object_count];

    if(lifetime < LIFETIME_LIMIT_MIN || 
        lifetime > LIFETIME_LIMIT_MAX)
    {
        LOGE("ERROR:invalid lifetime parameter");
        return CIS_RET_ERROR;
    }


    contextP = (st_context_t*)cis_malloc(sizeof(st_context_t));
    if (NULL == contextP)
    {
        return CIS_RET_ERROR;
    }
    cis_memset(contextP, 0, sizeof(st_context_t));
    contextP->nextMID = cissys_rand();
    (*context) = contextP;
    
    //deal with configuration data 
    if(cis_config_init(config, config_len) < 0)
    {
        cis_free(contextP);
        return CIS_RET_ERROR;
    }
    
    LOGD("----------------\n");
    LOGD("DEBUG CONFIG INIT INFORMATION.");
    if(prv_makeDeviceName(&pDeviceName) <= 0){
        LOGE("ERROR:Get device name error from IMEI/IMSI.");
        cis_free(contextP);
        if(pDeviceName != NULL){
            cis_free(pDeviceName);
        }
        return CIS_RET_ERROR;
    }


    contextP->lifetime = lifetime;
    contextP->endpointName = (char*)pDeviceName;
    LOGD("INIT:endpoint name: %s", contextP->endpointName);

    /*Get sys parameter and init*/
    cis_config_get(cis_cfgid_sys, &config_ret);
    cissys_init( config_ret.data.cfg_sys);
    log_config(config_ret.data.cfg_sys->log_enabled,
        config_ret.data.cfg_sys->log_ext_output,
        config_ret.data.cfg_sys->log_output_level,
        config_ret.data.cfg_sys->log_buffer_size);

    /*Get net parameter and create net*/
    net_callback.onEvent = prv_onEventHandler;
    net_callback.userData = contextP;
    cis_config_get( cis_cfgid_net,&config_ret);
    
    netconfig.mtu = config_ret.data.cfg_net->mtu;
    netconfig.data = config_ret.data.cfg_net->user_data.data;
    netconfig.datalen = config_ret.data.cfg_net->user_data.len;
    cisnet_init(&netconfig,net_callback);
        
    targetServerHost =  (char*)config_ret.data.cfg_net->host.data;
    if(targetServerHost == NULL || strlen(targetServerHost) <= 0){
        cis_free(contextP);
        cis_free(pDeviceName);
        return CIS_RET_ERROR;
    }

#if CIS_ENABLE_BOOTSTRAP
    stdObjects[std_object_security] = std_object_create_security(1,targetServerHost,NULL,NULL,0,true);
#else
    stdObjects[std_object_security] = std_object_create_security(1,targetServerHost,NULL,NULL,0,false);
#endif
    if (NULL == stdObjects[std_object_security])
    {
        LOGE("ERROR:Failed to create security object");
        cis_free(contextP);
        cis_free(pDeviceName);
        return -1;
    }

    contextP->objectList = (st_object_t *)CIS_LIST_ADD(contextP->objectList, stdObjects[std_object_security]);
    contextP->state = PUMP_STATE_INITIAL;
    return CIS_RET_OK;
}

cis_ret_t    cis_deinit(void* context)
{
    st_context_t* ctx = (st_context_t*)context;
    cis_unregister(ctx);
    prv_deleteObservedList(ctx);
    prv_deleteTransactionList(ctx);
    prv_deleteMessageList(ctx);
    prv_deleteObjectList(ctx);
    prv_deleteServer(ctx);


    if(ctx)
    {
        cis_free(ctx);
        ctx = NULL;
    }

    std_object_clean_security(NULL);
    return CIS_RET_OK;
}

cis_ret_t    cis_register(void* context,const cis_callback_t* cb)
{
    st_context_t* ctx = (st_context_t*)context;
    if(cb->onEvent == NULL || cb->onExec == NULL  || cb->onObserve == NULL || 
        cb->onRead == NULL || cb->onSetParams == NULL || cb->onWrite == NULL ||
        cb->onEvent == NULL){

           return CIS_RET_ERROR;
    }

    cis_memcpy(&ctx->callback,cb,sizeof(cis_callback_t));
    return CIS_RET_OK;
}

cis_ret_t    cis_unregister(void* context)
{
    st_context_t* ctx = (st_context_t*)context;
    if(ctx == NULL){
        return CIS_RET_ERROR;
    }
    registration_deregister(ctx);
    management_disconnectServer(ctx,ctx->server);

    if(ctx->endpointName != NULL)
    {
        cis_free(ctx->endpointName);
        ctx->endpointName = NULL;
    }
    return CIS_RET_OK;
}



cis_ret_t    cis_addobject        (void* context,cis_oid_t objectid,const cis_inst_bitmap_t* bitmap,const cis_res_config_t* resource)
{
    st_object_t * targetP;
    uint16_t i;
    bool instValid = false;
    uint8_t instCount;
    uint8_t instBytes;
    uint8_t* instPtr;
    st_context_t* ctx = (st_context_t*)context;
    instCount = bitmap->instanceCount;
    instBytes = bitmap->instanceBytes;
    if(bitmap->instanceBitmap == NULL || bitmap == NULL){
        instCount = 1;
        instBytes = 0;
    }else{
        if(instBytes <= 0 || instCount <= 0)
            return CIS_RET_ERROR;
        if(instBytes != ((instCount - 1) / 8) + 1)
            return CIS_RET_ERROR;
    }
    

    targetP = (st_object_t *)CIS_LIST_FIND(ctx->objectList,objectid);
    if (targetP != NULL) return CIS_RET_EXIST;

    targetP = (st_object_t *)cis_malloc(sizeof(st_object_t));
    cis_memset(targetP,0,sizeof(st_object_t));
    targetP->objID = objectid;
    targetP->actionCount = resource->actionCount;
    targetP->attributeCount = resource->attributeCount;
   


    instPtr = (uint8_t*)cis_malloc(instBytes);
    if(instBytes > 0 && instPtr == NULL){
        cis_free(targetP);
        return CIS_RET_MEMORY_ERR;
    }

    cis_memset(instPtr,0,instBytes);
    cis_memcpy(instPtr,bitmap->instanceBitmap,instBytes);

    for (i = 0;i < instBytes;i++)
    {
        if(*(instPtr + i) != 0x00){
            instValid = true;
        }
    }
    if(instValid == false){
        LOGD("Error:instance bitmap invalid.");
        cis_free(targetP);
        cis_free(instPtr);
        return CIS_RET_ERROR;
    }

    targetP->instBitmapBytes = instBytes;
    targetP->instBitmapPtr = instPtr;
    targetP->instBitmapCount = instCount;

    ctx->objectList = (st_object_t *)CIS_LIST_ADD(ctx->objectList, targetP);

    return CIS_RET_NO_ERROR;

}


cis_ret_t    cis_delobject        (void* context,cis_oid_t objectid)
{
    st_object_t * targetP;
    st_context_t* ctx = (st_context_t*)context;

    ctx->objectList = (st_object_t *)CIS_LIST_RM(ctx->objectList, objectid, &targetP);

    if (targetP == NULL) return COAP_404_NOT_FOUND;
    if(targetP->instBitmapPtr != NULL)
    {
        cis_free(targetP->instBitmapPtr);
    }
    cis_free(targetP);

    return CIS_RET_NO_ERROR;

}



cis_ret_t    cis_pump(void* context)
{
    cis_time_t tv_sec;
    int result;
    st_context_t* ctx = (st_context_t*)context;
    tv_sec = utils_gettime_s(); 
    if (tv_sec < 0)
    {
        return COAP_500_INTERNAL_SERVER_ERROR;
    }

TAG_NEXT_STEP:
    switch (ctx->state)
    {
    case PUMP_STATE_HALT:
        {
            ctx->callback.onEvent(context,CIS_EVENT_STATUS_HALT);
            cis_deinit(context);
            cissys_fault(0);
            prv_updateState(ctx,PUMP_STATE_INITIAL);
            goto TAG_NEXT_STEP;
        }
        break;
    case PUMP_STATE_INITIAL:
        {
            prv_updateState(ctx,PUMP_STATE_BOOTSTRAPPING);
            goto TAG_NEXT_STEP;
        }
        break;

    case PUMP_STATE_BOOTSTRAPPING:
        {
#if !CIS_ENABLE_BOOTSTRAP
            prv_updateState(ctx,PUMP_STATE_CONNECTING);
            goto TAG_NEXT_STEP;
#endif
            if(ctx->bootstrapServer == NULL)
            {
                bootstrap_init(ctx);
            }

            if(ctx->bootstrapServer == NULL)
            {
                goto TAG_END;
            }


            switch (bootstrap_getStatus(ctx))        
            {
            case STATE_UNCREATED:
                {
                    bootstrap_create(ctx);
                }
                break;
            case STATE_BS_PENDING:
                {
                    //wait;
                }
                break;
            case STATE_BS_FINISHED:
                {
                    LOGI("Bootstrap finish.");
                    bootstrap_destory(ctx);
                    prv_updateState(ctx,PUMP_STATE_CONNECTING);
                }
                break;
            case STATE_BS_FAILED:
                {
                    LOGE("Bootstrap failed.");
                    bootstrap_destory(ctx);
                    prv_updateState(ctx,PUMP_STATE_INITIAL);
                }
                break;
            default:
                {
                    bootstrap_step(ctx, tv_sec, NULL);
                }
                break;
            }

        }
        break;
    case PUMP_STATE_CONNECTING:
        {
            if(ctx->server == NULL)
            {
                ctx->server = management_makeServerList(ctx,false);
                if(ctx->server == NULL)
                {
                    LOGE("ERROR:makeServer failed.");
                    prv_updateState(ctx,PUMP_STATE_INITIAL);
                    goto TAG_NEXT_STEP;
                }
            }

            switch(ctx->server->status)
            {
            case STATE_UNCREATED:
                {
                    management_createConnect(ctx,ctx->server);
                }
                break;
            case STATE_LINK_CREATED:
                {
                    if(ctx->server == NULL || ctx->server->sessionH == NULL)
                    {
                        prv_updateState(ctx,PUMP_STATE_INITIAL);
                        goto TAG_NEXT_STEP;
                    }

                    if(!management_connectServer(ctx,ctx->server))
                    {
                        prv_updateState(ctx,PUMP_STATE_INITIAL);
                    }
                }
                break;
            case STATE_CONNECT_PENDING:
                {
                    if(ctx->server == NULL || ctx->server->sessionH == NULL)
                    {
                        prv_updateState(ctx,PUMP_STATE_INITIAL);
                        goto TAG_NEXT_STEP;
                    }

                    if(ctx->lasttime == 0 || tv_sec - ctx->lasttime > CIS_CONFIG_CONNECT_INTERVAL_TIME)
                    {
                        ctx->lasttime = tv_sec;
                        if(!management_connectServer(ctx,ctx->server))
                        {
                            prv_updateState(ctx,PUMP_STATE_INITIAL);
                        }
                    }
                }
                break;
            case STATE_CONNECTED:
                {
                    prv_updateState(ctx,PUMP_STATE_REGISTER_REQUIRED);
                }
                break;
            }
            
            goto TAG_END;
        }
        break;
    case PUMP_STATE_DISCONNECTED:
        {
            prv_deleteObservedList(ctx);
            prv_deleteTransactionList(ctx);
            prv_deleteMessageList(ctx);
            prv_deleteServer(ctx);

            prv_updateState(ctx,PUMP_STATE_INITIAL);
            goto TAG_END;
        }
        break;
    case PUMP_STATE_REGISTER_REQUIRED:  //from waiting connection to here
        {
            if(ctx->lasttime == 0 || tv_sec - ctx->lasttime > CIS_CONFIG_REG_INTERVAL_TIME)
            {
                result = registration_start(ctx);
                if (COAP_NO_ERROR != result) return result;
                prv_updateState(ctx,PUMP_STATE_REGISTERING);
                ctx->lasttime = tv_sec;
            }
        }
        break;
    case PUMP_STATE_REGISTERING:
        {
            //TODO:check each server's status to registration;
            switch (registration_getStatus(ctx))
            {
            case STATE_REGISTERED:
                {
                    ctx->callback.onEvent(ctx,CIS_EVENT_REG_SUCCESS);
                    prv_updateState(ctx,PUMP_STATE_READY);              
                }
                break;
            case STATE_REG_FAILED:
                {
                    ctx->callback.onEvent(ctx,CIS_EVENT_REG_FAILED);
                    prv_updateState(ctx,PUMP_STATE_DISCONNECTED);
                }
                break;
            case STATE_REG_PENDING:
            default:
                // keep on waiting
                break;
            }
        }
        break;

    case PUMP_STATE_READY:
        {
           if (registration_getStatus(ctx) == STATE_REG_FAILED)
            {
                prv_updateState(ctx,PUMP_STATE_DISCONNECTED);
            }
        }
        break;
    default:
        {

        }
        break;
    }

    observe_step(ctx, tv_sec, NULL);
    registration_step(ctx, tv_sec, NULL);
    transaction_step(ctx, tv_sec, NULL);
	packet_step(ctx, tv_sec, NULL);

#if CIS_ENABLE_MEMORYTRACE
    if(tv_sec - g_tracetime > CIS_CONFIG_MEMORYTRACE_TIME)
    {
        g_tracetime = tv_sec;
        int block,i;
        size_t size;
        trace_status(&block,&size);
        for(i=0;i<block;i++)
        {
            trace_print(i,1);
        }
    }
#endif//CIS_ENABLE_MEMORY_TRACE

TAG_END:
    return CIS_RET_OK;
}

cis_ret_t    cis_change(void* context,cis_oid_t objectid,cis_iid_t instid,cis_rid_t rid)
{
    st_uri_t uri;
    uri_make(objectid,instid,rid,&uri);
    observe_resource_value_changed((st_context_t*)context,&uri);
    return CIS_RET_OK;
}


cis_ret_t    cis_version         (void* context,cis_version_t* version)
{
    version->major = CIS_VERSION_MAJOR;
    version->minor = CIS_VERSION_MINOR;
    return CIS_RET_OK;
}


cis_ret_t    cis_update_reg       (void* context,cis_time_t lifetime,bool withObjects)
{
    st_context_t* ctx = (st_context_t*)context;
    if(ctx->state != PUMP_STATE_READY)
    {
        return CIS_RET_INVILID;
    }
    if(lifetime != LIFETIME_INVALID && 
        lifetime > LIFETIME_LIMIT_MIN && lifetime < LIFETIME_LIMIT_MAX)
    {
        ctx->lifetime = lifetime;
    }

    return registration_update_registration(ctx, withObjects);
}


cis_ret_t    cis_notify           (void* context,cis_ret_t result,cis_data_t* value,uint16_t count,cis_mid_t mid)
{
#if CIS_ENABLE_ASYNCALLBACK
     st_context_t* prvContext = (st_context_t*)context;
    cis_ret_t ret = CIS_RET_OK;
    if(result < CIS_COAP_204_CHANGED || result > CIS_COAP_503_SERVICE_UNAVAILABLE){
        return CIS_RET_ERROR;
    }

    st_message_t * message = (st_message_t *)CIS_LIST_FIND(prvContext->messageList,mid);
    if(message == NULL){
        st_observed_t* target = observe_findByMsgid(prvContext,mid);
        if(target == NULL)return CIS_RET_INVILID;
        if(value == NULL)return CIS_RET_ERROR;
        LOG_PRINT("cis_notify :");
        LOG_URI(&target->uri);
        ret = observe_asynNotify(prvContext,target,value,count);
        return ret;
    }
    else
    {
        if(message->type == ASYN_TYPE_READ)
        {
            ret = object_asynAckData(prvContext,message,value,count,result);
        }

        if(message->type == ASYN_TYPE_EXECUTE || message->type == ASYN_TYPE_WRITE)
        {
            ret = object_asynAckNodata(prvContext,message,result);
        }

        if(message->type == ASYN_TYPE_OBSERVE_CANCEL || message->type == ASYN_TYPE_OBSERVE)
        {
            ret = observe_asynAckNodata(prvContext,message,result);
        }

        packet_asyn_remove_message(prvContext,mid,&message);
        return ret;
    }
#endif//CIS_ENABLE_ASYNCALLBACK
	return CIS_RET_ERROR;
}

//////////////////////////////////////////////////////////////////////////
//static private function.
static void prv_updateState(st_context_t* context,et_client_state_t state)
{
    LOGD("Update State To %s(%d)",STR_STATE(state),state);
    context->state = state;
}

static void prv_deleteTransactionList(st_context_t* context)
{
    LOGD("fall in transaction_removeAll\n");
    transaction_removeAll(context);
}

static void prv_deleteObservedList( st_context_t* context)
{
    LOGD("fall in observe_removeAll\n");
    observe_removeAll(context);
	
}

static void     prv_deleteMessageList(st_context_t* context)
{
    LOGD("fall in packet_asyn_removeAll\n");
    packet_asyn_removeAll(context);
}

static void     prv_deleteObjectList(st_context_t* context)
{
    LOGD("fall in object_removeAll\n");
    object_removeAll(context);

}


static void     prv_deleteServer(st_context_t* context)
{
    if(context->server)
    {
        if(context->server->sessionH)
        {
            cisnet_destroy((cisnet_t)context->server->sessionH);
            context->server->sessionH = NULL;
        }
        management_destoryServer(context,context->server);
    }
}

static cis_ret_t prv_onEventHandler(cisnet_t netctx,cisnet_event_t id,void* param,void* userData)
{
    st_context_t* context = (st_context_t*)userData;
    switch(id)
    {
    case cisnet_event_unknow:
        {
            prv_updateState(context,PUMP_STATE_HALT);
        }
        break;
    case cisnet_event_disconnect:
        {
            if(context->state == PUMP_STATE_READY){
                prv_updateState(context,PUMP_STATE_CONNECTING);
            }
        }
        break;
    case cisnet_event_connected:
        {
            if(context->state == PUMP_STATE_BOOTSTRAPPING){
                context->bootstrapServer->status = STATE_CONNECTED;
            }
            if(context->state == PUMP_STATE_CONNECTING){
                context->server->status = STATE_CONNECTED;
            }
        }
        break;
    default:
        break;
    }
    
    return CIS_RET_ERROR;
}

static int prv_makeDeviceName(char** name)
{
	(*name) = (char*)cis_malloc(NBSYS_IMEI_MAXLENGTH+NBSYS_IMSI_MAXLENGTH+1);
    if((*name) == NULL)
    {
        return -1;
    }
	cis_memset((*name),0,NBSYS_IMEI_MAXLENGTH+NBSYS_IMSI_MAXLENGTH+1);
	uint8_t imei =  cissys_getIMEI((uint8_t*)(*name),NBSYS_IMEI_MAXLENGTH);
    *((char*)((*name)+imei)) = ';';
	uint8_t imsi =  cissys_getIMSI((uint8_t*)(*name) + imei + 1,NBSYS_IMSI_MAXLENGTH);
	if(imei <= 0 || imsi <=0 || utils_strlen((char*)(*name)) <= 0)
	{
		LOGE("ERROR:Get IMEI/IMSI ERROR.\n");
		return 0;
	}
	return imei+imsi;
}





d20171103_d1.6/ciscore/cis_data.c
#include "cis_internals.h"
#include <float.h>
#include "cis_log.h"

// dataP array length is assumed to be 1.
static size_t prv_textSerialize(st_data_t * dataP,
                                uint8_t ** bufferP)
{
    switch (dataP->type)
    {
    case cis_data_type_string:
    {
    
            *bufferP = (uint8_t *)cis_malloc(dataP->asBuffer.length);
            if (*bufferP == NULL) 
            {
                return 0;
            }
            cis_memcpy(*bufferP, dataP->asBuffer.buffer, dataP->asBuffer.length);
            return dataP->asBuffer.length;
    }

    case cis_data_type_integer:
    {
    
        return utils_int64ToPlainText(dataP->value.asInteger, bufferP);
    }

    case cis_data_type_float:
    {
        return utils_float64ToPlainText(dataP->value.asFloat, bufferP);
    }

    case cis_data_type_bool:
        return utils_boolToPlainText(dataP->value.asBoolean, bufferP);
    case cis_data_type_opaque:
    case cis_data_type_undefine:
    default:
    {
    
            return 0;
     }
    }
}

static int prv_setBuffer(st_data_t * dataP,
                         uint8_t * buffer,
                         size_t bufferLen)
{
    dataP->asBuffer.buffer = (uint8_t *)cis_malloc(bufferLen);
    if (dataP->asBuffer.buffer == NULL)
    {
        data_free(1, dataP);
        return 0;
    }
    dataP->asBuffer.length = bufferLen;
    cis_memcpy(dataP->asBuffer.buffer, buffer, bufferLen);

    return 1;
}

cis_data_t * data_new(int size)
{
    st_data_t * dataP;

    if (size <= 0) 
    {
        return NULL;
    }

    dataP = (st_data_t *)cis_malloc(size * sizeof(st_data_t));

    if (dataP != NULL)
    {
        cis_memset(dataP, 0, size * sizeof(st_data_t));
    }

    return dataP;
}



int data_copy(st_data_t* dst,const st_data_t* src)
{
    int32_t i;
    int32_t count;
    int32_t length;
    if (src == NULL)
    {
        return 0;
    }

    if(dst == NULL){
        dst = data_new(1);
    }

    switch (src->type)
    {
    case cis_data_type_multiple_resource:
    case cis_data_type_object_instance:
    case cis_data_type_object:
        {
            dst->id = src->id;
            dst->type = src->type;
            count = src->value.asChildren.count;
            dst->value.asChildren.count = count;
            dst->value.asChildren.array = data_new(count);
            for(i = 0;i<count;i++)
            {
                data_copy(&dst->value.asChildren.array[i],&src->value.asChildren.array[i]);
            }
            break;
        }
    default:
        {
            if (src->asBuffer.buffer != NULL && src->asBuffer.length > 0)
            {
                length = src->asBuffer.length;
                dst->asBuffer.buffer = (uint8_t*)cis_malloc(length);
                cissys_memcpy(dst->asBuffer.buffer,src->asBuffer.buffer,length);
            }
            dst->id = src->id;
            dst->type = src->type;
            cissys_memcpy(&dst->value,&src->value,sizeof(src->value));
        }
        break;
    }

    return 1;
}




void data_free(int size,
                     st_data_t * dataP)
{
    int i;

    if (size == 0 || dataP == NULL) 
    {
        return;
    }

    for (i = 0; i < size; i++)
    {
        switch (dataP[i].type)
        {
        case cis_data_type_multiple_resource:
        case cis_data_type_object_instance:
        case cis_data_type_object:
             {
                 data_free(dataP[i].value.asChildren.count, dataP[i].value.asChildren.array);
             }
         break;
        case cis_data_type_string:
        case cis_data_type_opaque:
             {
                if (dataP[i].asBuffer.buffer != NULL)
                {
                    cis_free(dataP[i].asBuffer.buffer);
                }
            }
            break;
        default:
            // do nothing
            break;
        }
    }
    cis_free(dataP);
}

void data_encode_string(const char * string,
                              st_data_t * dataP)
{
    size_t len;
    int res;

    LOGD("\"%s\"", string);
    if (string == NULL)
    {
        len = 0;
    }
    else
    {
        for (len = 0; string[len] != 0; len++);
    }

    if (len == 0)
    {
        dataP->asBuffer.length = 0;
        dataP->asBuffer.buffer = NULL;
        res = 1;
    }
    else
    {
        res = prv_setBuffer(dataP, (uint8_t *)string, len);
    }

    if (res == 1)
    {
        dataP->type = cis_data_type_string;
    }
    else
    {
        dataP->type = cis_data_type_undefine;
    }
}


void data_encode_opaque(uint8_t * buffer,
    size_t length,
    st_data_t * dataP)
{
    int result;
    if (length == 0)
    {
        dataP->asBuffer.length = 0;
        dataP->asBuffer.buffer = NULL;
        dataP->type = cis_data_type_undefine;
        return;
    }
    result = prv_setBuffer(dataP, buffer, length);
    if(result <= 0)return;
    utils_opaqueToInt(buffer,length,&dataP->value.asInteger);
    dataP->type = cis_data_type_opaque;
}

void data_encode_nstring(const char * string,
                               size_t length,
                               st_data_t * dataP)
{
    data_encode_opaque((uint8_t *)string, length, dataP);

    if (dataP->type == cis_data_type_opaque)
    {
        dataP->type = cis_data_type_string;
    }
}

void data_encode_int(int64_t value,
                           st_data_t * dataP)
{
    //LOG_ARG("value: %" PRId64 "", value);
    dataP->type = cis_data_type_integer;
    dataP->value.asInteger = value;
}

int data_decode_int(const st_data_t * dataP,
                          int64_t * valueP)
{
    int result;

    switch (dataP->type)
    {
    case cis_data_type_integer:
    {
    
            *valueP = dataP->value.asInteger;
            result = 1;
            break;
    }

    case cis_data_type_string:
    {
    
            result = utils_plainTextToInt64(dataP->asBuffer.buffer, dataP->asBuffer.length, valueP);
            break;
    }

    case cis_data_type_opaque:
    {
    
            result = utils_opaqueToInt(dataP->asBuffer.buffer, dataP->asBuffer.length, valueP);
            if (result == (int)dataP->asBuffer.length)
            {
                result = 1;
            }
            else
            {
                result = 0;
            }
            break;
    }

    default:
        return 0;
    }
    //LOG_ARG("result: %d, value: %" PRId64, result, *valueP);

    return result;
}

void data_encode_float(double value,
                             st_data_t * dataP)
{
    dataP->type = cis_data_type_float;
    dataP->value.asFloat = value;
}

int data_decode_float(const st_data_t * dataP,
                            double * valueP)
{
    int result;

    
    switch (dataP->type)
    {
    case cis_data_type_float:
    {
    
            *valueP = dataP->value.asFloat;
            result = 1;
            break;
    }

    case cis_data_type_integer:
    {
    
            *valueP = (double)dataP->value.asInteger;
            result = 1;
            break;
    }

    case cis_data_type_string:
    {
    
            result = utils_plainTextToFloat64(dataP->asBuffer.buffer, dataP->asBuffer.length, valueP);
            break;
    }

    case cis_data_type_opaque:
    {
    
            result = utils_opaqueToFloat(dataP->asBuffer.buffer, dataP->asBuffer.length, valueP);
            if (result == (int)dataP->asBuffer.length)
            {
                result = 1;
            }
            else
            {
                result = 0;
            }
            break;
    }

    default:
        return 0;
    }

 
    return result;
}

void data_encode_bool(bool value,
                            st_data_t * dataP)
{
    dataP->type = cis_data_type_bool;
    dataP->value.asBoolean = value;
}

int data_decode_bool(const st_data_t * dataP,
                           bool * valueP)
{
    int result;

    
    switch (dataP->type)
    {
    case cis_data_type_bool:
    {
    
            *valueP = dataP->value.asBoolean;
            result = 1;
            break;
    }

    case cis_data_type_string:
    {
    
            if (dataP->asBuffer.length != 1) return 0;
    
            switch (dataP->asBuffer.buffer[0])
            {
            case '0':
                {
                    *valueP = false;
                    result = 1;
                    break;
                }
            case '1':
                {
                    *valueP = true;
                    result = 1;
                    break;
                }
            default:
                {
                    result = 0;
                    break;
                }
            }
            break;
    }

    case cis_data_type_opaque:
    {
    
            if (dataP->asBuffer.length != 1) 
            {
                return 0;
            }
    
            switch (dataP->asBuffer.buffer[0])
            {
            case 0:
                {
                    *valueP = FALSE;
                    result = 1;
                    break;
                }
 
            case 1:
                {
                    *valueP = true;
                    result = 1;
                    break;
                 }
            default:
                {
                    result = 0;
                    break;
                }
            }
            break;
    }

    default:
        {
            result = 0;
            break;
        }
    }

    return result;
}


void data_include(st_data_t * subDataP,
                        size_t count,
                        st_data_t * dataP)
{
    LOGD("count: %d", count);
    if (subDataP == NULL || count == 0)  
    {
        return;
    }

    switch (subDataP[0].type)
    {
    case cis_data_type_string:
    case cis_data_type_opaque:
    case cis_data_type_integer:
    case cis_data_type_float:
    case cis_data_type_bool:
    case cis_data_type_multiple_resource:
        {
            //FIXME
            dataP->type = cis_data_type_object_instance;
            break;
         }
    case cis_data_type_object_instance:
        {
            //FIXME
            dataP->type = cis_data_type_object;
            break;
         }
    default:
        return;
    }
    dataP->value.asChildren.count = count;
    dataP->value.asChildren.array = subDataP;
}

void data_encode_instances(st_data_t * subDataP,
                                 size_t count,
                                 st_data_t * dataP)
{
    LOGD("count: %d", count);
    data_include(subDataP, count, dataP);
    //FIXME
    dataP->type = cis_data_type_object_instance;
}

//NOTE: return data COUNT included int dataP
int data_parse(st_uri_t * uriP,
                     uint8_t * buffer,
                     size_t bufferLen,
                     et_media_type_t format,
                     st_data_t ** dataP)
{
    LOGD("data_parse format: %s, bufferLen: %d", STR_MEDIA_TYPE(format), bufferLen);
    LOG_URI(uriP);
    switch (format)
    {
    case LWM2M_CONTENT_TEXT:
        {
           if (!CIS_URI_IS_SET_RESOURCE(uriP)) 
            {
                return 0;
            }
            *dataP = data_new(1);
            if (*dataP == NULL) 
            {
                return 0;
            }
            (*dataP)->id = uriP->resourceId;
            (*dataP)->type = cis_data_type_string;
            return prv_setBuffer(*dataP, buffer, bufferLen);
        }

    case LWM2M_CONTENT_OPAQUE:
        {
            if (!CIS_URI_IS_SET_RESOURCE(uriP)) 
            {
                return 0;
            }
            *dataP = data_new(1);
            if (*dataP == NULL) 
            {
                return 0;
            }
            (*dataP)->id = uriP->resourceId;
            (*dataP)->type = cis_data_type_opaque;
            return prv_setBuffer(*dataP, buffer, bufferLen);
        }

    case LWM2M_CONTENT_TLV_NEW:
    case LWM2M_CONTENT_TLV:
        {
            return tlv_parse(buffer, bufferLen,dataP);
        }

#ifdef LWM2M_SUPPORT_JSON
    case LWM2M_CONTENT_JSON:
        return json_parse(uriP, buffer, bufferLen, dataP);
#endif

    default:
        return 0;
    }
}

size_t data_serialize(st_uri_t * uriP,
                            int size,
                            st_data_t * dataP,
                            et_media_type_t * formatP,
                            uint8_t ** bufferP)
{
    // Check format
    if (*formatP == LWM2M_CONTENT_TEXT
     || *formatP == LWM2M_CONTENT_OPAQUE)
    {
        if (size != 1
         || !CIS_URI_IS_SET_RESOURCE(uriP)
         || dataP->type == cis_data_type_object
         || dataP->type == cis_data_type_object_instance
         || dataP->type == cis_data_type_multiple_resource)
        {
#ifdef LWM2M_SUPPORT_JSON
            *formatP = LWM2M_CONTENT_JSON;
#else
            *formatP = LWM2M_CONTENT_TLV;
#endif
        }
        //tlv only;
        //*formatP = LWM2M_CONTENT_TLV;
    }

    if (*formatP == LWM2M_CONTENT_TEXT
     && dataP->type == cis_data_type_opaque)
    {
        *formatP = LWM2M_CONTENT_OPAQUE;
    }
    LOGD("Serialize final format: %s", STR_MEDIA_TYPE(*formatP));

    switch (*formatP)
    {
    case LWM2M_CONTENT_TEXT:
        {
            return prv_textSerialize(dataP, bufferP);
        }

    case LWM2M_CONTENT_OPAQUE:
        {
            *bufferP = (uint8_t *)cis_malloc(dataP->asBuffer.length);
            if (*bufferP == NULL) return 0;
            cis_memcpy(*bufferP, dataP->asBuffer.buffer, dataP->asBuffer.length);
            return dataP->asBuffer.length;
        }

    case LWM2M_CONTENT_TLV_NEW:
    case LWM2M_CONTENT_TLV:
        {
            uint8_t baseUriStr[URI_MAX_STRING_LEN];
            size_t baseUriLen;
            uri_depth_t rootLevel;
            bool isInstance;

            baseUriLen = uri_toString(uriP, baseUriStr, URI_MAX_STRING_LEN, &rootLevel);
            if (baseUriLen <= 0) 
            {
                return 0;
            }
            if (rootLevel == URI_DEPTH_RESOURCE_INSTANCE)
            {
                isInstance = true;
            }
            else
            {
                isInstance = false;
            }
            return tlv_serialize(isInstance, size, dataP, bufferP);
        }

    case LWM2M_CONTENT_LINK:
        {
            return COAP_501_NOT_IMPLEMENTED;
            //return discover_serialize(NULL, uriP, size, dataP, bufferP);
        }
        



#ifdef LWM2M_SUPPORT_JSON
    case LWM2M_CONTENT_JSON:
        return json_serialize(uriP, size, dataP, bufferP);
#endif

    default:
        return 0;
    }
}






d20171103_d1.6/ciscore/cis_def.h
#ifndef _CIS_DEFINITION_HEADER_
#define _CIS_DEFINITION_HEADER_

//some pre-defined macro
//#define  LWM2M_LITTLE_ENDIAN
#define  LWM2M_BIG_ENDIAN
//#define LWM2M_WITH_LOGS

//////////////////////////////////////
#if defined( CIS_WIN32 )
#    if defined( CIS_EXPORT )
#        define CIS_API __declspec(dllexport)
#    endif
#    if defined( CIS_IMPORT )
#        define CIS_API __declspec(dllimport)
#    endif  // defined(NB_EXPORTS)
#elif defined( CIS_LINUX )
// Do not upstream, this will be added later upstream,
// after this file is renamed to base_export.h. Not
// cherry-picking that since the #define's also change
#define CIS_API __attribute__((visibility("default")))

#elif defined( CIS_EMBED )
#include <stdbool.h>
#include <time.h>
#else
#error "Please select the target platform used in your application."
#endif


#if !defined( CIS_API )
#define     CIS_API
#endif

#include <stdint.h>
#include <stdlib.h>

#ifndef TRUE
#define  TRUE (1)
#endif

#ifndef FALSE
#define  FALSE (0)
#endif

typedef int32_t      cis_evt_t;
typedef int32_t      cis_ret_t;
typedef uint32_t     cis_oid_t;
typedef uint8_t      cis_iid_t;
typedef uint16_t     cis_rid_t;
typedef uint16_t     cis_mid_t;   //message id
typedef int32_t      cis_time_t;  //normally in second unit

/*
 *
 */
#ifndef     CIS_VERSION_MAJOR
#define     CIS_VERSION_MAJOR                   1
#endif
#ifndef     CIS_VERSION_MINOR
#define     CIS_VERSION_MINOR                   6
#endif

/*
 * 
 */
#ifndef     CIS_ENABLE_ASYNCALLBACK
#define     CIS_ENABLE_ASYNCALLBACK             0
#endif

#ifndef     CIS_ENABLE_BLOCK
#define     CIS_ENABLE_BLOCK                    1
#endif

#ifndef     CIS_ENABLE_MEMORYTRACE
#define     CIS_ENABLE_MEMORYTRACE              0
#endif

#ifndef     CIS_ENABLE_BOOTSTRAP
#define     CIS_ENABLE_BOOTSTRAP                0
#endif




/*
 * Event code
 */
#define     CIS_EVENT_REG_SUCCESS               (cis_evt_t)0x01
#define     CIS_EVENT_REG_FAILED                (cis_evt_t)0x02
#define     CIS_EVENT_LIFETIME_TIMEOUT          (cis_evt_t)0x03
#define     CIS_EVENT_STATUS_HALT               (cis_evt_t)0x04
#define     CIS_EVENT_UPDATE_SUCCESS            (cis_evt_t)0x05


/*
 * Error code
 */
#define     CIS_RET_OK                           (cis_ret_t)0x00
#define     CIS_RET_NO_ERROR                     CIS_RET_OK
#define     CIS_RET_ERROR                        (cis_ret_t)-0x01
#define     CIS_RET_FAILED                       CIS_RET_ERROR
#define     CIS_RET_INVILID                      (cis_ret_t)-0x02
#define     CIS_RET_EXIST                        (cis_ret_t)-0x03
#define     CIS_RET_PARAMETER_ERR                (cis_ret_t)-0x04
#define     CIS_RET_MEMORY_ERR                   (cis_ret_t)-0x05
#define     CIS_RET_NOT_FOUND                    (cis_ret_t)-0x06
#define     CIS_RET_TIMEOUT                      (cis_ret_t)-0x07

/*
 *
 */


//...sync with COAP status definitions
//coap error code 
#define     CIS_COAP_204_CHANGED                (uint8_t)0x44
#define     CIS_COAP_205_CONTENT                (uint8_t)0x45
#define     CIS_COAP_400_BAD_REQUEST            (uint8_t)0x80
#define     CIS_COAP_401_UNAUTHORIZED           (uint8_t)0x81
#define     CIS_COAP_404_NOT_FOUND              (uint8_t)0x84
#define     CIS_COAP_405_METHOD_NOT_ALLOWED     (uint8_t)0x85
#define     CIS_COAP_503_SERVICE_UNAVAILABLE    (uint8_t)0xA3



#define     CIS_CALLBACK_READ_SUCCESS            CIS_COAP_205_CONTENT
#define     CIS_CALLBACK_WRITE_SUCCESS           CIS_COAP_204_CHANGED
#define     CIS_CALLBACK_EXECUTE_SUCCESS         CIS_COAP_204_CHANGED
#define     CIS_CALLBACK_OBSERVE_SUCCESS         CIS_COAP_205_CONTENT
#define     CIS_CALLBACK_OBSERVE_PARAMS_SUCCESS  CIS_COAP_204_CHANGED
#define     CIS_CALLBACK_NOTIFY_SUCCESS  CIS_COAP_205_CONTENT

#define     CIS_CALLBACK_BAD_REQUEST             CIS_COAP_400_BAD_REQUEST
#define     CIS_CALLBACK_UNAUTHORIZED            CIS_COAP_401_UNAUTHORIZED
#define     CIS_CALLBACK_NOT_FOUND               CIS_COAP_404_NOT_FOUND
#define     CIS_CALLBACK_METHOD_NOT_ALLOWED      CIS_COAP_405_METHOD_NOT_ALLOWED
#define     CIS_CALLBACK_SERVICE_UNAVAILABLE     CIS_COAP_503_SERVICE_UNAVAILABLE


#define     CIS_CONFIG_MEMORYTRACE_TIME           (60)
#define     CIS_CONFIG_ASYNPACKET_TIMEOUT         (10)

#define     CIS_CONFIG_CONNECT_INTERVAL_TIME      (2)
#define     CIS_CONFIG_REG_INTERVAL_TIME          (5)

#define     CIS_COFNIG_REG_QUERY_SIZE             (256)
#define     CIS_COFNIG_REG_PAYLOAD_SIZE           (512)

// the maximum payload transfered by block1 we accumulate per server
#define     CIS_CONFIG_BLOCK1_SIZE_MAX            2048


#endif //_CIS_DEFINITION_HEADER_
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#include "cis_internals.h"
#include "cis_log.h"

#define PRV_LINK_BUFFER_SIZE  256

#define PRV_CONCAT_STR(buf, len, index, str, str_len)\
{\
    if ( (len)-(index) < (str_len) ) \
        return -1; \
    cis_memmove( (buf)+(index), (str), (str_len) ); \
    (index) += (str_len); \
}

static int prv_serializeAttributes( st_context_t * contextP,
                                    st_uri_t * uriP,
                                    uint8_t * buffer,
                                    size_t uriLen,
                                    size_t bufferLen )
{
    st_observed_t * observedP;
    int head=0;
    int res;

    if ( contextP == NULL ) return 0;

    observedP = observe_findByUri( contextP, uriP );
    if ( observedP == NULL || contextP->observedList == NULL ) return 0;
	st_observed_t *targetP = observedP;
	//st_observed_t *targetP = prv_getObserved(contextP, uriP);
	if (targetP == NULL) 
	{
		return COAP_500_INTERNAL_SERVER_ERROR;
	}
    
	st_observe_attr_t * paramP;

	if (targetP->parameters != NULL)
	{
		paramP = targetP->parameters;
		if ( paramP == NULL || paramP->toSet == 0 ) return -1;

		//if ( observedP->watcherList->next != NULL )
		//{
		//	/* multiple servers */
		//	cis_memmove( buffer + head, buffer, uriLen );

		//	PRV_CONCAT_STR( buffer, bufferLen, head, LINK_ATTR_SEPARATOR, LINK_ATTR_SEPARATOR_SIZE );
		//	PRV_CONCAT_STR( buffer, bufferLen, head, ATTR_SERVER_ID_STR, ATTR_SERVER_ID_LEN );

		//	res = utils_intToText( watcherP->server->shortID, buffer + head, bufferLen - head );
		//	if ( res <= 0 ) return -1;
		//	head += res;
		//}
		//else
		//{
			head = uriLen;
		//}

		if ( paramP->toSet & CIS_ATTR_FLAG_MIN_PERIOD )
		{
			PRV_CONCAT_STR( buffer, bufferLen, head, LINK_ATTR_SEPARATOR, LINK_ATTR_SEPARATOR_SIZE );
			PRV_CONCAT_STR( buffer, bufferLen, head, ATTR_MIN_PERIOD_STR, ATTR_MIN_PERIOD_LEN );

			res = utils_intToText( paramP->minPeriod, buffer + head, bufferLen - head );
			if ( res <= 0 ) return -1;
			head += res;
		}
		if ( paramP->toSet & CIS_ATTR_FLAG_MAX_PERIOD )
		{
			PRV_CONCAT_STR( buffer, bufferLen, head, LINK_ATTR_SEPARATOR, LINK_ATTR_SEPARATOR_SIZE );
			PRV_CONCAT_STR( buffer, bufferLen, head, ATTR_MAX_PERIOD_STR, ATTR_MAX_PERIOD_LEN );

			res = utils_intToText( paramP->maxPeriod, buffer + head, bufferLen - head );
			if ( res <= 0 ) return -1;
			head += res;
		}
		if ( paramP->toSet & CIS_ATTR_FLAG_GREATER_THAN )
		{
			PRV_CONCAT_STR( buffer, bufferLen, head, LINK_ATTR_SEPARATOR, LINK_ATTR_SEPARATOR_SIZE );
			PRV_CONCAT_STR( buffer, bufferLen, head, ATTR_GREATER_THAN_STR, ATTR_GREATER_THAN_LEN );

			res = utils_floatToText( paramP->greaterThan, buffer + head, bufferLen - head );
			if ( res <= 0 ) return -1;
			head += res;
		}
		if ( paramP->toSet & CIS_ATTR_FLAG_LESS_THAN )
		{
			PRV_CONCAT_STR( buffer, bufferLen, head, LINK_ATTR_SEPARATOR, LINK_ATTR_SEPARATOR_SIZE );
			PRV_CONCAT_STR( buffer, bufferLen, head, ATTR_LESS_THAN_STR, ATTR_LESS_THAN_LEN );

			res = utils_floatToText( paramP->lessThan, buffer + head, bufferLen - head );
			if ( res <= 0 ) return -1;
			head += res;
		}
		if ( paramP->toSet & CIS_ATTR_FLAG_STEP )
		{
			PRV_CONCAT_STR( buffer, bufferLen, head, LINK_ATTR_SEPARATOR, LINK_ATTR_SEPARATOR_SIZE );
			PRV_CONCAT_STR( buffer, bufferLen, head, ATTR_STEP_STR, ATTR_STEP_LEN );

			res = utils_floatToText( paramP->step, buffer + head, bufferLen - head );
			if ( res <= 0 ) return -1;
			head += res;
		}
		PRV_CONCAT_STR( buffer, bufferLen, head, LINK_ITEM_ATTR_END, LINK_ITEM_ATTR_END_SIZE );

		if ( head > 0 ) head -= uriLen;
	}

    return head;
}

static int prv_serializeLinkData( st_context_t * contextP,
                                  st_data_t * tlvP,
                                  st_uri_t * parentUriP,
                                  uint8_t * parentUriStr,
                                  size_t parentUriLen,
                                  uint8_t * buffer,
                                  size_t bufferLen )
{
    int head;
    int res;
    st_uri_t uri;

    head = 0;

    switch ( tlvP->type )
    {
        case cis_data_type_undefine:
            break;
        case cis_data_type_string:
        case cis_data_type_opaque:
        case cis_data_type_integer:
        case cis_data_type_float:
        case cis_data_type_bool:
        case cis_data_type_link:
        //case cis_data_type_object:
        //case cis_data_type_object_instance:
        {
            if ( bufferLen < LINK_ITEM_START_SIZE ) return -1;
            cis_memmove( buffer + head, LINK_ITEM_START, LINK_ITEM_START_SIZE );
            head = LINK_ITEM_START_SIZE;

            if ( parentUriLen > 0 )
            {
                if ( bufferLen - head < parentUriLen ) return -1;
                cis_memmove( buffer + head, parentUriStr, parentUriLen );
                head += parentUriLen;
            }

            if ( bufferLen - head < LINK_URI_SEPARATOR_SIZE ) return -1;
            cis_memmove( buffer + head, LINK_URI_SEPARATOR, LINK_URI_SEPARATOR_SIZE );
            head += LINK_URI_SEPARATOR_SIZE;

            res = utils_intToText( tlvP->id, buffer + head, bufferLen - head );
            if ( res <= 0 ) return -1;
            head += res;

            if ( tlvP->type == cis_data_type_object_instance )
            {
                if ( bufferLen - head < LINK_ITEM_DIM_START_SIZE ) return -1;
                cis_memmove( buffer + head, LINK_ITEM_DIM_START, LINK_ITEM_DIM_START_SIZE );
                head += LINK_ITEM_DIM_START_SIZE;

                res = utils_intToText( tlvP->value.asChildren.count, buffer + head, bufferLen - head );
                if ( res <= 0 ) return -1;
                head += res;

                if ( bufferLen - head < LINK_ITEM_ATTR_END_SIZE ) return -1;
                cis_memmove( buffer + head, LINK_ITEM_ATTR_END, LINK_ITEM_ATTR_END_SIZE );
                head += LINK_ITEM_ATTR_END_SIZE;
            }
            else
            {
                if ( bufferLen - head < LINK_ITEM_END_SIZE ) return -1;
                cis_memmove( buffer + head, LINK_ITEM_END, LINK_ITEM_END_SIZE );
                head += LINK_ITEM_END_SIZE;
            }

            cis_memmove( &uri, parentUriP, sizeof(st_uri_t) );
            uri.resourceId = tlvP->id;
            uri.flag |= URI_FLAG_RESOURCE_ID;
            res = prv_serializeAttributes( contextP, &uri, buffer, head - 1, bufferLen );
            if ( res < 0 ) return -1;    /* careful, 0 is valid */
            if ( res > 0 ) head += res - 1;
        }
        break;

        case cis_data_type_object_instance:
		case cis_data_type_object:
        {
            uint8_t uriStr[URI_MAX_STRING_LEN];
            size_t uriLen;
            size_t index;

            if ( parentUriLen > 0 )
            {
                if ( URI_MAX_STRING_LEN < parentUriLen ) return -1;
                cis_memmove( uriStr, parentUriStr, parentUriLen );
                uriLen = parentUriLen;
            }
            else
            {
                uriLen = 0;
            }

            if ( URI_MAX_STRING_LEN - uriLen < LINK_URI_SEPARATOR_SIZE ) return -1;
            cis_memmove( uriStr + uriLen, LINK_URI_SEPARATOR, LINK_URI_SEPARATOR_SIZE );
            uriLen += LINK_URI_SEPARATOR_SIZE;

            res = utils_intToText( tlvP->id, uriStr + uriLen, URI_MAX_STRING_LEN - uriLen );
            if ( res <= 0 ) return -1;
            uriLen += res;

            cis_memmove( &uri, parentUriP, sizeof(st_uri_t) );
            uri.instanceId = (uint8_t)tlvP->id;
            uri.flag |= URI_FLAG_INSTANCE_ID;

            head = 0;
            PRV_CONCAT_STR( buffer, bufferLen, head, LINK_ITEM_START, LINK_ITEM_START_SIZE );
            PRV_CONCAT_STR( buffer, bufferLen, head, uriStr, uriLen );
            PRV_CONCAT_STR( buffer, bufferLen, head, LINK_ITEM_END, LINK_ITEM_END_SIZE );
            res = prv_serializeAttributes( contextP, &uri, buffer, head - 1, bufferLen );
            if ( res < 0 ) return -1;    /* careful, 0 is valid */
            if ( res == 0 ) head = 0;    /* rewind */
            else head += res - 1;

            for ( index = 0; index < tlvP->value.asChildren.count; index++ )
            {
                if(tlvP->value.asChildren.array[index].id != URI_INVALID && tlvP->value.asChildren.array[index].type != cis_data_type_undefine)
                {
                    res = prv_serializeLinkData( contextP, tlvP->value.asChildren.array + index, &uri, uriStr, uriLen, buffer + head, bufferLen - head );
                    if ( res < 0 ) return -1;
                    head += res;
                }
            }
        }
        break;

        
        default:
        return -1;
    }

    return head;
}

int discover_serialize( st_context_t * contextP,
                        st_uri_t * uriP,
                        int size,
                        st_data_t * dataP,
                        uint8_t ** bufferP )
{
    uint8_t bufferLink[PRV_LINK_BUFFER_SIZE];
    uint8_t baseUriStr[URI_MAX_STRING_LEN];
    int baseUriLen;
    int index;
    size_t head;
    int res;
    st_uri_t tempUri;

    LOGD( "size: %d", size );
    baseUriLen = uri_toString( uriP, baseUriStr, URI_MAX_STRING_LEN, NULL );
    if ( baseUriLen < 0 ) return -1;
    baseUriLen -= 1;

    head = 0;
    cis_memset( &tempUri, 0,sizeof(st_uri_t) );

    /* get object level attributes */
    PRV_CONCAT_STR( bufferLink, PRV_LINK_BUFFER_SIZE, head, LINK_ITEM_START, LINK_ITEM_START_SIZE );
    PRV_CONCAT_STR( bufferLink, PRV_LINK_BUFFER_SIZE, head, LINK_URI_SEPARATOR, LINK_URI_SEPARATOR_SIZE );
    res = utils_intToText( uriP->objectId, bufferLink + head, PRV_LINK_BUFFER_SIZE - head );
    if ( res <= 0 ) return -1;
    head += res;
    PRV_CONCAT_STR( bufferLink, PRV_LINK_BUFFER_SIZE, head, LINK_ITEM_END, LINK_ITEM_END_SIZE );
    tempUri.objectId = uriP->objectId;
    res = prv_serializeAttributes( contextP, &tempUri, bufferLink, head - 1, PRV_LINK_BUFFER_SIZE );
    if ( res < 0 ) return -1;    /* careful, 0 is valid */
    if ( res == 0 ) head = 0;    /* rewind */
    else head += res - 1;
    if ( CIS_URI_IS_SET_INSTANCE( uriP ) )
    {
        size_t subHead;

        /* get object instance level attributes */
        subHead = 0;
        PRV_CONCAT_STR( bufferLink + head, PRV_LINK_BUFFER_SIZE - head, subHead, LINK_ITEM_START, LINK_ITEM_START_SIZE );
        PRV_CONCAT_STR( bufferLink + head, PRV_LINK_BUFFER_SIZE - head, subHead, LINK_URI_SEPARATOR, LINK_URI_SEPARATOR_SIZE );
        res = utils_intToText( uriP->objectId, bufferLink + head + subHead, PRV_LINK_BUFFER_SIZE - head - subHead );
        if ( res <= 0 ) return -1;
        subHead += res;
        PRV_CONCAT_STR( bufferLink + head, PRV_LINK_BUFFER_SIZE - head, subHead, LINK_URI_SEPARATOR, LINK_URI_SEPARATOR_SIZE );
        res = utils_intToText( uriP->instanceId, bufferLink + head + subHead, PRV_LINK_BUFFER_SIZE - head - subHead );
        if ( res <= 0 ) return -1;
        subHead += res;
        PRV_CONCAT_STR( bufferLink + head, PRV_LINK_BUFFER_SIZE - head, subHead, LINK_ITEM_END, LINK_ITEM_END_SIZE );
        tempUri.instanceId = uriP->instanceId;
        tempUri.flag = URI_FLAG_INSTANCE_ID;
        res = prv_serializeAttributes( contextP, &tempUri, bufferLink + head, head + subHead - 1, PRV_LINK_BUFFER_SIZE );
        if ( res < 0 ) return -1;    /* careful, 0 is valid */
        if ( res == 0 ) subHead = 0;    /* rewind */
        else subHead += res - 1;

        head += subHead;
    }

    for ( index = 0; index < size && head < PRV_LINK_BUFFER_SIZE; index++ )
    {
        res = prv_serializeLinkData( contextP, dataP + index, uriP, baseUriStr, baseUriLen, bufferLink + head, PRV_LINK_BUFFER_SIZE - head );
        if ( res < 0 ) return -1;
        head += res;
    }

    if ( head > 0 )
    {
        head -= 1;

        *bufferP = (uint8_t *)cis_malloc( head );
        if ( *bufferP == NULL ) return 0;
        cis_memmove( *bufferP, bufferLink, head );
    }

    return (int)head;
}





d20171103_d1.6/ciscore/cis_if_net.h
/************************************************************************/
/* nb-iot middle software of china mobile api                           */
/************************************************************************/

#ifndef _CIS_INTERFACE_NET_H_
#define _CIS_INTERFACE_NET_H_

#include "cis_config.h"
#include "cis_def.h"


#ifdef __cplusplus
extern "C" {
#endif

typedef enum
{
    cisnet_event_unknow = 0,
    cisnet_event_connected,
    cisnet_event_disconnect,
	cisnet_event_timeout
}cisnet_event_t;

typedef enum
{
    cisnet_linktype_nonip = 0,
    cisnet_linktype_udp,
    cisnet_linktype_tcp,
}cisnet_linktype_t;

typedef enum
{
    cisnet_bandtype_nb = 0,
    cisnet_bandtype_gsm,
    cisnet_bandtype_lte,
    cisnet_bandtype_emtc,
}cisnet_bandtype_t;



typedef struct st_cisnet_context* cisnet_t;
typedef cis_ret_t (*cisnet_event_callback_t)(cisnet_t netctx,cisnet_event_t id,void* param,void* userData);

typedef struct st_cisnet_callback
{
    void* userData;
    cisnet_event_callback_t onEvent;
}cisnet_callback_t;


typedef struct st_cisnet_config
{
    uint16_t           mtu;
    cisnet_linktype_t  linktype;
    cisnet_bandtype_t  bandtype;

    uint8_t*      apn;
    uint16_t      apnlen;

    uint8_t*      username;
    uint16_t      usernamelen;

    uint8_t*      password;
    uint16_t      passwordlen;

    uint8_t*      data;
    uint16_t      datalen;

}cisnet_config_t;


cis_ret_t cisnet_init        (const cisnet_config_t* config,cisnet_callback_t cb);
cis_ret_t cisnet_create      (cisnet_t* ctx,const char* host);
void      cisnet_destroy     (cisnet_t ctx);
cis_ret_t cisnet_connect     (cisnet_t ctx);
cis_ret_t cisnet_disconnect  (cisnet_t ctx);
cis_ret_t cisnet_write       (cisnet_t ctx,const uint8_t* buffer,uint32_t length);
cis_ret_t cisnet_read        (cisnet_t ctx,uint8_t** buffer,uint32_t *length);
cis_ret_t cisnet_free        (cisnet_t ctx,uint8_t* buffer,uint32_t length);

#ifdef __cplusplus
};
#endif

#endif//_CIS_INTERFACE_NET_H_





d20171103_d1.6/ciscore/cis_if_sys.h
/************************************************************************/
/* nb-iot middle software of china mobile api                           */
/************************************************************************/

#include "cis_def.h"
#include "cis_config.h"

#ifndef _CIS_INTERFACE_SYS_H_
#define _CIS_INTERFACE_SYS_H_

#define NBSYS_IMEI_MAXLENGTH    (16)
#define NBSYS_IMSI_MAXLENGTH    (16)

#ifdef __cplusplus
extern "C" {
#endif

cis_ret_t   cissys_init(const cis_cfg_sys_t* cfg);
//negative return value for error;return millisecond;
uint32_t    cissys_gettime(void);
void        cissys_sleepms(uint32_t ms);
void        cissys_logwrite(uint8_t* buffer,uint32_t length);
void*       cissys_malloc(size_t length);
void        cissys_free(void* ptr);

void*       cissys_memset(void* s, int c, size_t n);
void*       cissys_memcpy(void* dst, const void* src, size_t n);
void*       cissys_memmove(void* dst, const void* src, size_t n);
int         cissys_memcmp(const void* s1, const void* s2, size_t n);
void        cissys_fault(uint16_t id);
void        cissys_assert(bool flag);

uint32_t    cissys_rand(void);
uint8_t     cissys_getIMEI(uint8_t* buffer,uint32_t maxlen);
uint8_t     cissys_getIMSI(uint8_t* buffer,uint32_t maxlen);

void        cissys_lockcreate(void** mutex);
void        cissys_lockdestory(void* mutex);
cis_ret_t   cissys_lock(void* mutex,uint32_t ms);
void        cissys_unlock(void* mutex);

#ifdef __cplusplus
};
#endif

#endif//_CIS_INTERFACE_SYS_H_





d20171103_d1.6/ciscore/cis_internals.h
#ifndef _CIS_INTERNALS_H_
#define _CIS_INTERNALS_H_


#include <string.h>
#include <stdio.h>
#include <stdarg.h>

#include "er-coap-13/er-coap-13.h"
#include "cis_def.h"
#include "cis_list.h"
#include "cis_api.h"
#include "cis_if_net.h"
#include "cis_if_sys.h"
#include "cis_log.h"

#define DEFAULT_LIFETIME  86400

#ifdef LWM2M_SUPPORT_JSON
#define REG_LWM2M_RESOURCE_TYPE     ">;rt=\"oma.lwm2m\";ct=1543,"   // Temporary value
#define REG_LWM2M_RESOURCE_TYPE_LEN 25
#else
#define REG_LWM2M_RESOURCE_TYPE     ">;rt=\"oma.lwm2m\","
#define REG_LWM2M_RESOURCE_TYPE_LEN 17
#endif
#define REG_START           "<"
#define REG_DEFAULT_PATH    "/"

#define URI_HEADER_HOST_LEN       7   // "coap://"
#define URI_TAILER_HOST_LEN       5   // ":5683"

#define REG_OBJECT_MIN_LEN  5   // "</n>,"
#define REG_PATH_END        ">,"
#define REG_PATH_SEPARATOR  "/"

#define REG_OBJECT_PATH             "<%s/%hu>,"
#define REG_OBJECT_INSTANCE_PATH    "<%s/%hu/%hu>,"

#define URI_REGISTRATION_SEGMENT        "rd"
#define URI_REGISTRATION_SEGMENT_LEN    2
#define URI_BOOTSTRAP_SEGMENT           "bs"
#define URI_BOOTSTRAP_SEGMENT_LEN       2

#define QUERY_TEMPLATE      "ep="
#define QUERY_LENGTH        3       // strlen("ep=")
#define QUERY_SMS           "sms="
#define QUERY_SMS_LEN       4
#define QUERY_LIFETIME      "lt="
#define QUERY_LIFETIME_LEN  3
#define QUERY_VERSION       "lwm2m="
#define QUERY_VERSION_LEN   6
#define QUERY_BINDING       "b="
#define QUERY_BINDING_LEN   2
#define QUERY_DELIMITER     "&"

#define QUERY_VERSION_FULL      "lwm2m=1.0"
#define QUERY_VERSION_FULL_LEN  9

#define REG_URI_START       '<'
#define REG_URI_END         '>'
#define REG_DELIMITER       ','
#define REG_ATTR_SEPARATOR  ';'
#define REG_ATTR_EQUALS     '='
#define REG_ATTR_TYPE_KEY           "rt"
#define REG_ATTR_TYPE_KEY_LEN       2
#define REG_ATTR_TYPE_VALUE         "\"oma.lwm2m\""
#define REG_ATTR_TYPE_VALUE_LEN     11
#define REG_ATTR_CONTENT_KEY        "ct"
#define REG_ATTR_CONTENT_KEY_LEN    2
#define REG_ATTR_CONTENT_JSON       "1543"   // Temporary value
#define REG_ATTR_CONTENT_JSON_LEN   4

#define ATTR_SERVER_ID_STR       "ep="
#define ATTR_SERVER_ID_LEN       3
#define ATTR_MIN_PERIOD_STR      "pmin="
#define ATTR_MIN_PERIOD_LEN      5
#define ATTR_MAX_PERIOD_STR      "pmax="
#define ATTR_MAX_PERIOD_LEN      5
#define ATTR_GREATER_THAN_STR    "gt="
#define ATTR_GREATER_THAN_LEN    3
#define ATTR_LESS_THAN_STR       "lt="
#define ATTR_LESS_THAN_LEN       3
#define ATTR_STEP_STR            "st="
#define ATTR_STEP_LEN            3
#define ATTR_DIMENSION_STR       "dim="
#define ATTR_DIMENSION_LEN       4

//Need add define in spec
#define URI_MAX_STRING_LEN    18      // /65535/65535/65535
#define _PRV_64BIT_BUFFER_SIZE 8

#define LINK_ITEM_START             "<"
#define LINK_ITEM_START_SIZE        1
#define LINK_ITEM_END               ">,"
#define LINK_ITEM_END_SIZE          2
#define LINK_ITEM_DIM_START         ">;dim="
#define LINK_ITEM_DIM_START_SIZE    6
#define LINK_ITEM_ATTR_END          ","
#define LINK_ITEM_ATTR_END_SIZE     1
#define LINK_URI_SEPARATOR          "/"
#define LINK_URI_SEPARATOR_SIZE     1
#define LINK_ATTR_SEPARATOR         ";"
#define LINK_ATTR_SEPARATOR_SIZE    1

#define ATTR_FLAG_NUMERIC (uint8_t)(ATTR_FLAG_LESS_THAN | ATTR_FLAG_GREATER_THAN | ATTR_FLAG_STEP)


#define CIS_ATTR_FLAG_MIN_PERIOD      (uint8_t)0x01
#define CIS_ATTR_FLAG_MAX_PERIOD      (uint8_t)0x02
#define CIS_ATTR_FLAG_GREATER_THAN    (uint8_t)0x04
#define CIS_ATTR_FLAG_LESS_THAN       (uint8_t)0x08
#define CIS_ATTR_FLAG_STEP            (uint8_t)0x10


#define STR_STATUS(S)                                               \
    ((S) == STATE_UNCREATED ? "STATE_UNCREATED" :                   \
    ((S) == STATE_LINK_CREATED ? "STATE_CONNECT_CREATED" :       \
    ((S) == STATE_CONNECT_PENDING ? "STATE_CONNECT_WAIT" :             \
    ((S) == STATE_CONNECTED ? "STATE_CONNECTED" :                   \
    ((S) == STATE_REG_PENDING ? "STATE_REG_PENDING" :               \
    ((S) == STATE_REGISTERED ? "STATE_REGISTERED" :                 \
    ((S) == STATE_REG_FAILED ? "STATE_REG_FAILED" :                 \
    ((S) == STATE_REG_UPDATE_PENDING ? "STATE_REG_UPDATE_PENDING" : \
    ((S) == STATE_REG_UPDATE_NEEDED ? "STATE_REG_UPDATE_NEEDED" :   \
    ((S) == STATE_REG_UPDATE_NEEDED_WITHOBJECTS ? "STATE_REG_UPDATE_NEEDED_WITHOBJECTS" :   \
    ((S) == STATE_DEREG_PENDING ? "STATE_DEREG_PENDING" :           \
    ((S) == STATE_BS_HOLD_OFF ? "STATE_BS_HOLD_OFF" :               \
    ((S) == STATE_BS_INITIATED ? "STATE_BS_INITIATED" :             \
    ((S) == STATE_BS_PENDING ? "STATE_BS_PENDING" :                 \
    ((S) == STATE_BS_FINISHED ? "STATE_BS_FINISHED" :               \
    ((S) == STATE_BS_FAILED ? "STATE_BS_FAILED" :                   \
    "Unknown"))))))))))))))))

#define STR_MEDIA_TYPE(M)                                \
    ((M) == LWM2M_CONTENT_TEXT ? "LWM2M_CONTENT_TEXT" :      \
    ((M) == LWM2M_CONTENT_LINK ? "LWM2M_CONTENT_LINK" :      \
    ((M) == LWM2M_CONTENT_OPAQUE ? "LWM2M_CONTENT_OPAQUE" :  \
    ((M) == LWM2M_CONTENT_TLV ? "LWM2M_CONTENT_TLV" :        \
    ((M) == LWM2M_CONTENT_TLV_NEW ? "LWM2M_CONTENT_TLV_NEW" : \
    ((M) == LWM2M_CONTENT_JSON ? "LWM2M_CONTENT_JSON" :      \
    "Unknown"))))))

#define STR_STATE(S)                                \
    ((S) == PUMP_STATE_HALT ? "STATE_HALT" :      \
    ((S) == PUMP_STATE_INITIAL ? "STATE_INITIAL" :      \
    ((S) == PUMP_STATE_BOOTSTRAPPING ? "PUMP_STATE_BOOTSTRAPPING" :      \
    ((S) == PUMP_STATE_CONNECTING ? "STATE_CONNECTING" :      \
    ((S) == PUMP_STATE_REGISTER_REQUIRED ? "STATE_REGISTER_REQUIRED" :      \
    ((S) == PUMP_STATE_REGISTERING ? "STATE_REGISTERING" :      \
    ((S) == PUMP_STATE_READY ? "STATE_READY" :      \
    ((S) == PUMP_STATE_DISCONNECTED ? "STATE_DISCONNECTED" :      \
    "Unknown"))))))))


#define LOG_URI(URI)                                                                \
{                                                                                   \
    if ((URI) != NULL)																\
    {                                                                               \
    LOG_PRINT("URI:(%d",(URI)->objectId);                                       \
    if (CIS_URI_IS_SET_INSTANCE(URI)) LOG_PRINT("/%d", (URI)->instanceId);      \
    if (CIS_URI_IS_SET_RESOURCE(URI)) LOG_PRINT("/%d", (URI)->resourceId);      \
    LOG_PRINT(")\r\n");                                                         \
    }                                                                               \
}																					 



typedef enum
{
    STATE_UNCREATED = 0,      // not connect or boostrap not started
	STATE_LINK_PENDING,		  // link create requested
	STATE_LINK_CREATED,		  //
    STATE_CONNECT_PENDING,    // connect resuested but not connect successful;
    STATE_CONNECTED,          // not registered,but connected
    STATE_REG_PENDING,        // registration pending
    STATE_REG_FAILED,         // last registration failed
    STATE_REGISTERED,         // successfully registered
    STATE_REG_UPDATE_PENDING, // registration update pending
    STATE_REG_UPDATE_NEEDED,  // registration update required
    STATE_REG_UPDATE_NEEDED_WITHOBJECTS,
    STATE_DEREG_PENDING,      // deregistration pending
    STATE_BS_HOLD_OFF,
    STATE_BS_INITIATED,
    STATE_BS_PENDING,
    STATE_BS_FINISHED,
    STATE_BS_FAILED,
} et_status_t;

typedef enum
{
    BINDING_UNKNOWN = 0,
    BINDING_U,   // UDP
    BINDING_UQ,  // UDP queue mode
    BINDING_S,   // SMS
    BINDING_SQ,  // SMS queue mode
    BINDING_US,  // UDP plus SMS
    BINDING_UQS  // UDP queue mode plus SMS
} et_binding_t;

typedef enum
{
    PUMP_STATE_HALT = -1,
    PUMP_STATE_INITIAL,
	PUMP_STATE_BOOTSTRAPPING,
    PUMP_STATE_CONNECTING,
    PUMP_STATE_REGISTER_REQUIRED,
    PUMP_STATE_REGISTERING,

    PUMP_STATE_READY,
    PUMP_STATE_DISCONNECTED,
} et_client_state_t;

typedef enum
{
    LWM2M_CONTENT_TEXT      = 0,        // Also used as undefined
    LWM2M_CONTENT_LINK      = 40,
    LWM2M_CONTENT_OPAQUE    = 42,
    LWM2M_CONTENT_TLV       = 1542,     // Temporary value
    LWM2M_CONTENT_TLV_NEW   = 11542,    // Temporary value
    LWM2M_CONTENT_JSON      = 1543      // Temporary value
} et_media_type_t;

typedef enum
{
    ASYN_TYPE_READ = 0,
    ASYN_TYPE_WRITE,
    ASYN_TYPE_EXECUTE,
    ASYN_TYPE_OBSERVE,
    ASYN_TYPE_OBSERVE_CANCEL,
}et_asyn_type_t;

typedef enum
{
    cis_data_type_multiple_resource = 0xFF,
}et_datatype_ex_t;

#if CIS_ENABLE_BLOCK
/*
 * LWM2M block1 data
 *
 * Temporary data needed to handle block1 request.
 * Currently support only one block1 request by server.
 */
typedef struct cis_block1_data cis_block1_data_t;

struct cis_block1_data
{
    uint8_t *             block1buffer;     // data buffer
    size_t                block1bufferSize; // buffer size
    uint16_t              lastmid;          // mid of the last message received
};

#endif//CIS_ENABLE_BLOCK


/////
typedef enum   et_cis_datatype      et_data_type_t;
typedef struct st_cis_data          st_data_t;
typedef struct st_cis_observe_attr  st_observe_attr_t;
typedef struct st_cis_callback      st_callback_t;
typedef struct st_cisnet_context    st_cisnet_t;
typedef struct st_cis_context       st_context_t;
typedef struct st_object            st_object_t;
typedef struct st_message           st_message_t;
typedef struct st_server            st_server_t;
typedef struct st_observed          st_observed_t;
typedef struct st_uri               st_uri_t;
typedef struct st_transaction       st_transaction_t;


typedef void (*cis_result_callback_t) (uint16_t clientID, st_uri_t * uriP, int status, et_media_type_t format, uint8_t * data, int dataLength, void * userData);
typedef void (*cis_transaction_callback_t) (st_transaction_t * transacP, void * message);


struct st_object
{
    struct st_object *  next;               // for internal use only.
    cis_oid_t             objID;
    uint8_t             instBitmapBytes;
    cis_iid_t             instBitmapCount;
    uint8_t*            instBitmapPtr;
    cis_rid_t             attributeCount;
    cis_rid_t             actionCount;
    void *              userData;
};

struct st_message
{
	struct st_message * next;               // for internal use only.
	cis_mid_t             mid;
    et_asyn_type_t      type;        
    uint8_t             token_len;
    uint8_t             token[COAP_TOKEN_LEN];
    st_uri_t            uri;
	cis_time_t			time;
	et_media_type_t     format;
};

struct st_server
{
    struct st_server * next;   // matches lwm2m_list_t::next
    uint16_t          secObjInstID; // matches lwm2m_list_t::id
    uint16_t          shortID;      // servers short ID, may be 0 for bootstrap server
    char*             host;         // server ip address, by strdup
    cis_time_t        registration; // date of the last registration in sec or end of client hold off time for bootstrap servers
    et_binding_t      binding;      // client connection mode with this server
    void *            sessionH;     // as cisnet_t
    
    et_status_t       status;
    char *            location;
    bool              dirty;

#if CIS_ENABLE_BLOCK
    cis_block1_data_t *   block1Data;
#endif//CIS_ENABLE_BLOCK
} ;


#define STRING_ID_MAX_LEN 6
/////
#define URI_FLAG_DM           (uint8_t)0x00
#define URI_FLAG_DELETE_ALL   (uint8_t)0x10
#define URI_FLAG_REGISTRATION (uint8_t)0x20
#define URI_FLAG_BOOTSTRAP    (uint8_t)0x40

#define URI_MASK_TYPE (uint8_t)0x70
#define URI_MASK_ID   (uint8_t)0x07

// defined in observe.c
/*
 * LWM2M result callback
 *
 * When used with an observe, if 'data' is not nil, 'status' holds the observe counter.
 */

typedef struct
{
    st_uri_t uri;
    cis_result_callback_t callback;
    void * userData;
} dm_data_t;

typedef enum
{
    URI_DEPTH_OBJECT,
    URI_DEPTH_OBJECT_INSTANCE,
    URI_DEPTH_RESOURCE,
    URI_DEPTH_RESOURCE_INSTANCE
} uri_depth_t;

struct st_observed
{
	struct st_observed * next;
	uint16_t msgid;
	st_uri_t uri;
	bool update;
    bool actived;
	st_observe_attr_t * parameters;
	uint8_t token[8];
	size_t tokenLen;
	cis_time_t lastTime;
	uint32_t counter;
	uint16_t lastMid;
    et_media_type_t format;
	union
	{
		int64_t asInteger;
		double  asFloat;
	} lastValue;
};

struct st_transaction
{
    st_transaction_t *  next;  // matches lwm2m_list_t::next
    uint16_t            mID;   // matches lwm2m_list_t::id
	st_server_t*        server;
    uint8_t             ack_received; // indicates, that the ACK was received
    cis_time_t            response_timeout; // timeout to wait for response, if token is used. When 0, use calculated acknowledge timeout.
    uint8_t             retrans_counter;
    cis_time_t            retrans_time;
    char                objStringID[STRING_ID_MAX_LEN];
    char                instanceStringID[STRING_ID_MAX_LEN];
    char                resourceStringID[STRING_ID_MAX_LEN];
    void *              message;
    uint16_t            buffer_len;
    uint8_t *           buffer;
    cis_transaction_callback_t callback;
    void *              userData;
};


struct st_cis_context
{
    char*               endpointName;
    char *              altPath;
    uint16_t            nextMID;
    et_client_state_t   state;
    st_server_t*        server;
	st_message_t *      messageList;
    uint16_t            objectNum;
    st_object_t *       objectList;

    st_observed_t *     observedList;
    st_transaction_t *  transactionList;

    st_callback_t       callback;
	st_server_t *       bootstrapServer;

    cis_time_t          lasttime;
    cis_time_t          lifetime;
};

/*
 * LWM2M Link Attributes
 * Used for observation parameters.
 */
#define ATTR_FLAG_MIN_PERIOD      (uint8_t)0x01
#define ATTR_FLAG_MAX_PERIOD      (uint8_t)0x02
#define ATTR_FLAG_GREATER_THAN    (uint8_t)0x04
#define ATTR_FLAG_LESS_THAN       (uint8_t)0x08
#define ATTR_FLAG_STEP            (uint8_t)0x10

#define TLV_HEADER_MAX_LENGTH       6

#define CIS_MIN(a,b) ((a) < (b) ? (a) : (b))
#define CIS_MAX(a,b) ((a) < (b) ? (b) : (a))
#define CIS_CLAMP(i,v,x) (CIS_MAX(CIS_MIN(v,x), i))

// defined in uri.c
// Parse an URI in LWM2M format and fill the uri.
// Return the number of characters read from buffer or 0 in case of error.
// Valid URIs: /1, /1/, /1/2, /1/2/, /1/2/3
// Invalid URIs: /, //, //2, /1//, /1//3, /1/2/3/, /1/2/3/4
int         uri_stringToUri(const char * buffer, size_t buffer_len, st_uri_t * uriP);
st_uri_t *  uri_decode(char * altPath, multi_option_t *uriPath);
int         uri_getNumber(uint8_t * uriString, size_t uriLength);
int         uri_toString(st_uri_t * uriP, uint8_t * buffer, size_t bufferLen, uri_depth_t * depthP);
int         uri_make(cis_oid_t objectId,cis_iid_t instanceId,cis_rid_t resourceId, st_uri_t * uriP);
bool        uri_exist(const st_uri_t * uri1,const st_uri_t * uri2);

st_transaction_t * transaction_new(coap_message_type_t type, coap_method_t method, char * altPath, st_uri_t * uriP, uint16_t mID, uint8_t token_len, uint8_t* token);
bool        transaction_send(st_context_t * contextP, st_transaction_t * transacP);
void        transaction_free(st_transaction_t * transacP);
void        transaction_remove(st_context_t * contextP, st_transaction_t * transacP);
void        transaction_removeAll(st_context_t* contextP);

bool        transaction_handleResponse(st_context_t * contextP,coap_packet_t * message, coap_packet_t * response);
void        transaction_step(st_context_t * contextP, cis_time_t currentTime, cis_time_t * timeoutP);

coap_status_t   object_read(st_context_t * contextP, st_uri_t * uriP, int * sizeP, st_data_t ** dataP,coap_packet_t* message);
coap_status_t   object_readSerialize(st_context_t * contextP, st_uri_t * uriP, et_media_type_t * formatP, uint8_t ** bufferP, size_t * lengthP,coap_packet_t* message);
coap_status_t   object_write(st_context_t * contextP, st_uri_t * uriP, et_media_type_t format, uint8_t * buffer, size_t length,coap_packet_t* message);
coap_status_t   object_execute(st_context_t * contextP, st_uri_t * uriP, uint8_t * buffer, size_t length,coap_packet_t* message);
coap_status_t   object_discover( st_context_t * contextP,
	st_uri_t * uriP,
	int * sizeP,
struct st_cis_data ** dataP,
	coap_packet_t* message );
coap_status_t   object_writeInstance(st_context_t * contextP,st_uri_t * uriP,st_data_t * dataP);

bool            object_isInstanceNew(st_context_t * contextP, cis_oid_t  objectId, cis_iid_t  instanceId);
int             object_getRegisterPayload(st_context_t * contextP, uint8_t * buffer, size_t length);
coap_status_t   object_asynAckData(st_context_t * context,st_message_t* message,cis_data_t* value,uint16_t size,cis_ret_t result);
coap_status_t   object_asynAckNodata(st_context_t * context,st_message_t* message,cis_ret_t result);
void            object_removeAll(st_context_t* context);


// defined in management.c
st_server_t *   management_makeServerList(st_context_t * contextP,bool bootstrap);
void*           management_createConnect(st_context_t * context,st_server_t* serverP);
bool            management_connectServer(st_context_t * context,st_server_t* serverP);
void            management_disconnectServer(st_context_t * context,st_server_t* serverP);
coap_status_t   management_handleRequest(st_context_t * contextP,st_uri_t * uriP,coap_packet_t * message,coap_packet_t * response);
void            management_destoryServer(st_context_t * context,st_server_t * serverP);
void            management_refreshDirtyServer(st_context_t * contextP);

//Observe
coap_status_t   observe_asynAckNodata(st_context_t * context,st_message_t* message,cis_ret_t result);
coap_status_t   observe_asynNotify(st_context_t* contextP,const st_observed_t* observe,st_data_t* data,uint16_t count);
void            observe_removeAll(st_context_t* contextP);

coap_status_t   observe_handleRequest(st_context_t * contextP, st_uri_t * uriP,coap_packet_t * message, coap_packet_t * response);
void            observe_cancel(st_context_t * contextP, uint16_t mid, st_uri_t* uriP);
coap_status_t   observe_setParameters(st_context_t * contextP, st_uri_t * uriP,st_observe_attr_t * attrP,cis_mid_t mid);
void            observe_step(st_context_t * contextP, cis_time_t currentTime, cis_time_t * timeoutP);
bool            observe_handleNotify(st_context_t * contextP, coap_packet_t * message, coap_packet_t * response);
st_observed_t * observe_findByUri(st_context_t * contextP, st_uri_t * uriP);
st_observed_t * observe_findByMsgid(st_context_t * contextP, cis_mid_t mid);
void            observe_resource_value_changed(st_context_t * contextP, st_uri_t * uriP);


/*
* defined in cis_discover.c
*/
int discover_serialize( st_context_t *contextP,st_uri_t *uriP,int size,st_data_t *dataP,uint8_t **bufferP );

// defined in registration.c

// send a registration update to the server
// If withObjects is true, the registration update contains the object list.
int             registration_update_registration(st_context_t * contextP, bool withObjects);
coap_status_t   registration_handleRequest(st_context_t * contextP, st_uri_t * uriP, coap_packet_t * message, coap_packet_t * response);
void            registration_deregister(st_context_t * contextP);
coap_status_t   registration_start(st_context_t * contextP);
void            registration_step(st_context_t * contextP, cis_time_t currentTime, cis_time_t * timeoutP);
et_status_t     registration_getStatus(st_context_t * contextP);


// defined in tlv.c
int             tlv_parse(uint8_t * buffer, size_t bufferLen, st_data_t ** dataP);
size_t          tlv_serialize(bool isInstance, int size, st_data_t * dataP, uint8_t ** bufferP);

//new coming in tlv.c
/*
 * Utility function to parse TLV buffers directly
 *
 * Returned value: number of bytes parsed
 * buffer: buffer to parse
 * buffer_len: length in bytes of buffer
 * oType: (OUT) type of the parsed TLV record. can be:
 *          - LWM2M_TYPE_OBJECT
 *          - LWM2M_TYPE_OBJECT_INSTANCE
 *          - LWM2M_TYPE_MULTIPLE_RESOURCE
 *          - LWM2M_TYPE_OPAQUE
 * oID: (OUT) ID of the parsed TLV record
 * oDataIndex: (OUT) index of the data of the parsed TLV record in the buffer
 * oDataLen: (OUT) length of the data of the parsed TLV record
 */


int         tlv_decode_TLV(const uint8_t * buffer, size_t buffer_len, cis_datatype_t * oType, uint16_t * oID, size_t * oDataIndex, size_t * oDataLen);

// defined in json.c
#ifdef LWM2M_SUPPORT_JSON
int         json_parse(st_uri_t * uriP, uint8_t * buffer, size_t bufferLen, st_data_t ** dataP);
size_t      json_serialize(st_uri_t * uriP, int size, st_data_t * tlvP, uint8_t ** bufferP);
#endif


#if CIS_ENABLE_BLOCK
// defined in block1.c
coap_status_t   coap_block1_handler(cis_block1_data_t ** block1Data, uint16_t mid, uint8_t * buffer, size_t length, uint16_t blockSize, uint32_t blockNum, bool blockMore, uint8_t ** outputBuffer, size_t * outputLength);
void            free_block1_buffer(cis_block1_data_t * block1Data);
#endif//CIS_ENABLE_BLOCK

// defined in utils.c

int             utils_check_bigendian();
cis_datatype_t  utils_depthToDatatype(uri_depth_t depth);

et_binding_t    utils_stringToBinding(uint8_t *buffer, size_t length);
et_media_type_t utils_convertMediaType(coap_content_type_t type);
int             utils_isAltPathValid(const char * altPath);
size_t          utils_intToText(int64_t data, uint8_t * string, size_t length);
size_t          utils_floatToText(double data, uint8_t * string, size_t length);
int             utils_plainTextToInt64(uint8_t * buffer, int length, int64_t * dataP);
int             utils_plainTextToFloat64(uint8_t * buffer, int length, double * dataP);
size_t          utils_int64ToPlainText(int64_t data, uint8_t ** bufferP);
size_t          utils_float64ToPlainText(double data, uint8_t ** bufferP);
size_t          utils_boolToPlainText(bool data, uint8_t ** bufferP);

int             utils_opaqueToInt(const uint8_t * buffer, size_t buffer_len, int64_t * dataP);
int             utils_opaqueToFloat(const uint8_t * buffer, size_t buffer_len, double * dataP);
size_t          utils_encodeInt(int64_t data, uint8_t data_buffer[_PRV_64BIT_BUFFER_SIZE]);
size_t          utils_encodeFloat(double data, uint8_t data_buffer[_PRV_64BIT_BUFFER_SIZE]);
size_t          utils_base64ToOpaque(uint8_t * dataP, size_t dataLen, uint8_t ** bufferP);
size_t          utils_opaqueToBase64(uint8_t * dataP, size_t dataLen, uint8_t ** bufferP);
size_t          utils_base64Encode(uint8_t * dataP, size_t dataLen, uint8_t * bufferP, size_t bufferLen);

int             utils_stringCopy(char * buffer, size_t length, const char * str);
int             utils_intCopy(char * buffer, size_t length, int32_t value);
void            utils_copyValue(void * dst, const void * src, size_t len);
char *          utils_strdup(const char * str);
// Compare at most the n first bytes of s1 and s2, return 0 if they match
int             utils_strncmp(const char * s1, const char * s2, size_t n);
int             utils_strncasecmp(const char * s1, const char * s2, size_t n);
int             utils_strlen(const char *str);
int             utils_strtoi(const char *str, char **endptr);
int             utils_vsnprintf(char *buf, size_t buf_size, const char *fmt, va_list args);
int             utils_snprintf(char* buffer, size_t size, const char* format, ...);
st_server_t *   utils_findBootstrapServer(st_context_t * contextP,void * fromSessionH);


// defined in bootstrap.c
void            bootstrap_step(st_context_t * context, cis_time_t currentTime, cis_time_t* timeoutP);
coap_status_t   bootstrap_handleCommand(st_context_t * context, st_uri_t * uriP, st_server_t * serverP, coap_packet_t * message, coap_packet_t * response);
coap_status_t   bootstrap_handleDeleteAll(st_context_t * context, void * fromSessionH);
coap_status_t   bootstrap_handleFinish(st_context_t * context, void * fromSessionH);
void            bootstrap_init(st_context_t * context);
void            bootstrap_create(st_context_t * context);
void            bootstrap_destory(st_context_t * context);
et_status_t     bootstrap_getStatus(st_context_t * context);

// This function must return the number of seconds elapsed since origin.
// The origin (Epoch, system boot, etc...) does not matter as this
// function is used only to determine the elapsed time since the last call to it.
// In case of error, this must return a negative value.
// Per POSIX specifications, time_t is a signed integer.
int32_t utils_gettime_s(void);



//end of new implementation

//packet.c
// dispatch received data to liblwm2m
bool packet_asyn_push_message(st_context_t * context,const coap_packet_t* packet,et_asyn_type_t type);
void packet_asyn_remove_message(st_context_t * context,cis_mid_t mid,st_message_t** node);
void packet_asyn_removeAll(st_context_t * context);


void packet_handle_packet(st_context_t * contextP, void* session, uint8_t * buffer, int length);
void packet_step(st_context_t *context, cis_time_t currentTime, cis_time_t * timeoutP);

coap_status_t   packet_send(st_context_t * contextP, coap_packet_t * message);


/////memory related
#if CIS_ENABLE_MEMORYTRACE
// same functions as above with caller location for debugging purposes
void *  cis_trace_malloc(size_t size, const char * file, const char * function, int lineno);
void    cis_trace_free(void * mem, const char * file, const char * function, int lineno);

#define cis_malloc(S) cis_trace_malloc(S, __FILE__, __FUNCTION__, __LINE__)
#define cis_free(M)   cis_trace_free(M, __FILE__, __FUNCTION__, __LINE__)

void trace_print(int loops, int level);
void trace_status(int* blocks, size_t* size);

#else

// Allocate a block of size bytes of memory, returning a pointer to the beginning of the block.
void *  cis_malloc(size_t s);
// Deallocate a block of memory previously allocated by lwm2m_malloc() or lwm2m_strdup()
void    cis_free(void * p);
// Allocate a memory block, duplicate the string str in it and return a pointer to this new block.

#endif

//others about memory manipulation
#define  cis_memset(a1,a2,a3) cissys_memset(a1,a2,a3)
#define  cis_memcpy(a1,a2,a3) cissys_memcpy(a1,a2,a3)
#define  cis_memmove(a1,a2,a3) cissys_memmove(a1,a2,a3)
#define  cis_memcmp(a1,a2,a3) cissys_memcmp(a1,a2,a3)


//data.c
cis_data_t *data_new(int size);
int         data_parse(st_uri_t * uriP, uint8_t * buffer, size_t bufferLen, et_media_type_t format, st_data_t ** dataP);
size_t      data_serialize(st_uri_t * uriP, int size, st_data_t * dataP, et_media_type_t * formatP, uint8_t ** bufferP);
int         data_copy(st_data_t* dst,const st_data_t* src);
void        data_free(int size, st_data_t * dataP);
void        data_encode_string(const char * string, st_data_t * dataP);
void        data_encode_nstring(const char * string, size_t length, st_data_t * dataP);
void        data_encode_opaque(uint8_t * buffer, size_t length, st_data_t * dataP);

void        data_encode_int(int64_t value, st_data_t * dataP);
int         data_decode_int(const st_data_t * dataP, int64_t * valueP);
void        data_encode_float(double value, st_data_t * dataP);
int         data_decode_float(const st_data_t * dataP, double * valueP);
void        data_encode_bool(bool value, st_data_t * dataP);
int         data_decode_bool(const st_data_t * dataP, bool * valueP);
void        data_encode_objlink(cis_oid_t objectId, cis_iid_t objectInstanceId, st_data_t * dataP);
void        data_encode_instances(st_data_t * subDataP, size_t count, st_data_t * dataP);
void        data_include(st_data_t * subDataP, size_t count, st_data_t * dataP);

#endif//_CIS_INTERNALS_H_





d20171103_d1.6/ciscore/cis_json.c
#include "cis_internals.h"
#include <stdlib.h>
#include <string.h>
#include <stdio.h>
#include <stdint.h>


#ifdef LWM2M_SUPPORT_JSON

#define PRV_JSON_BUFFER_SIZE 1024

#define JSON_MIN_ARRAY_LEN      21      // e":[{"n":"N","v":X}]}
#define JSON_MIN_BASE_LEN        7      // n":"N",
#define JSON_ITEM_MAX_SIZE      36      // with ten characters for value
#define JSON_MIN_BX_LEN          5      // bt":1

#define JSON_FALSE_STRING  "false"
#define JSON_TRUE_STRING   "true"

#define JSON_RES_ITEM_URI           "{\"n\":\""
#define JSON_RES_ITEM_URI_SIZE      6
#define JSON_ITEM_bool_TRUE         "\",\"bv\":true},"
#define JSON_ITEM_bool_TRUE_SIZE    13
#define JSON_ITEM_bool_FALSE        "\",\"bv\":false},"
#define JSON_ITEM_bool_FALSE_SIZE   14
#define JSON_ITEM_NUM               "\",\"v\":"
#define JSON_ITEM_NUM_SIZE          6
#define JSON_ITEM_NUM_END           "},"
#define JSON_ITEM_NUM_END_SIZE      2
#define JSON_ITEM_STRING_BEGIN      "\",\"sv\":\""
#define JSON_ITEM_STRING_BEGIN_SIZE 8
#define JSON_ITEM_STRING_END        "\"},"
#define JSON_ITEM_STRING_END_SIZE   3

#define JSON_BN_HEADER_1        "{\"bn\":\""
#define JSON_BN_HEADER_1_SIZE   7
#define JSON_BN_HEADER_2        "\",\"e\":["
#define JSON_BN_HEADER_2_SIZE   7
#define JSON_HEADER             "{\"e\":["
#define JSON_HEADER_SIZE        6
#define JSON_FOOTER             "]}"
#define JSON_FOOTER_SIZE        2


#define _GO_TO_NEXT_CHAR(I,B,L)         \
    {                                   \
        I++;                            \
        I += prv_skipSpace(B+I, L-I);   \
        if (I == L) goto error;         \
    }

typedef enum
{
    _STEP_START,
    _STEP_TOKEN,
    _STEP_ANY_SEPARATOR,
    _STEP_SEPARATOR,
    _STEP_QUOTED_VALUE,
    _STEP_VALUE,
    _STEP_DONE
} _itemState;

typedef enum
{
    _TYPE_UNSET,
    _TYPE_FALSE,
    _TYPE_TRUE,
    _TYPE_FLOAT,
    _TYPE_STRING
} _type;

typedef struct
{
    uint16_t    ids[4];
    _type       type;
    uint8_t *   value;
    size_t      valueLen;
} _record_t;

static int prv_isReserved(char sign)
{
    if (sign == '['
     || sign == '{'
     || sign == ']'
     || sign == '}'
     || sign == ':'
     || sign == ','
     || sign == '"')
    {
        return 1;
    }

    return 0;
}

static int prv_isWhiteSpace(uint8_t sign)
{
    if (sign == 0x20
     || sign == 0x09
     || sign == 0x0A
     || sign == 0x0D)
    {
        return 1;
    }

    return 0;
}

static size_t prv_skipSpace(uint8_t * buffer,
                            size_t bufferLen)
{
    size_t i;

    i = 0;
    while ((i < bufferLen)
        && prv_isWhiteSpace(buffer[i]))
    {
        i++;
    }

    return i;
}

static int prv_split(uint8_t * buffer,
                     size_t bufferLen,
                     int * tokenStartP,
                     int * tokenLenP,
                     int * valueStartP,
                     int * valueLenP)
{
    size_t index;
    _itemState step;

    index = 0;
    step = _STEP_START;

    index = prv_skipSpace(buffer + index, bufferLen - index);
    if (index == bufferLen) return -1;

    while ((index < bufferLen)
        && (buffer[index] != ','))
    {
        switch (step)
        {
        case _STEP_START:
            if (buffer[index] != '"') return -1;
            *tokenStartP = index+1;
            step = _STEP_TOKEN;
            break;

        case _STEP_TOKEN:
            if (buffer[index] == '"')
            {
                *tokenLenP = index - *tokenStartP;
                step = _STEP_ANY_SEPARATOR;
            }
            break;

        case _STEP_ANY_SEPARATOR:
            if (buffer[index] != ':') return -1;
            step = _STEP_SEPARATOR;
            break;

        case _STEP_SEPARATOR:
            if (buffer[index] == '"')
            {
                *valueStartP = index;
                step = _STEP_QUOTED_VALUE;
            } else if (!prv_isReserved(buffer[index]))
            {
                *valueStartP = index;
                step = _STEP_VALUE;
            } else
            {
                return -1;
            }
            break;

        case _STEP_QUOTED_VALUE:
            if (buffer[index] == '"' && buffer[index-1] != '\\' )
            {
                *valueLenP = index - *valueStartP + 1;
                step = _STEP_DONE;
            }
            break;

        case _STEP_VALUE:
            if (prv_isWhiteSpace(buffer[index]))
            {
                *valueLenP = index - *valueStartP;
                step = _STEP_DONE;
            }
            break;

        case _STEP_DONE:
        default:
            return -1;
        }

        index++;
        if (step == _STEP_START
         || step == _STEP_ANY_SEPARATOR
         || step == _STEP_SEPARATOR
         || step == _STEP_DONE)
        {
            index += prv_skipSpace(buffer + index, bufferLen - index);
        }
    }

    if (step == _STEP_VALUE)
    {
        *valueLenP = index - *valueStartP;
        step = _STEP_DONE;
    }

    if (step != _STEP_DONE) return -1;

    return (int)index;
}

static int prv_countItems(uint8_t * buffer,
                          size_t bufferLen)
{
    int count;
    size_t index;
    int in;

    count = 0;
    index = 0;
    in = 0;

    while (index < bufferLen)
    {
        if (in == 0)
        {
            if (buffer[index] != '{') return -1;
            in = 1;
            _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
        }
        else
        {
            if (buffer[index] == '{') return -1;
            if (buffer[index] == '}')
            {
                in = 0;
                count++;
                _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
                if (buffer[index] == ']')
                {
                    break;
                }
                if (buffer[index] != ',') return -1;
                _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
            }
            else
            {
                _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
            }
        }
    }
    if (in == 1) return -1;

    return count;

error:
    return -1;
}

static int prv_parseItem(uint8_t * buffer,
                         size_t bufferLen,
                         _record_t * recordP)
{
    size_t index;

    cis_memset(recordP->ids, 0xFF, 4*sizeof(uint16_t));
    recordP->type = _TYPE_UNSET;
    recordP->value = NULL;
    recordP->valueLen = 0;

    index = 0;
    do
    {
        int tokenStart;
        int tokenLen;
        int valueStart;
        int valueLen;
        int next;

        next = prv_split(buffer+index, bufferLen-index, &tokenStart, &tokenLen, &valueStart, &valueLen);
        if (next < 0) return -1;

        switch (tokenLen)
        {
        case 1:
        {
            switch (buffer[index+tokenStart])
            {
            case 'n':
            {
                int i;
                int j;

                if (recordP->ids[0] != URI_MAX_ID) return -1;

                // Check for " around URI
                if (valueLen < 3
                 || buffer[index+valueStart] != '"'
                 || buffer[index+valueStart+valueLen-1] != '"')
                {
                    return -1;
                }
                // Ignore starting /
                if (buffer[index + valueStart + 1] == '/')
                {
                    if (valueLen < 4)
                    {
                        return -1;
                    }
                    valueStart += 1;
                    valueLen -= 1;
                }
                i = 0;
                j = 0;
                do {
                    uint32_t readId;

                    readId = 0;
                    i++;
                    while (i < valueLen-1 && buffer[index+valueStart+i] != '/')
                    {
                        if (buffer[index+valueStart+i] < '0'
                         || buffer[index+valueStart+i] > '9')
                        {
                            return -1;
                        }
                        readId *= 10;
                        readId += buffer[index+valueStart+i] - '0';
                        if (readId > URI_MAX_ID) return -1;
                        i++;
                    }
                    recordP->ids[j] = readId;
                    j++;
                } while (i < valueLen-1 && j < 4 && buffer[index+valueStart+i] == '/');
                if (i < valueLen-1 ) return -1;
            }
            break;

            case 'v':
                if (recordP->type != _TYPE_UNSET) return -1;
                recordP->type = _TYPE_FLOAT;
                recordP->value = buffer + index + valueStart;
                recordP->valueLen = valueLen;
                break;

            case 't':
                // TODO: support time
                break;

            default:
                return -1;
            }
        }
        break;

        case 2:
        {
            // "bv", "ov", or "sv"
            if (buffer[index+tokenStart+1] != 'v') return -1;
            switch (buffer[index+tokenStart])
            {
            case 'b':
                if (recordP->type != _TYPE_UNSET) return -1;
                if (0 == utils_strncmp(JSON_TRUE_STRING, (char *)buffer + index + valueStart, valueLen))
                {
                    recordP->type = _TYPE_TRUE;
                }
                else if (0 == utils_strncmp(JSON_FALSE_STRING, (char *)buffer + index + valueStart, valueLen))
                {
                    recordP->type = _TYPE_FALSE;
                }
                else
                {
                    return -1;
                }
                break;

            case 'o':
                if (recordP->type != _TYPE_UNSET) return -1;
                // TODO: support object link
                break;

            case 's':
                if (recordP->type != _TYPE_UNSET) return -1;
                // Check for " around value
                if (valueLen < 2
                 || buffer[index+valueStart] != '"'
                 || buffer[index+valueStart+valueLen-1] != '"')
                {
                    return -1;
                }
                recordP->type = _TYPE_STRING;
                recordP->value = buffer + index + valueStart + 1;
                recordP->valueLen = valueLen - 2;
                break;

            default:
                return -1;
            }
        }
        break;

        default:
            return -1;
        }

        index += next + 1;
    } while (index < bufferLen);

    return 0;
}

static bool prv_convertValue(_record_t * recordP,
                             st_data_t * targetP)
{
    switch (recordP->type)
    {
    case _TYPE_FALSE:
        data_encode_bool(false, targetP);
        break;
    case _TYPE_TRUE:
        data_encode_bool(true, targetP);
        break;
    case _TYPE_FLOAT:
    {
        size_t i;

        i = 0;
        while (i < recordP->valueLen
            && recordP->value[i] != '.')
        {
            i++;
        }
        if (i == recordP->valueLen)
        {
            int64_t value;

            if ( 1 != utils_plainTextToInt64(recordP->value,
                                             recordP->valueLen,
                                             &value))
            {
                return false;
            }

            data_encode_int(value, targetP);
        }
        else
        {
            double value;

            if ( 1 != utils_plainTextToFloat64(recordP->value,
                                               recordP->valueLen,
                                               &value))
            {
                return false;
            }

            data_encode_float(value, targetP);
        }
    }
    break;

    case _TYPE_STRING:
        data_encode_opaque(recordP->value, recordP->valueLen, targetP);
        targetP->type = cis_data_type_string;
        break;

    case _TYPE_UNSET:
    default:
        return false;
    }

    return true;
}

static st_data_t * prv_findDataItem(st_data_t * listP,
                                       int count,
                                       uint16_t id)
{
    int i;

    i = 0;
    while (i < count)
    {
        if (listP[i].type != cis_data_type_undefine && listP[i].id == id)
        {
            return listP + i;
        }
        i++;
    }

    return NULL;
}

static uri_depth_t prv_decreaseLevel(uri_depth_t level)
{
    switch(level)
    {
    case URI_DEPTH_OBJECT:
        return URI_DEPTH_OBJECT_INSTANCE;
    case URI_DEPTH_OBJECT_INSTANCE:
        return URI_DEPTH_RESOURCE;
    case URI_DEPTH_RESOURCE:
        return URI_DEPTH_RESOURCE_INSTANCE;
    case URI_DEPTH_RESOURCE_INSTANCE:
        return URI_DEPTH_RESOURCE_INSTANCE;
    default:
        return URI_DEPTH_RESOURCE;
    }
}

static st_data_t * prv_extendData(st_data_t * parentP)
{
    st_data_t * newP;

    newP = data_new(parentP->value.asChildren.count + 1);
    if (newP == NULL) return NULL;
    if (parentP->value.asChildren.array != NULL)
    {
        cis_memcpy(newP, parentP->value.asChildren.array, parentP->value.asChildren.count * sizeof(st_data_t));
        cis_free(parentP->value.asChildren.array);     // do not use lwm2m_data_free() to keep pointed values
    }
    parentP->value.asChildren.array = newP;
    parentP->value.asChildren.count += 1;

    return newP + parentP->value.asChildren.count - 1;
}

static int prv_convertRecord(st_uri_t * uriP,
                             _record_t * recordArray,
                             int count,
                             st_data_t ** dataP)
{
    int index;
    int freeIndex;
    st_data_t * rootP;
    int size;
    uri_depth_t rootLevel;

    if (uriP == NULL)
    {
        size = count;
        *dataP = data_new(count);
        if (NULL == *dataP) return -1;
        rootLevel = URI_DEPTH_OBJECT;
        rootP = *dataP;
    }
    else
    {
        st_data_t * parentP;
        size = 1;

        *dataP = data_new(1);
        if (NULL == *dataP) return -1;
        (*dataP)->type = cis_data_type_object;
        (*dataP)->id = uriP->objectId;
        rootLevel = URI_DEPTH_OBJECT_INSTANCE;
        parentP = *dataP;
        if (URI_IS_SET_INSTANCE(uriP))
        {
            parentP->value.asChildren.count = 1;
            parentP->value.asChildren.array = data_new(1);
            if (NULL == parentP->value.asChildren.array) goto error;
            parentP = parentP->value.asChildren.array;
            parentP->type = cis_data_type_object_instance;
            parentP->id = uriP->instanceId;
            rootLevel = URI_DEPTH_RESOURCE;
            if (URI_IS_SET_RESOURCE(uriP))
            {
                parentP->value.asChildren.count = 1;
                parentP->value.asChildren.array = data_new(1);
                if (NULL == parentP->value.asChildren.array) goto error;
                parentP = parentP->value.asChildren.array;
                parentP->type = cis_data_type_undefine;
                parentP->id = uriP->resourceId;
                rootLevel = URI_DEPTH_RESOURCE_INSTANCE;
            }
        }
        parentP->value.asChildren.count = count;
        parentP->value.asChildren.array = data_new(count);
        if (NULL == parentP->value.asChildren.array) goto error;
        rootP = parentP->value.asChildren.array;
    }

    freeIndex = 0;
    for (index = 0 ; index < count ; index++)
    {
        st_data_t * targetP;
        int resSegmentIndex;
        int i;

        // check URI depth
        // resSegmentIndex is set to the resource segment position
        switch(rootLevel)
        {
        case URI_DEPTH_OBJECT:
            resSegmentIndex = 2;
            break;
        case URI_DEPTH_OBJECT_INSTANCE:
            resSegmentIndex = 1;
            break;
        case URI_DEPTH_RESOURCE:
            resSegmentIndex = 0;
            break;
        case URI_DEPTH_RESOURCE_INSTANCE:
            resSegmentIndex = -1;
            break;
        default:
            goto error;
        }
        for (i = 0 ; i <= resSegmentIndex ; i++)
        {
            if (recordArray[index].ids[i] == URI_MAX_ID) goto error;
        }
        if (resSegmentIndex < 2)
        {
            if (recordArray[index].ids[resSegmentIndex + 2] != URI_MAX_ID) goto error;
        }

        targetP = prv_findDataItem(rootP, count, recordArray[index].ids[0]);
        if (targetP == NULL)
        {
            targetP = rootP + freeIndex;
            freeIndex++;
            targetP->id = recordArray[index].ids[0];
            targetP->type = utils_depthToDatatype(rootLevel);
        }
        if (recordArray[index].ids[1] != URI_MAX_ID)
        {
            st_data_t * parentP;
            uri_depth_t level;

            parentP = targetP;
            level = prv_decreaseLevel(rootLevel);
            for (i = 1 ; i <= resSegmentIndex ; i++)
            {
                targetP = prv_findDataItem(parentP->value.asChildren.array, parentP->value.asChildren.count, recordArray[index].ids[i]);
                if (targetP == NULL)
                {
                    targetP = prv_extendData(parentP);
                    if (targetP == NULL) goto error;
                    targetP->id = recordArray[index].ids[i];
                    targetP->type = utils_depthToDatatype(level);
                }
                level = prv_decreaseLevel(level);
                parentP = targetP;
            }
            if (recordArray[index].ids[resSegmentIndex + 1] != URI_MAX_ID)
            {
                targetP->type = cis_data_type_multiple_resource;
                targetP = prv_extendData(targetP);
                if (targetP == NULL) goto error;
                targetP->id = recordArray[index].ids[resSegmentIndex + 1];
                targetP->type = cis_data_type_undefine;
            }
        }

        if (true != prv_convertValue(recordArray + index, targetP)) goto error;
    }

    return size;

error:
    data_free(size, *dataP);
    *dataP = NULL;

    return -1;
}

static int prv_dataStrip(int size,
                         st_data_t * dataP,
                         st_data_t ** resultP)
{
    int i;
    int j;
    int realSize;

    realSize = 0;
    for (i = 0 ; i < size ; i++)
    {
        if (dataP[i].type != cis_data_type_undefine)
        {
            realSize++;
        }
    }

    *resultP = data_new(realSize);
    if (*resultP == NULL) return -1;

    j = 0;
    for (i = 0 ; i < size ; i++)
    {
        if (dataP[i].type != cis_data_type_undefine)
        {
            cis_memcpy((*resultP) + j, dataP + i, sizeof(st_data_t));

            if (dataP[i].type == cis_data_type_object
             || dataP[i].type == cis_data_type_object_instance
             || dataP[i].type == cis_data_type_multiple_resource)
            {
                int childLen;

                childLen = prv_dataStrip(dataP[i].value.asChildren.count, dataP[i].value.asChildren.array, &((*resultP)[j].value.asChildren.array));
                if (childLen <= 0)
                {
                    // skip this one
                    j--;
                }
                else
                {
                    (*resultP)[j].value.asChildren.count = childLen;
                }
            }
            else
            {
                dataP[i].asBuffer.buffer = NULL;
            }

            j++;
        }
    }

    return realSize;
}

int json_parse(st_uri_t * uriP,
               uint8_t * buffer,
               size_t bufferLen,
               st_data_t ** dataP)
{
    size_t index;
    int count = 0;
    bool eFound = false;
    bool bnFound = false;
    bool btFound = false;
    int bnStart;
    int bnLen;
    _record_t * recordArray;
    st_data_t * parsedP;

    LOG_ARG("bufferLen: %d, buffer: \"%s\"", bufferLen, (char *)buffer);
    LOG_URI(uriP);
    *dataP = NULL;
    recordArray = NULL;
    parsedP = NULL;

    index = prv_skipSpace(buffer, bufferLen);
    if (index == bufferLen) return -1;

    if (buffer[index] != '{') return -1;
    do
    {
        _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
        if (buffer[index] != '"') goto error;
        if (index++ >= bufferLen) goto error;
        switch (buffer[index])
        {
        case 'e':
        {
            int recordIndex;

            if (bufferLen-index < JSON_MIN_ARRAY_LEN) goto error;
            index++;
            if (buffer[index] != '"') goto error;
            if (eFound == true) goto error;
            eFound = true;

            _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
            if (buffer[index] != ':') goto error;
            _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
            if (buffer[index] != '[') goto error;
            _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
            count = prv_countItems(buffer + index, bufferLen - index);
            if (count <= 0) goto error;
            recordArray = (_record_t*)cis_malloc(count * sizeof(_record_t));
            if (recordArray == NULL) goto error;
            // at this point we are sure buffer[index] is '{' and all { and } are matching
            recordIndex = 0;
            while (recordIndex < count)
            {
                int itemLen;

                if (buffer[index] != '{') goto error;
                itemLen = 0;
                while (buffer[index + itemLen] != '}') itemLen++;
                if (0 != prv_parseItem(buffer + index + 1, itemLen - 1, recordArray + recordIndex))
                {
                    goto error;
                }
                recordIndex++;
                index += itemLen;
                _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
                switch (buffer[index])
                {
                case ',':
                    _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
                    break;
                case ']':
                    if (recordIndex == count) break;
                    // else this is an error
                default:
                    goto error;
                }
            }
            if (buffer[index] != ']') goto error;
        }
        break;

        case 'b':
            if (bufferLen-index < JSON_MIN_BX_LEN) goto error;
            index++;
            switch (buffer[index])
            {
            case 't':
                index++;
                if (buffer[index] != '"') goto error;
                if (btFound == true) goto error;
                btFound = true;

                // TODO: handle timed values
                // temp: skip this token
                while(index < bufferLen && buffer[index] != ',' && buffer[index] != '}') index++;
                if (index == bufferLen) goto error;
                index--;
                // end temp
                break;
            case 'n':
                {
                    int next;
                    int tokenStart;
                    int tokenLen;
                    int itemLen;

                    index++;
                    if (buffer[index] != '"') goto error;
                    if (bnFound == true) goto error;
                    bnFound = true;
                    index -= 3;
                    itemLen = 0;
                    while (buffer[index + itemLen] != '}'
                        && buffer[index + itemLen] != ','
                        && index + itemLen < bufferLen)
                    {
                        itemLen++;
                    }
                    if (index + itemLen == bufferLen) goto error;
                    next = prv_split(buffer+index, itemLen, &tokenStart, &tokenLen, &bnStart, &bnLen);
                    if (next < 0) goto error;
                    bnStart += index;
                    index += next - 1;
                }
                break;
            default:
                goto error;
            }
            break;

        default:
            goto error;
        }

        _GO_TO_NEXT_CHAR(index, buffer, bufferLen);
    } while (buffer[index] == ',');

    if (buffer[index] != '}') goto error;

    if (eFound == true)
    {
        st_uri_t baseURI;
        st_uri_t * baseUriP;
        st_data_t * resultP;
        int size;

        cis_memset(&baseURI, 0, sizeof(st_uri_t));
        if (bnFound == false)
        {
            baseUriP = uriP;
        }
        else
        {
            int res;

            // we ignore the request URI and use the bn one.

            // Check for " around URI
            if (bnLen < 3
             || buffer[bnStart] != '"'
             || buffer[bnStart+bnLen-1] != '"')
            {
                goto error;
            }
            bnStart += 1;
            bnLen -= 2;

            if (bnLen == 1)
            {
                if (buffer[bnStart] != '/') goto error;
                baseUriP = NULL;
            }
            else
            {
                res = uri_stringToUri((char *)buffer + bnStart, bnLen, &baseURI);
                if (res < 0 || res != bnLen) goto error;
                baseUriP = &baseURI;
            }
        }

        count = prv_convertRecord(baseUriP, recordArray, count, &parsedP);
        cis_free(recordArray);
        recordArray = NULL;

        if (count > 0 && uriP != NULL)
        {
            if (parsedP->type != cis_data_type_object || parsedP->id != uriP->objectId) goto error;
            if (!URI_IS_SET_INSTANCE(uriP))
            {
                size = parsedP->value.asChildren.count;
                resultP = parsedP->value.asChildren.array;
            }
            else
            {
                int i;

                resultP = NULL;
                // be permissive and allow full object JSON when requesting for a single instance
                for (i = 0 ; i < (int)parsedP->value.asChildren.count && resultP == NULL; i++)
                {
                    st_data_t * targetP;

                    targetP = parsedP->value.asChildren.array + i;
                    if (targetP->id == uriP->instanceId)
                    {
                        resultP = targetP->value.asChildren.array;
                        size = targetP->value.asChildren.count;
                    }
                }
                if (resultP == NULL) goto error;
                if (URI_IS_SET_RESOURCE(uriP))
                {
                    st_data_t * resP;

                    resP = NULL;
                    for (i = 0 ; i < size && resP == NULL; i++)
                    {
                        st_data_t * targetP;

                        targetP = resultP + i;
                        if (targetP->id == uriP->resourceId)
                        {
                            if (targetP->type == cis_data_type_multiple_resource)
                            {
                                resP = targetP->value.asChildren.array;
                                size = targetP->value.asChildren.count;
                            }
                            else
                            {
                                size = prv_dataStrip(1, targetP, &resP);
                                if (size <= 0) goto error;
                                data_free(count, parsedP);
                                parsedP = NULL;
                            }
                        }
                    }
                    if (resP == NULL) goto error;
                    resultP = resP;
                }
            }
        }
        else
        {
            resultP = parsedP;
            size = count;
        }

        if (parsedP != NULL)
        {
            st_data_t * tempP;

            size = prv_dataStrip(size, resultP, &tempP);
            if (size <= 0) goto error;
            data_free(count, parsedP);
            resultP = tempP;
        }
        count = size;
        *dataP = resultP;
    }

    LOG_ARG("Parsing successful. count: %d", count);
    return count;

error:
    LOG("Parsing failed");
    if (parsedP != NULL)
    {
        data_free(count, parsedP);
        parsedP = NULL;
    }
    if (recordArray != NULL)
    {
        cis_free(recordArray);
    }
    return -1;
}

static int prv_serializeValue(st_data_t * tlvP,
                              uint8_t * buffer,
                              size_t bufferLen)
{
    int res;
    int head;

    switch (tlvP->type)
    {
    case cis_data_type_string:
        if (bufferLen < JSON_ITEM_STRING_BEGIN_SIZE) return -1;
        cis_memcpy(buffer, JSON_ITEM_STRING_BEGIN, JSON_ITEM_STRING_BEGIN_SIZE);
        head = JSON_ITEM_STRING_BEGIN_SIZE;

        if (bufferLen - head < tlvP->asBuffer.length) return -1;
        cis_memcpy(buffer + head, tlvP->asBuffer.buffer, tlvP->asBuffer.length);
        head += tlvP->asBuffer.length;

        if (bufferLen - head < JSON_ITEM_STRING_END_SIZE) return -1;
        cis_memcpy(buffer + head, JSON_ITEM_STRING_END, JSON_ITEM_STRING_END_SIZE);
        head += JSON_ITEM_STRING_END_SIZE;

        break;

    case cis_data_type_integer:
    {
        int64_t value;

        if (0 == data_decode_int(tlvP, &value)) return -1;

        if (bufferLen < JSON_ITEM_NUM_SIZE) return -1;
        cis_memcpy(buffer, JSON_ITEM_NUM, JSON_ITEM_NUM_SIZE);
        head = JSON_ITEM_NUM_SIZE;

        res = utils_intToText(value, buffer + head, bufferLen - head);
        if (res <= 0) return -1;
        head += res;

        if (bufferLen - head < JSON_ITEM_NUM_END_SIZE) return -1;
        cis_memcpy(buffer + head, JSON_ITEM_NUM_END, JSON_ITEM_NUM_END_SIZE);
        head += JSON_ITEM_NUM_END_SIZE;
    }
    break;

    case cis_data_type_float:
    {
        double value;

        if (0 == data_decode_float(tlvP, &value)) return -1;

        if (bufferLen < JSON_ITEM_NUM_SIZE) return -1;
        cis_memcpy(buffer, JSON_ITEM_NUM, JSON_ITEM_NUM_SIZE);
        head = JSON_ITEM_NUM_SIZE;

        res = utils_floatToText(value, buffer + head, bufferLen - head);
        if (res <= 0) return -1;
        head += res;

        if (bufferLen - head < JSON_ITEM_NUM_END_SIZE) return -1;
        cis_memcpy(buffer + head, JSON_ITEM_NUM_END, JSON_ITEM_NUM_END_SIZE);
        head += JSON_ITEM_NUM_END_SIZE;
    }
    break;

    case cis_data_type_bool:
    {
        bool value;

        if (0 == data_decode_bool(tlvP, &value)) return -1;

        if (value == true)
        {
            if (bufferLen < JSON_ITEM_bool_TRUE_SIZE) return -1;
            cis_memcpy(buffer, JSON_ITEM_bool_TRUE, JSON_ITEM_bool_TRUE_SIZE);
            head = JSON_ITEM_bool_TRUE_SIZE;
        }
        else
        {
            if (bufferLen < JSON_ITEM_bool_FALSE_SIZE) return -1;
            cis_memcpy(buffer, JSON_ITEM_bool_FALSE, JSON_ITEM_bool_FALSE_SIZE);
            head = JSON_ITEM_bool_FALSE_SIZE;
        }
    }
    break;

    case cis_data_type_opaque:
        if (bufferLen < JSON_ITEM_STRING_BEGIN_SIZE) return -1;
        cis_memcpy(buffer, JSON_ITEM_STRING_BEGIN, JSON_ITEM_STRING_BEGIN_SIZE);
        head = JSON_ITEM_STRING_BEGIN_SIZE;

        res = utils_base64Encode(tlvP->asBuffer.buffer, tlvP->asBuffer.length, buffer+head, bufferLen - head);
        if (res == 0) return -1;
        head += res;

        if (bufferLen - head < JSON_ITEM_STRING_END_SIZE) return -1;
        cis_memcpy(buffer + head, JSON_ITEM_STRING_END, JSON_ITEM_STRING_END_SIZE);
        head += JSON_ITEM_STRING_END_SIZE;
        break;

    default:
        return -1;
    }

    return head;
}

int prv_serializeData(st_data_t * tlvP,
                      uint8_t * parentUriStr,
                      size_t parentUriLen,
                      uint8_t * buffer,
                      size_t bufferLen)
{
    int head;
    int res;

    head = 0;

    switch (tlvP->type)
    {
    case cis_data_type_object:
    case cis_data_type_object_instance:
    case cis_data_type_multiple_resource:
    {
        uint8_t uriStr[URI_MAX_STRING_LEN];
        size_t uriLen;
        size_t index;

        if (parentUriLen > 0)
        {
            if (URI_MAX_STRING_LEN < parentUriLen) return -1;
            cis_memcpy(uriStr, parentUriStr, parentUriLen);
            uriLen = parentUriLen;
        }
        else
        {
            uriLen = 0;
        }
        res = utils_intToText(tlvP->id, uriStr + uriLen, URI_MAX_STRING_LEN - uriLen);
        if (res <= 0) return -1;
        uriLen += res;
        uriStr[uriLen] = '/';
        uriLen++;

        head = 0;
        for (index = 0 ; index < tlvP->value.asChildren.count; index++)
        {
            res = prv_serializeData(tlvP->value.asChildren.array + index, uriStr, uriLen, buffer + head, bufferLen - head);
            if (res < 0) return -1;
            head += res;
        }
    }
    break;

    default:
        if (bufferLen < JSON_RES_ITEM_URI_SIZE) return -1;
        cis_memcpy(buffer, JSON_RES_ITEM_URI, JSON_RES_ITEM_URI_SIZE);
        head = JSON_RES_ITEM_URI_SIZE;

        if (parentUriLen > 0)
        {
            if (bufferLen - head < parentUriLen) return -1;
            cis_memcpy(buffer + head, parentUriStr, parentUriLen);
            head += parentUriLen;
        }

        res = utils_intToText(tlvP->id, buffer + head, bufferLen - head);
        if (res <= 0) return -1;
        head += res;

        res = prv_serializeValue(tlvP, buffer + head, bufferLen - head);
        if (res < 0) return -1;
        head += res;
        break;
    }

    return head;
}

static size_t prv_findAndCheckData(st_uri_t * uriP,
                                   uri_depth_t level,
                                   size_t size,
                                   st_data_t * tlvP,
                                   st_data_t ** targetP)
{
    size_t index;
    size_t result;

    if (size > 1)
    {
        if (tlvP[0].type == cis_data_type_object || tlvP[0].type == cis_data_type_object_instance)
        {
            for (index = 0; index < size; index++)
            {
                if (tlvP[index].type != tlvP[0].type)
                {
                    *targetP = NULL;
                    return 0;
                }
            }
        }
        else
        {
            for (index = 0; index < size; index++)
            {
                if (tlvP[index].type == cis_data_type_object || tlvP[index].type == cis_data_type_object_instance)
                {
                    *targetP = NULL;
                    return 0;
                }
            }
        }
    }

    *targetP = NULL;
    result = 0;
    switch (level)
    {
    case URI_DEPTH_OBJECT:
        if (tlvP[0].type == cis_data_type_object)
        {
            *targetP = tlvP;
            result = size;
        }
        break;

    case URI_DEPTH_OBJECT_INSTANCE:
        switch (tlvP[0].type)
        {
        case cis_data_type_object:
            for (index = 0; index < size; index++)
            {
                if (tlvP[index].id == uriP->objectId)
                {
                    return prv_findAndCheckData(uriP, level, tlvP[index].value.asChildren.count, tlvP[index].value.asChildren.array, targetP);
                }
            }
            break;
        case cis_data_type_object_instance:
            *targetP = tlvP;
            result = size;
            break;
        default:
            break;
        }
        break;

    case URI_DEPTH_RESOURCE:
        switch (tlvP[0].type)
        {
        case cis_data_type_object:
            for (index = 0; index < size; index++)
            {
                if (tlvP[index].id == uriP->objectId)
                {
                    return prv_findAndCheckData(uriP, level, tlvP[index].value.asChildren.count, tlvP[index].value.asChildren.array, targetP);
                }
            }
            break;
        case cis_data_type_object_instance:
            for (index = 0; index < size; index++)
            {
                if (tlvP[index].id == uriP->instanceId)
                {
                    return prv_findAndCheckData(uriP, level, tlvP[index].value.asChildren.count, tlvP[index].value.asChildren.array, targetP);
                }
            }
            break;
        default:
            *targetP = tlvP;
            result = size;
            break;
        }
        break;

    case URI_DEPTH_RESOURCE_INSTANCE:
        switch (tlvP[0].type)
        {
        case cis_data_type_object:
            for (index = 0; index < size; index++)
            {
                if (tlvP[index].id == uriP->objectId)
                {
                    return prv_findAndCheckData(uriP, level, tlvP[index].value.asChildren.count, tlvP[index].value.asChildren.array, targetP);
                }
            }
            break;
        case cis_data_type_object_instance:
            for (index = 0; index < size; index++)
            {
                if (tlvP[index].id == uriP->instanceId)
                {
                    return prv_findAndCheckData(uriP, level, tlvP[index].value.asChildren.count, tlvP[index].value.asChildren.array, targetP);
                }
            }
            break;
        case cis_data_type_multiple_resource:
            for (index = 0; index < size; index++)
            {
                if (tlvP[index].id == uriP->resourceId)
                {
                    return prv_findAndCheckData(uriP, level, tlvP[index].value.asChildren.count, tlvP[index].value.asChildren.array, targetP);
                }
            }
            break;
        default:
            *targetP = tlvP;
            result = size;
            break;
        }
        break;

    default:
        break;
    }

    return result;
}

size_t json_serialize(st_uri_t * uriP,
                      int size,
                      st_data_t * tlvP,
                      uint8_t ** bufferP)
{
    size_t index;
    size_t head;
    uint8_t bufferJSON[PRV_JSON_BUFFER_SIZE];
    uint8_t baseUriStr[URI_MAX_STRING_LEN];
    int baseUriLen;
    uri_depth_t rootLevel;
    size_t num;
    st_data_t * targetP;

    LOG_URI(uriP);
    if (size == 0 || tlvP == NULL) return 0;

    baseUriLen = uri_toString(uriP, baseUriStr, URI_MAX_STRING_LEN, &rootLevel);
    if (baseUriLen < 0) return 0;

    num = prv_findAndCheckData(uriP, rootLevel, size, tlvP, &targetP);
    if (num == 0) return num;

    while (num == 1
        && (targetP->type == cis_data_type_object
         || targetP->type == cis_data_type_object_instance
         || targetP->type == cis_data_type_multiple_resource))
    {
        int res;

        res = utils_intToText(targetP->id, baseUriStr + baseUriLen, URI_MAX_STRING_LEN - baseUriLen);
        if (res <= 0) return 0;
        baseUriLen += res;
        if (baseUriLen >= URI_MAX_STRING_LEN -1) return 0;
        num = targetP->value.asChildren.count;
        targetP = targetP->value.asChildren.array;
        baseUriStr[baseUriLen] = '/';
        baseUriLen++;
    }

    if (baseUriLen > 0)
    {
        cis_memcpy(bufferJSON, JSON_BN_HEADER_1, JSON_BN_HEADER_1_SIZE);
        head = JSON_BN_HEADER_1_SIZE;
        cis_memcpy(bufferJSON + head, baseUriStr, baseUriLen);
        head += baseUriLen;
        cis_memcpy(bufferJSON + head, JSON_BN_HEADER_2, JSON_BN_HEADER_2_SIZE);
        head += JSON_BN_HEADER_2_SIZE;
    }
    else
    {
        cis_memcpy(bufferJSON, JSON_HEADER, JSON_HEADER_SIZE);
        head = JSON_HEADER_SIZE;
    }

    for (index = 0 ; index < num && head < PRV_JSON_BUFFER_SIZE ; index++)
    {
        int res;

        res = prv_serializeData(targetP + index, NULL, 0, bufferJSON + head, PRV_JSON_BUFFER_SIZE - head);
        if (res < 0) return 0;
        head += res;
    }

    if (head + JSON_FOOTER_SIZE - 1 > PRV_JSON_BUFFER_SIZE) return 0;

    cis_memcpy(bufferJSON + head - 1, JSON_FOOTER, JSON_FOOTER_SIZE);
    head = head - 1 + JSON_FOOTER_SIZE;

    *bufferP = (uint8_t *)cis_malloc(head);
    if (*bufferP == NULL) return 0;
    cis_memcpy(*bufferP, bufferJSON, head);

    return head;
}

#endif






d20171103_d1.6/ciscore/cis_list.c
#include "cis_internals.h"


cis_list_t * cis_list_add(cis_list_t * head,
                              cis_list_t * node)
{
    cis_list_t * target;

    if (NULL == head) 
    {
        return node;
    }

    if (head->id > node->id)
    {
        node->next = head;
        return node;
    }

    target = head;
    while (NULL != target->next && target->next->id < node->id)
    {
        target = target->next;
    }

    node->next = target->next;
    target->next = node;

    return head;
}


cis_list_t * cis_list_find(cis_list_t * head,
                               uint16_t id)
{
    //while (NULL != head && head->id < id)
    //{
    //    head = head->next;
    //}

    while (NULL != head) 
    {
        if(head->id == id)
		{
			return head;
		}
		head = head->next;
    }

    return NULL;
}


cis_list_t * cis_list_remove(cis_list_t * head,
                                 uint16_t id,
                                 cis_list_t ** nodeP)
{
    cis_list_t * target;

    if (head == NULL)
    {
        if (nodeP) 
        {
            *nodeP = NULL;
        }
        return NULL;
    }

    if (head->id == id)
    {
        if (nodeP) 
        {
            *nodeP = head;
        }
        return head->next;
    }

    target = head;
    while (NULL != target->next && target->next->id < id)
    {
        target = target->next;
    }

    if (NULL != target->next && target->next->id == id)
    {
        if (nodeP) 
        {
            *nodeP = target->next;
        }
        target->next = target->next->next;
    }
    else
    {
        if (nodeP) 
        {
            *nodeP = NULL;
        }
    }

    return head;
}

uint16_t cis_list_newId(cis_list_t * head)
{
    uint16_t id;
    cis_list_t * target;

    id = 0;
    target = head;

    while (target != NULL && id == target->id)
    {
        id = target->id + 1;
        target = target->next;
    }

    return id;
}

void cis_list_free(cis_list_t * head)
{
    if (head != NULL)
    {
        cis_list_t * nextP;

        nextP = head->next;
        cis_free(head);
        cis_list_free(nextP);
    }
}





d20171103_d1.6/ciscore/cis_list.h
#ifndef _CIS_LIST_H_
#define _CIS_LIST_H_

#include "cis_def.h"
/*
 * Utility functions for sorted linked list
 */

typedef struct _cis_list_t
{
    struct _cis_list_t * next;
    uint16_t             id; 
} cis_list_t;

// defined in list.c
// Add 'node' to the list 'head' and return the new list
CIS_API cis_list_t *  cis_list_add(cis_list_t * head, cis_list_t * node);
// Return the node with ID 'id' from the list 'head' or NULL if not found
CIS_API cis_list_t *  cis_list_find(cis_list_t * head, uint16_t id);
// Remove the node with ID 'id' from the list 'head' and return the new list
CIS_API cis_list_t *  cis_list_remove(cis_list_t * head, uint16_t id, cis_list_t ** nodeP);
// Return the lowest unused ID in the list 'head'
CIS_API uint16_t      cis_list_newId(cis_list_t * head);
// Free a list. Do not use if nodes contain allocated pointers as it calls lwm2m_free on nodes only.
// If the nodes of the list need to do more than just "free()" their instances, don't use lwm2m_list_free().
CIS_API void          cis_list_free(cis_list_t * head);

#define CIS_LIST_ADD(H,N)   cis_list_add((cis_list_t *)H, (cis_list_t *)N);
#define CIS_LIST_RM(H,I,N)  cis_list_remove((cis_list_t *)H, I, (cis_list_t **)N);
#define CIS_LIST_FIND(H,I)  cis_list_find((cis_list_t *)H, I)
#define CIS_LIST_FREE(H)    cis_list_free((cis_list_t *)H)


#endif //_CIS_LIST_H_





d20171103_d1.6/ciscore/cis_log.c
#include "cis_log.h"
#include "cis_api.h"
#include "cis_internals.h"

#include <ctype.h>


bool     gLogEnabled = true;
uint8_t  gLogLevel = LOG_LEVEL_DEBUG;
uint8_t  gLogExoutput = 0x00;
uint16_t gLogBufferLength = LOG_TEXT_SIZE_MIN;


static void prvPrintIndent(int num)
{
    int i;
    for ( i = 0 ; i < num ; i++)LOG_PRINT("    ");
}

void log_config(bool enable,uint8_t exoutput,uint8_t level,uint16_t bufsize)
{
    gLogEnabled = enable;
    gLogLevel = level;
    gLogExoutput = exoutput;
    bufsize =  CIS_MAX(bufsize,LOG_TEXT_SIZE_MIN);
    bufsize =  CIS_MIN(bufsize,LOG_TEXT_SIZE_MAX);
    gLogBufferLength = bufsize;
}

#if LOG_DUMP_ENABLED
void log_dump(const char* title,const uint8_t * buffer,int length,int indent)
{
    int i;

    if(!gLogEnabled)
    {
        return;
    }

    if (length <= 0)
    {
		 LOG_PRINT("\n");
		 return;
	}

    if(title != NULL)
    {
        LOG_PRINT("->[%s]>>---\r\n",title);
    }
    else
    {
	    LOG_PRINT("-----\r\n");
    }

    i = 0;
    while (i < length)
    {
        uint8_t array[16];
        int j;

		prvPrintIndent(indent);
        cis_memcpy(array, buffer+i, 16);
        for (j = 0 ; j < 16 && i+j < length; j++)
        {
            LOG_PRINT( "%02X ",array[j]);
            if (j%4 == 3) LOG_PRINT( " ");
        }
        if (length > 16)
        {
            while (j < 16)
            {
                LOG_PRINT( "   ");
                if (j%4 == 3) LOG_PRINT( " ");
                j++;
            }
        }
        
        LOG_PRINT( " ");
#ifdef PRINT_DUMP_CHAR        
        for (j = 0 ; j < 16 && i+j < length; j++)
        {
            
            if (isprint(array[j]))
                LOG_PRINT( "%c", array[j]);
            else
                LOG_PRINT( ".");
                
        }
#endif
        LOG_PRINT( "\n");
        i += 16;
    }
    if(title != NULL){
        LOG_PRINT("<-[%s]<<---\r\n",title);
    }else{
        LOG_PRINT("-----\r\n");
    }
}
#endif//LOG_DUMP_ENABLED




d20171103_d1.6/ciscore/cis_log.h
#ifndef _NB_DEBUG_H_
#define _NB_DEBUG_H_


#	include <stdio.h>
#	include <stdarg.h>

#include "cis_if_sys.h"
#include "cis_api.h"
#include "cis_def.h"


#define LOG_EXOUTPUT_TIME_MSK    (0x01)
#define LOG_EXOUTPUT_FILE_MSK    (0x02)
#define LOG_EXOUTPUT_LINE_MSK    (0x04)




#define LOG_LEVEL_ERROR		(0x00)
#define LOG_LEVEL_WARNING	(0x01)
#define LOG_LEVEL_INFO		(0x02)
#define	LOG_LEVEL_DEBUG		(0x03)


#define	LOG_TEXT_SIZE_MIN					(64)
#define	LOG_TEXT_SIZE_MAX					(2048)
#define LOG_PREFIX_SIZE_MAX				    (32)
//////////////////////////////////////////////////////////////////////////
#define	LOG_GLOBAL_ENABLED					1
#define LOG_DUMP_ENABLED                    1
#define LOG_OUTPUT_EXTINFO					1

//////////////////////////////////////////////////////////////////////////
#ifndef LOG_TAG
#define	LOG_TAG				"cis"
#endif

//////////////////////////////////////////////////////////////////////////
#define STRINGIFY(x)  #x
#define STRCONCAT(x, y)  #x#y

#define AJOIN(X, Y) A_DO_JOIN(X, Y)
#define A_DO_JOIN(X, Y) A_DO_JOIN2(X, Y)
#define A_DO_JOIN2(X, Y) X##Y

extern int utils_strlen(const char *str);
extern int utils_vsnprintf(char *buf, size_t buf_size, const char *fmt, va_list args);
extern int utils_snprintf(char* buffer, size_t size, const char* format, ...);

extern bool     gLogEnabled;
extern uint8_t  gLogLevel;
extern uint8_t  gLogExoutput;
extern uint16_t gLogBufferLength;

static inline void logOutput(uint32_t level, const char *tag, const char* format, ...)
{
	va_list va;
	int len, len2,space;
	char* pBuffer;

    if(!gLogEnabled ||
        level > gLogLevel)
        return;

    if(tag == NULL)
		tag = "TAG";

    pBuffer = (char*)cissys_malloc(gLogBufferLength);
    /*space "\n\0"*/
    space = gLogBufferLength - 2;
	len = utils_snprintf(pBuffer, LOG_PREFIX_SIZE_MAX, "#%s,%d:", tag,level);
	utils_snprintf( pBuffer, LOG_PREFIX_SIZE_MAX, "#%s,%d:", tag,level);
    space -= len;
	va_start(va, format);
    len2 = utils_vsnprintf( pBuffer+len, space ,format, va);
	va_end(va);
	len += (len2>0?len2:space);

	if(len < gLogBufferLength - 2){
		pBuffer[len] = '\n';
		pBuffer[len+1] = '\0';
	}else{
		pBuffer[gLogBufferLength - 5] = '.';
		pBuffer[gLogBufferLength - 4] = '.';
		pBuffer[gLogBufferLength - 3] = '?';
		pBuffer[gLogBufferLength - 2] = '\n';
		pBuffer[gLogBufferLength - 1] = '\0';
	}

	cissys_logwrite((uint8_t*)pBuffer,utils_strlen(pBuffer));
    cissys_free(pBuffer);
};



static inline void logData(const char* format, ...)
{
	va_list va;
	int len;
	char* pBuffer;

    if(!gLogEnabled)
        return;
    
    pBuffer = (char*)cissys_malloc(gLogBufferLength);

	va_start(va, format);
	len = utils_vsnprintf( pBuffer,gLogBufferLength - 1,format, va);
	va_end(va);

    if(len < gLogBufferLength - 1){
        pBuffer[len+1] = '\0';
    }

	cissys_logwrite((uint8_t*)pBuffer,utils_strlen(pBuffer));
    cissys_free(pBuffer);
};


#if LOG_GLOBAL_ENABLED
#	if LOG_OUTPUT_EXTINFO

static inline const char* cutFileName(const char* s){
    uint16_t len = utils_strlen(s);
    while((*(s + len) != 0x5C && *(s + len) != 0x2F) && len > 0) len--;
    if(len <= 0)return "";
    return (s + len + 1);
};

#		define LOGE(fmt, ...) logOutput( LOG_LEVEL_ERROR,	LOG_TAG, STRCONCAT( "%s, line:%d, ", fmt), cutFileName(__FILE__), __LINE__, ##__VA_ARGS__)
#		define LOGW(fmt, ...) logOutput( LOG_LEVEL_WARNING, LOG_TAG, STRCONCAT( "%s, line:%d, ", fmt), cutFileName(__FILE__), __LINE__, ##__VA_ARGS__)
#		define LOGI(fmt, ...) logOutput( LOG_LEVEL_INFO,	LOG_TAG, STRCONCAT( "%s, line:%d, ", fmt), cutFileName(__FILE__), __LINE__, ##__VA_ARGS__)
#		define LOGD(fmt, ...) logOutput( LOG_LEVEL_DEBUG,	LOG_TAG, STRCONCAT( "%s, line:%d, ", fmt), cutFileName(__FILE__), __LINE__, ##__VA_ARGS__)
#		define LOG_PRINT(fmt, ...) logData( fmt, ##__VA_ARGS__)
#	else
#		define LOGE(fmt, ...) logOutput( LOG_LEVEL_ERROR,	LOG_TAG, fmt, ##__VA_ARGS__)
#		define LOGW(fmt, ...) logOutput( LOG_LEVEL_WARNING, LOG_TAG, fmt, ##__VA_ARGS__)
#		define LOGI(fmt, ...) logOutput( LOG_LEVEL_INFO,	LOG_TAG, fmt, ##__VA_ARGS__)
#		define LOGD(fmt, ...) logOutput( LOG_LEVEL_DEBUG,	LOG_TAG, fmt, ##__VA_ARGS__)
#		define LOG_PRINT(fmt, ...) logData( fmt, ##__VA_ARGS__)
#	endif
#else
#	define LOGE(fmt, ...) do {} while(0)
#	define LOGW(fmt, ...) do {} while(0)
#	define LOGI(fmt, ...) do {} while(0)
#	define LOGD(fmt, ...) do {} while(0)
#	define LOG_PRINT(fmt, ...) do {} while(0)
#endif

#if LOG_DUMP_ENABLED
#   define DUMP_BUF(b,l)	log_dump(NULL,b,l,0)
#   define LOG_BUF(t,b,l)	log_dump(t,b,l,0)
#else
#	define DUMP_BUF(b,l)    do {} while(0)
#	define LOG_BUF(t,b,l)   do {} while(0)
#endif//LOG_DUMP_ENABLED


#ifdef __cplusplus
extern "C" {
#endif

void log_config(bool enable,uint8_t exoutput,uint8_t level,uint16_t bufsize);

#if LOG_DUMP_ENABLED
void log_dump(const char* title,const uint8_t * buffer,int length,int indent);
#endif//LOG_DUMP_ENABLED


#ifdef __cplusplus
};
#endif

#endif




d20171103_d1.6/ciscore/cis_management.c
#include "cis_internals.h"
#include "std_object/std_object.h"
#include "cis_log.h"
#include <stdio.h>


static int  prv_readAttributes(multi_option_t * query,st_observe_attr_t * attrP);


coap_status_t management_handleRequest(st_context_t * contextP,
                                st_uri_t * uriP,
                                coap_packet_t * message,
                                coap_packet_t * response)
{
    coap_status_t result;
    et_media_type_t format;
    st_server_t* serverP = contextP->server;
    LOGD("Code: %02X, server status: %s", message->code, STR_STATUS(serverP->status));
    
    format = utils_convertMediaType(message->content_type);

	if (uriP->objectId == CIS_SECURITY_OBJECT_ID)
    {
        return COAP_404_NOT_FOUND;
    }
    if (serverP->status != STATE_REGISTERED
      && serverP->status != STATE_REG_UPDATE_NEEDED
      && serverP->status != STATE_REG_UPDATE_NEEDED_WITHOBJECTS
      && serverP->status != STATE_REG_UPDATE_PENDING)
     {
         return COAP_IGNORE;
     }
    
    // TODO: check ACL

    switch (message->code)
    {
    case COAP_GET:
        {
            uint8_t * buffer = NULL;
            size_t length = 0;
            if (IS_OPTION(message, COAP_OPTION_OBSERVE))
            {
                st_data_t * dataP = NULL;
                int size = 0;
               
                result = observe_handleRequest(contextP, uriP, message, response);
                if (COAP_205_CONTENT == result)
                {
                    LOGD("Observe Request[/%d/%d/%d]", uriP->objectId, 
                        CIS_URI_IS_SET_INSTANCE(uriP)?uriP->instanceId:-1, 
                        CIS_URI_IS_SET_RESOURCE(uriP)?uriP->resourceId:-1);
                }
            }
            else if (IS_OPTION(message, COAP_OPTION_ACCEPT)
                  && message->accept_num == 1
                  && message->accept[0] == APPLICATION_LINK_FORMAT)
            {
				st_data_t * dataP = NULL;
				int size = 0;

                format = LWM2M_CONTENT_LINK;
                result = object_discover(contextP, uriP, &size, &dataP,message);

				
				if ( result == COAP_205_CONTENT )
				{
					length = discover_serialize( contextP, uriP, size, dataP, &buffer);
					if ( length <= 0 ) 
					{
						result = COAP_500_INTERNAL_SERVER_ERROR;
					}
				}
				cis_data_free( size, dataP );

            }
            else
            {
                //result = object_read_serialize(contextP, uriP, &format, &buffer, &length,message->mid);

                st_data_t * dataP = NULL;
                int size = 0;

                
                result = object_read(contextP, uriP, &size, &dataP,message);

                if (result == COAP_205_CONTENT)
                {
                    length = data_serialize(uriP, size, dataP, &format,&buffer);
                    if (length == 0)
                    {
                        result = COAP_500_INTERNAL_SERVER_ERROR;
                    }
                }
                data_free(size, dataP);
            }

            if (COAP_205_CONTENT == result)
            {
                if(buffer != NULL){
                    coap_set_header_content_type(response, format);
                    coap_set_payload(response, buffer, length);
                    // handle_packet will free buffer
                }
            }
            else
            {
                cis_free(buffer);
            }
        }
        break;

    case COAP_POST:
        {
            if (!CIS_URI_IS_SET_INSTANCE(uriP))
            {
                //spec 5.4.6
                result = COAP_400_BAD_REQUEST;
            }
            else if (!CIS_URI_IS_SET_RESOURCE(uriP))   //ref: 5.4.3 resource id is not required for write operator
            {
                result = object_write(contextP, uriP, format, message->payload, message->payload_len,message);
            }
            else
            {
                result = object_execute(contextP, uriP, message->payload, message->payload_len,message);
            }
        }
        break;

    case COAP_PUT:
        {
            if (IS_OPTION(message, COAP_OPTION_URI_QUERY))
            {
                st_observe_attr_t attr;

                if (0 == prv_readAttributes(message->uri_query, &attr))
                {
                    result = observe_setParameters(contextP, uriP, &attr,message->mid); 
                }
                else
                {
                    result = COAP_400_BAD_REQUEST;
                }
            }
            else if (CIS_URI_IS_SET_INSTANCE(uriP))
            {
                result = object_write(contextP, uriP, format, message->payload, message->payload_len,message);
            }
            else
            {
                result = COAP_400_BAD_REQUEST;
            }
        }
        break;

    case COAP_DELETE:
#if 0
            if (!LWM2M_URI_IS_SET_INSTANCE(uriP) || LWM2M_URI_IS_SET_RESOURCE(uriP))
            {
                result = COAP_400_BAD_REQUEST;
            }
            else
            {
                result = object_delete(contextP, uriP);
                if (result == COAP_202_DELETED)
                {
                    registration_update_registration(contextP, TRUE);
                }
            }
            }
#endif
        result = COAP_400_BAD_REQUEST;
        break;

    default:
        result = COAP_400_BAD_REQUEST;
        break;
    }

    return result;
}



void management_refreshDirtyServer(st_context_t * contextP)
{
    st_server_t * targetP;
    st_server_t  * nextP;

    // Remove all servers marked as dirty
    targetP = contextP->bootstrapServer;
    contextP->bootstrapServer = NULL;
    if (targetP != NULL)
    {
        nextP = targetP->next;
        if (!targetP->dirty)
        {
            targetP->status = STATE_UNCREATED;
            targetP->next = contextP->bootstrapServer;
            contextP->bootstrapServer = targetP;
        }
        else
        {
            management_destoryServer(contextP,targetP);
        }
        targetP = nextP;
    }

    targetP = contextP->server;
    contextP->server = NULL;
    if (targetP != NULL)
    {
        nextP = targetP->next;
        if (!targetP->dirty)
        {
            targetP->status = STATE_UNCREATED;
            targetP->next = contextP->server;
            contextP->server = targetP;
        }
        else
        {
            management_destoryServer(contextP,targetP);
        }
        targetP = nextP;
    }

}



void* management_createConnect(st_context_t * context,st_server_t* serverP)
{
    LOGD("create connecting to %s", serverP->host);
    cis_ret_t ret;
    if (serverP->sessionH == NULL)
    {
        cisnet_t newNetContext = NULL;
        ret = cisnet_create(&newNetContext,serverP->host);
        if(ret != CIS_RET_OK || newNetContext == NULL)
        {
            return NULL;
        }
        serverP->sessionH = newNetContext;
        serverP->status = STATE_LINK_CREATED;
    }
    return serverP->sessionH;
}


bool management_connectServer(st_context_t * context,st_server_t* serverP)
{
    cis_ret_t ret;
    if(serverP == NULL || serverP->sessionH == NULL)
        return false;

    serverP->status = STATE_CONNECT_PENDING;
    ret = cisnet_connect((cisnet_t)serverP->sessionH);
    if(ret != CIS_RET_OK)
    {
        serverP->status = STATE_BS_FAILED;
        return false;
    }
    return true;
}

void management_disconnectServer(st_context_t * context,st_server_t* serverP)
{
    if(serverP!= NULL && serverP->sessionH != NULL){
        cisnet_disconnect((cisnet_t)serverP->sessionH);
        cisnet_destroy((cisnet_t)serverP->sessionH);
        serverP->status = STATE_LINK_CREATED;
        serverP->sessionH = NULL;
    }
}

void management_destoryServer(st_context_t * context,st_server_t * serverP)
{
    if (serverP == NULL )
    {
        return;
    }
    
    if (serverP->sessionH != NULL)
    {
        cisnet_disconnect((cisnet_t)serverP->sessionH);
        cisnet_destroy((cisnet_t)serverP->sessionH);
        serverP->sessionH = NULL;
    }

    if (NULL != serverP->host)
    {
        cis_free(serverP->host);
    }

    if (NULL != serverP->location)
    {
        cis_free(serverP->location);
    }
    cis_free(serverP);
}


//////////////////////////////////////////////////////////////////////////////////
//private

static int prv_readAttributes(multi_option_t * query,
    st_observe_attr_t * attrP)
{
    int64_t intValue;
    double floatValue;

    cis_memset(attrP, 0, sizeof(st_observe_attr_t));

    while (query != NULL)
    {
        if (utils_strncmp((char *)query->data, ATTR_MIN_PERIOD_STR, ATTR_MIN_PERIOD_LEN) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_MIN_PERIOD)) 
            {
                return -1;
            }
            if (query->len == ATTR_MIN_PERIOD_LEN) 
            {
                return -1;
            }

            if (1 != utils_plainTextToInt64(query->data + ATTR_MIN_PERIOD_LEN, query->len - ATTR_MIN_PERIOD_LEN, &intValue)) 
            {
                return -1;
            }
            if (intValue < 0) 
            {
                return -1;
            }

            attrP->toSet |= ATTR_FLAG_MIN_PERIOD;
            attrP->minPeriod = (cis_time_t)intValue;
        }
        else if (utils_strncmp((char *)query->data, ATTR_MIN_PERIOD_STR, ATTR_MIN_PERIOD_LEN - 1) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_MIN_PERIOD)) 
            {
                return -1;
            }
            if (query->len != ATTR_MIN_PERIOD_LEN - 1) 
            {
                return -1;
            }

            attrP->toClear |= ATTR_FLAG_MIN_PERIOD;
        }
        else if (utils_strncmp((char *)query->data, ATTR_MAX_PERIOD_STR, ATTR_MAX_PERIOD_LEN) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_MAX_PERIOD)) 
            {
                return -1;
            }
            if (query->len == ATTR_MAX_PERIOD_LEN) 
            {
                return -1;
            }

            if (1 != utils_plainTextToInt64(query->data + ATTR_MAX_PERIOD_LEN, query->len - ATTR_MAX_PERIOD_LEN, &intValue)) 
            {
                return -1;
            }
            if (intValue < 0) 
            {
                return -1;
            }

            attrP->toSet |= ATTR_FLAG_MAX_PERIOD;
            attrP->maxPeriod = (cis_time_t)intValue;
        }
        else if (utils_strncmp((char *)query->data, ATTR_MAX_PERIOD_STR, ATTR_MAX_PERIOD_LEN - 1) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_MAX_PERIOD)) 
            {
                return -1;
            }
            if (query->len != ATTR_MAX_PERIOD_LEN - 1) 
            {
                return -1;
            }

            attrP->toClear |= ATTR_FLAG_MAX_PERIOD;
        }
        else if (utils_strncmp((char *)query->data, ATTR_GREATER_THAN_STR, ATTR_GREATER_THAN_LEN) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_GREATER_THAN)) 
            {
                return -1;
            }
            if (query->len == ATTR_GREATER_THAN_LEN) 
            {
                return -1;
            }

            if (1 != utils_plainTextToFloat64(query->data + ATTR_GREATER_THAN_LEN, query->len - ATTR_GREATER_THAN_LEN, &floatValue)) 
            {
                return -1;
            }

            attrP->toSet |= ATTR_FLAG_GREATER_THAN;
            attrP->greaterThan = (float)floatValue;
        }
        else if (utils_strncmp((char *)query->data, ATTR_GREATER_THAN_STR, ATTR_GREATER_THAN_LEN - 1) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_GREATER_THAN)) 
            {
                return -1;
            }
            if (query->len != ATTR_GREATER_THAN_LEN - 1) 
            {
                return -1;
            }

            attrP->toClear |= ATTR_FLAG_GREATER_THAN;
        }
        else if (utils_strncmp((char *)query->data, ATTR_LESS_THAN_STR, ATTR_LESS_THAN_LEN) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_LESS_THAN)) 
            {
                return -1;
            }
            if (query->len == ATTR_LESS_THAN_LEN) 
            {
                return -1;
            }

            if (1 != utils_plainTextToFloat64(query->data + ATTR_LESS_THAN_LEN, query->len - ATTR_LESS_THAN_LEN, &floatValue)) 
            {
                return -1;
            }

            attrP->toSet |= ATTR_FLAG_LESS_THAN;
            attrP->lessThan = (float)floatValue;
        }
        else if (utils_strncmp((char *)query->data, ATTR_LESS_THAN_STR, ATTR_LESS_THAN_LEN - 1) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_LESS_THAN)) 
            {
                return -1;
            }
            if (query->len != ATTR_LESS_THAN_LEN - 1) 
            {
                return -1;
            }

            attrP->toClear |= ATTR_FLAG_LESS_THAN;
        }
        else if (utils_strncmp((char *)query->data, ATTR_STEP_STR, ATTR_STEP_LEN) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_STEP)) 
            {
                return -1;
            }
            if (query->len == ATTR_STEP_LEN) 
            {
                return -1;
            }

            if (1 != utils_plainTextToFloat64(query->data + ATTR_STEP_LEN, query->len - ATTR_STEP_LEN, &floatValue)) 
            {
                return -1;
            }
            if (floatValue < 0) 
            {
                return -1;
            }

            attrP->toSet |= ATTR_FLAG_STEP;
            attrP->step = (float)floatValue;
        }
        else if (utils_strncmp((char *)query->data, ATTR_STEP_STR, ATTR_STEP_LEN - 1) == 0)
        {
            if (0 != ((attrP->toSet | attrP->toClear) & ATTR_FLAG_STEP)) 
            {
                return -1;
            }
            if (query->len != ATTR_STEP_LEN - 1) 
            {
                return -1;
            }

            attrP->toClear |= ATTR_FLAG_STEP;
        }
        else 
        {
            return -1;
        }

        query = query->next;
    }

    return 0;
}


st_server_t* management_makeServerList(st_context_t * contextP,bool bootstrap)
{
    st_object_t * objectP;
    st_object_t * securityObjP = NULL;
    st_object_t * serverObjP = NULL;
    cis_list_t * securityInstP;
    st_server_t* targetServers = NULL;

    for (objectP = contextP->objectList; objectP != NULL; objectP = objectP->next)
    {
        if (objectP->objID == CIS_SECURITY_OBJECT_ID)
        {
            securityObjP = objectP;
        }
    }

    if (NULL == securityObjP)
    {
        return NULL;
    }

    if(bootstrap)
    {
        targetServers = contextP->bootstrapServer;
    }else
    {
        targetServers = contextP->server;
    }
    
    securityInstP = std_object_get_securitys();
    while (securityInstP != NULL)
    {
        if (CIS_LIST_FIND(targetServers, securityInstP->id) == NULL)
        {
            st_data_t * dataP;
            int size;
            st_server_t * targetP;
            bool bootstrapServer;
            int64_t shortID = 0;

            size = 4;
            dataP = data_new(size);
            if (dataP == NULL)
            {
                return NULL;
            }

            dataP[0].id = CIS_SECURITY_BOOTSTRAP_ID;
            dataP[1].id = CIS_SECURITY_SHORT_SERVER_ID;
            dataP[2].id = CIS_SECURITY_HOLD_OFF_ID;
            if(std_object_read_handler(securityInstP->id,&size,&dataP,securityObjP) != CIS_CALLBACK_READ_SUCCESS)
            {
                data_free(size, dataP);
                LOGE("ERROR:makeServer failed.security read error");
                return NULL;
            }

            if (0 == data_decode_bool(dataP + 0, &bootstrapServer))
            {
                data_free(size, dataP);
                LOGE("ERROR:makeServer failed.bootstrap flag get invalid");
                return NULL;
            }

            if (0 == data_decode_int(dataP + 1, &shortID) 
                || shortID <= 0 
                || shortID > 0xFFFF)                // 0 is forbidden as a Short Server ID
            {
                data_free(size, dataP);
                LOGE("ERROR:makeServer failed.short id(%d) is forbidden",shortID);
                return NULL;
            }
            

            if((bootstrapServer?1:0) != (bootstrap?1:0))
            {
                data_free(size, dataP);
                continue;
            }

            targetP = (st_server_t *)cis_malloc(sizeof(st_server_t));
            if (targetP == NULL) {
                data_free(size, dataP);
                return NULL;
            }
            cis_memset(targetP, 0, sizeof(st_server_t));
            targetP->secObjInstID = securityInstP->id;
            targetP->shortID = (uint16_t)shortID;
            targetP->host = std_object_get_server_host(targetP->secObjInstID);
            targetP->status = STATE_UNCREATED;
            targetServers = (st_server_t*)CIS_LIST_ADD(targetServers, targetP);

            data_free(size, dataP);
        }
        securityInstP = securityInstP->next;
    }

    return targetServers;
}








d20171103_d1.6/ciscore/cis_memtrace.c
#include "cis_internals.h"
#include "cis_log.h"

#if CIS_ENABLE_MEMORYTRACE
#define MEMTRACE_FREELIST_MAX       0

typedef struct MemoryEntry {
    struct MemoryEntry* next;
    const char *file;
    const char *function;
    int         lineno;
    size_t      size;
    int         count;
    uint32_t    data[1];
} memory_entry_t;

static memory_entry_t prv_memory_cissys_alloc_list = { NULL,"head","cissys_alloc",0,0,0};
static memory_entry_t prv_memory_free_list = { NULL,"head","cissys_free",0,0,0};


static memory_entry_t* prv_memory_find_previous(memory_entry_t* list, void* memory)
{
    while (NULL != list->next)
    {
        if (list->next->data == memory)
        {
            return list;
        }
        list = list->next;
    }
    return NULL;
}

static void prv_trace_add_free_list(memory_entry_t* remove, const char* file, const char* function, int lineno)
{

#if MEMTRACE_FREELIST_MAX <= 0
    cissys_free(remove);  
    return;
#endif//MEMTRACE_FREELIST_MAX

    remove->next = prv_memory_free_list.next;
    prv_memory_free_list.next = remove;
    remove->file = file;
    remove->function = function;
    remove->lineno = lineno;

    if (prv_memory_free_list.count < MEMTRACE_FREELIST_MAX)
    {
        ++prv_memory_free_list.count;
    }
    else if (NULL != remove->next)
    {
        while (NULL != remove->next->next)
        {
            remove = remove->next;
        }
        cissys_free(remove->next);
        remove->next = NULL;
    }
}

void* cis_trace_malloc(size_t size, const char* file, const char* function, int lineno)
{
    static int counter = 0;
    memory_entry_t* entry = (memory_entry_t*)cissys_malloc(size + sizeof(memory_entry_t));
    entry->next = prv_memory_cissys_alloc_list.next;
    prv_memory_cissys_alloc_list.next = entry;
    ++prv_memory_cissys_alloc_list.count;
    prv_memory_cissys_alloc_list.size += size;
    prv_memory_cissys_alloc_list.lineno = 1;

    entry->file = file;
    entry->function = function;
    entry->lineno = lineno;
    entry->size = size;
    entry->count = ++counter;

    return &(entry->data);
}

void cis_trace_free(void* mem, const char* file, const char* function, int lineno)
{
    if (NULL != mem)
    {
        memory_entry_t* entry = prv_memory_find_previous(&prv_memory_cissys_alloc_list, mem);
        if (NULL != entry)
        {
            memory_entry_t* remove = entry->next;
            entry->next = remove->next;
            --prv_memory_cissys_alloc_list.count;
            prv_memory_cissys_alloc_list.size -= remove->size;
            prv_memory_cissys_alloc_list.lineno = 1;
            prv_trace_add_free_list(remove, file, function, lineno);
        }
        else
        {
            LOG_PRINT("memory: cis_trace_free error (no cissys_alloc) %s, %d, %s\n", file, lineno, function);
            memory_entry_t* entry = prv_memory_find_previous(&prv_memory_free_list, mem);
            if (NULL != entry)
            {
                entry = entry->next;
                LOG_PRINT("memory: already frees at %s, %d, %s\n", entry->file, entry->lineno, entry->function);
            }
        }
    }
}

void trace_print(int loops, int level)
{
    static int counter = 0;
    if (0 == loops)
    {
        counter = 0;
    }
    else
    {
        ++counter;
    }
    if (0 == loops || (((counter % loops) == 0) && prv_memory_cissys_alloc_list.lineno))
    {
        prv_memory_cissys_alloc_list.lineno = 0;
        if (1 == level)
        {
            size_t total = 0;
            int entries = 0;
            memory_entry_t* entry = prv_memory_cissys_alloc_list.next;
            while (NULL != entry)
            {
                LOG_PRINT("memory: #%d, %lu bytes, %s, %d, %s\n", entry->count, (unsigned long) entry->size, entry->file, entry->lineno, entry->function);
                ++entries;
                total += entry->size;
                entry = entry->next;
            }
            if (entries != prv_memory_cissys_alloc_list.count)
            {
                LOG_PRINT("memory: error %d entries != %d\n", prv_memory_cissys_alloc_list.count, entries);
            }
            if (total != prv_memory_cissys_alloc_list.size)
            {
                LOG_PRINT("memory: error %lu total bytes != %lu\n", (unsigned long) prv_memory_cissys_alloc_list.size, (unsigned long) total);
            }
        }
        LOG_PRINT("memory: %d entries, %lu total bytes\n", prv_memory_cissys_alloc_list.count, (unsigned long) prv_memory_cissys_alloc_list.size);
    }
}

void trace_status(int* blocks, size_t* size)
{
    if (NULL != blocks)
    {
        *blocks = prv_memory_cissys_alloc_list.count;
    }

    if (NULL != size)
    {
        *size = prv_memory_cissys_alloc_list.size;
    }
}

#endif





d20171103_d1.6/ciscore/cis_objects.c
#include "cis_internals.h"
#include "std_object/std_object.h"
#include "cis_log.h"

static bool prv_getInstId(uint8_t* inst_bitmap,uint8_t index,cis_iid_t* iid);
static bool prv_checkInstExisted( uint8_t* inst_bitmap, cis_iid_t iid);
static int  prv_getObjectTemplate(uint8_t * buffer, size_t length, uint16_t id);


coap_status_t object_asynAckData(st_context_t * context,st_message_t* message,cis_data_t* value,uint16_t size,cis_ret_t result)
{
    et_media_type_t formatP;
    uint8_t* bufferP;
    uint16_t length;
    coap_packet_t packet[1];

    if (value != NULL)
    {
        formatP = message->format;
        length = data_serialize(&message->uri, size, value, &formatP, &bufferP);
        if (length == 0) 
        {
            LOGD("object_asyn_ack_withdata data serialize failed.");
            return COAP_500_INTERNAL_SERVER_ERROR;
        }
    }else
    {
        LOGD("object_asyn_ack_withdata data is null.");
        return COAP_500_INTERNAL_SERVER_ERROR;
    }

    coap_init_message(packet, COAP_TYPE_ACK, result, message->mid);
    coap_set_header_content_type(packet, formatP);
    coap_set_payload(packet, bufferP, length);
    coap_set_header_token(packet, message->token, message->token_len);
    packet_send(context, packet);
    cis_free(bufferP);

    return COAP_NO_ERROR;
}

coap_status_t object_asynAckNodata(st_context_t * context,st_message_t* message,cis_ret_t result)
{
    coap_packet_t response[1];
    coap_init_message(response,COAP_TYPE_ACK,result, message->mid);
    coap_set_header_token(response, message->token, message->token_len);
    packet_send(context, response);

    return COAP_NO_ERROR;
}


void object_removeAll(st_context_t* context)
{
    while (NULL != context->objectList)
    {
        st_object_t * targetP;
        targetP = context->objectList;
        context->objectList = context->objectList->next;
        if(targetP->instBitmapPtr)
        {
            cis_free(targetP->instBitmapPtr);
        }
        cis_free(targetP);
    }
    context->objectList = NULL;
}



#if CIS_ENABLE_ASYNCALLBACK
coap_status_t object_read(st_context_t * contextP,st_uri_t * uriP, int * sizeP,struct st_cis_data ** dataP,coap_packet_t* message)
{
    coap_status_t result;
    st_object_t * targetP;
    uint8_t* bitmapPtr;
    int32_t count = 0;
    
    
    targetP = (st_object_t *)CIS_LIST_FIND(contextP->objectList, uriP->objectId);
    if (NULL == targetP)
    {
        return COAP_404_NOT_FOUND;
    }

    *dataP = data_new(1);
    if((*dataP) == NULL)
    {
        return COAP_503_SERVICE_UNAVAILABLE;
    }
        
    if (CIS_URI_IS_SET_INSTANCE(uriP))
    {
        (*dataP)->type = cis_data_type_object_instance;
        (*dataP)->value.asChildren.count = targetP->attributeCount;
        bitmapPtr = targetP->instBitmapPtr;
        if( !prv_checkInstExisted( bitmapPtr, uriP->instanceId)) 
        {
            return COAP_404_NOT_FOUND;
        }
    }else{
        uint16_t instIndex;
        cis_iid_t bitpos;
        cis_iid_t bitmapBitcount;

        (*dataP)->type = cis_data_type_object;
        bitmapBitcount = targetP->instBitmapCount;
        
        for( bitpos=0,instIndex=0; bitpos < bitmapBitcount; bitpos++)
        {
            cis_iid_t instanceId;
            bitmapPtr = targetP->instBitmapPtr;
            if(prv_getInstId( bitmapPtr, bitpos,&instanceId))
            {
                count++;
            }
        }

        (*dataP)->value.asChildren.count = count;
    }

    *sizeP = 1;

    result = contextP->callback.onRead(contextP,uriP,*dataP,message->mid);

    if(result == COAP_205_CONTENT){
        packet_asyn_push_message(contextP,message,ASYN_TYPE_READ);
        result = COAP_231_CONTINUE;
    }

    return result;
}
#endif//CIS_ENABLE_ASYNCALLBACK


#if !CIS_ENABLE_ASYNCALLBACK
coap_status_t object_read(st_context_t * contextP,
                               st_uri_t * uriP,
                               int * sizeP,
                               struct st_cis_data ** dataP,
							   coap_packet_t* message)
{
    coap_status_t result;
    st_object_t * targetP;
    uint8_t* bitmapPtr;
    int8_t bitmapBitcount;
    int i;
    
    targetP = (st_object_t *)CIS_LIST_FIND(contextP->objectList, uriP->objectId);
    if (NULL == targetP)
    {
        return COAP_404_NOT_FOUND;
    }

    bitmapPtr = targetP->instBitmapPtr;
    bitmapBitcount = targetP->instBitmapCount;

    if (CIS_URI_IS_SET_INSTANCE(uriP))
    {
        if( !prv_checkInstExisted( bitmapPtr, uriP->instanceId)) 
        {
            return COAP_404_NOT_FOUND;
        }

        // single instance read
        if (CIS_URI_IS_SET_RESOURCE(uriP))
        {
            *sizeP = 1;
            *dataP = data_new(*sizeP);
            if (*dataP == NULL) 
            {
                return COAP_500_INTERNAL_SERVER_ERROR;
            }

			(*dataP)->id = uriP->resourceId;
			result = contextP->callback.onRead(contextP,uriP,*dataP,message->mid);
        }else{
            uint16_t attrcount;

            attrcount = targetP->attributeCount;
            *dataP = data_new(1);
            if((*dataP) == NULL)
            {
                return COAP_503_SERVICE_UNAVAILABLE;
            }
            (*dataP)->type = cis_data_type_object_instance;
            (*dataP)->value.asChildren.count = attrcount;
            (*dataP)->value.asChildren.array = data_new(attrcount);
            if((*dataP)->value.asChildren.array == NULL)
            {
                data_free(1,*dataP);
                return COAP_503_SERVICE_UNAVAILABLE;
            }
            *sizeP = 1;

            for (i=0;i<attrcount;i++)
            {
                (*dataP)->value.asChildren.array[i].id = URI_MAX_ID;
            }
			st_uri_t uri;
			uri_make(targetP->objID,uriP->instanceId,URI_MAX_ID,&uri);
			result = contextP->callback.onRead(contextP,&uri,*dataP,message->mid);

            for (i=0;i<attrcount;i++)
            {
                if((*dataP)->value.asChildren.array[i].id <= -1)
                {
                   data_free(*sizeP,*dataP);
                   data_free(attrcount,(*dataP)->value.asChildren.array);
                   return COAP_503_SERVICE_UNAVAILABLE;
                }
            }

        }
    }
    else
    {
        uint16_t instIndex;
        cis_iid_t bitpos;

        //Get enabled instance count, use this count to malloc
        for( bitpos=0,*sizeP = 0; bitpos < bitmapBitcount; bitpos++)
        {
            if(prv_getInstId( bitmapPtr, bitpos,NULL))
                (*sizeP)++;
        }

        if(*sizeP <= 0)
        {
            return COAP_404_NOT_FOUND;
        }

        *dataP = data_new(*sizeP);
        if (*dataP == NULL) 
        {
            return COAP_500_INTERNAL_SERVER_ERROR;
        }

        result = COAP_500_INTERNAL_SERVER_ERROR;
        for( bitpos=0,instIndex=0; bitpos < bitmapBitcount; bitpos++)
        {
            uint16_t attcount = targetP->attributeCount;
            cis_iid_t instanceId;
            if(prv_getInstId( bitmapPtr, bitpos,&instanceId))
            {
                struct st_cis_data * item = &(*dataP)[instIndex++];
                item->value.asChildren.count = attcount;
                item->value.asChildren.array = data_new(attcount);
                if(item->value.asChildren.array == NULL)
                {
                    data_free(1,*dataP);
                    return COAP_503_SERVICE_UNAVAILABLE;
                }
				st_uri_t uri;
				uri_make(targetP->objID,instanceId,URI_MAX_ID,&uri);
				if(contextP->callback.onRead(contextP,&uri,item,message->mid) != COAP_205_CONTENT)
                {
                    continue;                
                }
                result = COAP_205_CONTENT;
                item->id = instanceId;
                item->type = (cis_datatype_t)cis_data_type_object_instance;
             }
        }

    }

    //LOG_ARG("result: %u.%2u, size: %d", (result & 0xFF) >> 5, (result & 0x1F), *sizeP);
    return result;
}
#endif//!CIS_ENABLE_ASYNCALLBACK

#if 0
coap_status_t object_readSerialize(st_context_t * contextP,
                          st_uri_t * uriP,
                          et_media_type_t * formatP,
                          uint8_t ** bufferP,
                          size_t * lengthP,
						  cis_mid_t msgID)
{
    coap_status_t result;
    st_data_t * dataP = NULL;
    int size = 0;

    
    result = object_read(contextP, uriP, &size, &dataP,msgID);

    if (result == COAP_205_CONTENT)
    {
        *lengthP = data_serialize(uriP, size, dataP, formatP, bufferP);
        if (*lengthP == 0)
        {
            if (*formatP != LWM2M_CONTENT_TEXT
                || size != 1
                || dataP->type != cis_data_type_string
                || dataP->asBuffer.length != 0)
            {
                result = COAP_500_INTERNAL_SERVER_ERROR;
            }
        }
    }
    data_free(size, dataP);

    LOG_ARG("result: %u.%2u, length: %d", (result & 0xFF) >> 5, (result & 0x1F), *lengthP);

    return result;
}

#endif//0




coap_status_t object_write(st_context_t * contextP,
                           st_uri_t * uriP,
                           et_media_type_t format,
                           uint8_t * buffer,
                           size_t length,
						   coap_packet_t* message)
{
    coap_status_t result = COAP_NO_ERROR;
    st_object_t * targetP;
    st_data_t * dataP = NULL;
    st_data_t *instData = NULL;
    int size = 0;

    targetP = (st_object_t *)CIS_LIST_FIND(contextP->objectList, uriP->objectId);
    if (NULL == targetP)
    {
        result = COAP_404_NOT_FOUND;
    }

    if (result == COAP_NO_ERROR && CIS_URI_IS_SET_INSTANCE(uriP))
    {
        if( !prv_checkInstExisted( targetP->instBitmapPtr, uriP->instanceId)) 
        {
            result = COAP_404_NOT_FOUND;
        }
    }

    if (result == COAP_NO_ERROR)
    {
        //NOTE: before object_write called, caller guarantees uriP shall carry instanceID,
        //  So we don't do check the intance ID here.
        // And uriP might NOT carry resource ID while dataP is TLV type and have multiple dataset
        size = data_parse(uriP, buffer, length, format, &dataP);
        if (size <= 0)
        {
            return COAP_406_NOT_ACCEPTABLE;
        }
            

        if(dataP->type == cis_data_type_string ||
            dataP->type == cis_data_type_opaque ||
            dataP->type == cis_data_type_integer ||
            dataP->type == cis_data_type_float ||
            dataP->type == cis_data_type_bool)
        {
            instData = data_new(1);
            instData->id = uriP->instanceId;
            instData->type = cis_data_type_object_instance;
            instData->value.asChildren.array = dataP;
            instData->value.asChildren.count = size;


			result = contextP->callback.onWrite(contextP,uriP,instData,message->mid);

            data_free(1, instData);
        }
        else if(dataP->type == cis_data_type_object_instance ||
            dataP->type == cis_data_type_object)
        {
            instData = dataP;
            result = contextP->callback.onWrite(contextP,uriP,instData,message->mid);
            data_free(size, instData);
        }
        
    }

#if CIS_ENABLE_ASYNCALLBACK
    if(result == CIS_COAP_204_CHANGED){
        packet_asyn_push_message(contextP,message,ASYN_TYPE_WRITE);
        result = COAP_231_CONTINUE;
    }
#endif//CIS_ENABLE_ASYNCALLBACK
    

    return result;
}

coap_status_t object_execute(st_context_t * contextP,
                             st_uri_t * uriP,
                             uint8_t * buffer,
                             size_t length,
							 coap_packet_t* message)
{
    st_object_t * targetP;
	coap_status_t result = COAP_NO_ERROR;
    targetP = (st_object_t *)CIS_LIST_FIND(contextP->objectList, uriP->objectId);
    if (NULL == targetP) 
    {
        return COAP_404_NOT_FOUND;
    }
    
    if (CIS_URI_IS_SET_INSTANCE(uriP))
    {
        if( !prv_checkInstExisted( targetP->instBitmapPtr, uriP->instanceId)) 
        {
            result = COAP_404_NOT_FOUND;
        }
    }

    if(result == COAP_NO_ERROR){
        //NOTE: refer 5.4.5, caller makes sure uriP has carried instanceID, resourceID
        result = contextP->callback.onExec(contextP,uriP,buffer,length,message->mid);
    }
    
#if CIS_ENABLE_ASYNCALLBACK
    if(result == CIS_COAP_204_CHANGED){
        packet_asyn_push_message(contextP,message,ASYN_TYPE_EXECUTE);
        result = COAP_231_CONTINUE;
    }
#endif//CIS_ENABLE_ASYNCALLBACK

    return result;
}

coap_status_t object_discover( st_context_t * contextP,
	st_uri_t * uriP,
	int * sizeP,
	struct st_cis_data ** dataP,
	coap_packet_t* message)
{
	coap_status_t result;
	st_object_t * targetP;
	uint8_t* bitmapPtr;
	int8_t bitmapBitcount;
	int i;

	targetP = (st_object_t *)CIS_LIST_FIND(contextP->objectList, uriP->objectId);
	if (NULL == targetP)
	{
		return COAP_404_NOT_FOUND;
	}

	bitmapPtr = targetP->instBitmapPtr;
	bitmapBitcount = targetP->instBitmapCount;

	if (CIS_URI_IS_SET_INSTANCE(uriP))
	{
		if( !prv_checkInstExisted( bitmapPtr, uriP->instanceId)) 
		{
			return COAP_404_NOT_FOUND;
		}

		// single instance read
		if (CIS_URI_IS_SET_RESOURCE(uriP))
		{
			*sizeP = 1;
			*dataP = data_new(*sizeP);
			if (*dataP == NULL) 
			{
				return COAP_500_INTERNAL_SERVER_ERROR;
			}

			(*dataP)->id = uriP->resourceId;
			result = contextP->callback.onDiscover(contextP,uriP,*dataP,message->mid);
		}else{
			uint16_t rescount = targetP->actionCount + targetP->attributeCount;
			*dataP = data_new(1);
			if((*dataP) == NULL)
			{
				return COAP_503_SERVICE_UNAVAILABLE;
			}
			(*dataP)->value.asChildren.count = rescount;
			(*dataP)->value.asChildren.array = data_new(rescount);
			if((*dataP)->value.asChildren.array == NULL)
			{
				data_free(1,*dataP);
				return COAP_503_SERVICE_UNAVAILABLE;
			}
			*sizeP = 1;

			for (i=0;i<rescount;i++)
			{
				(*dataP)->value.asChildren.array[i].id = URI_MAX_ID;
			}
			st_uri_t uri;
			uri_make(targetP->objID,uriP->instanceId,URI_MAX_ID,&uri);
			result = contextP->callback.onDiscover(contextP,&uri,*dataP,message->mid);

			for (i=0;i<rescount;i++)
			{
				if((*dataP)->value.asChildren.array[i].id <= -1)
				{
					data_free(*sizeP,*dataP);
					data_free(rescount,(*dataP)->value.asChildren.array);
					return COAP_503_SERVICE_UNAVAILABLE;
				}
			}

		}

		if(result == CIS_RET_OK)
		{
			result = COAP_205_CONTENT;
		}
	}
	else
	{
		uint16_t instIndex;
		cis_iid_t bitpos;

		//Get enabled instance count, use this count to malloc
		for( bitpos=0,*sizeP = 0; bitpos < bitmapBitcount; bitpos++)
		{
			if(prv_getInstId( bitmapPtr, bitpos,NULL))
				(*sizeP)++;
		}

		if(*sizeP <= 0)
		{
			return COAP_404_NOT_FOUND;
		}

		*dataP = data_new(*sizeP);
		if (*dataP == NULL) 
		{
			return COAP_500_INTERNAL_SERVER_ERROR;
		}

		result = COAP_205_CONTENT;
		for( bitpos=0,instIndex=0; bitpos < bitmapBitcount; bitpos++)
		{
            uint16_t rescount = targetP->attributeCount + targetP->actionCount;
			cis_iid_t instanceId;
			if(prv_getInstId( bitmapPtr, bitpos,&instanceId))
			{
                st_uri_t uri;
				struct st_cis_data * item = &(*dataP)[instIndex++];
				item->value.asChildren.count = rescount;
				item->value.asChildren.array = data_new(rescount);
				if(item->value.asChildren.array == NULL)
				{
					data_free(1,*dataP);
					return COAP_503_SERVICE_UNAVAILABLE;
				}
                for (i=0;i<rescount;i++)
                {
                    item->value.asChildren.array[i].id = URI_MAX_ID;
                }
				uri_make(targetP->objID,instanceId,URI_MAX_ID,&uri);
				result = contextP->callback.onDiscover(contextP,&uri,item,message->mid);
				//URI_MAX_ID
				if( result != COAP_205_CONTENT) 
				{
					continue;
				}
				item->type = (cis_datatype_t)cis_data_type_object_instance;
				item->id = instanceId;
			}
		}

	}

	//LOG_ARG("result: %u.%2u, size: %d", (result & 0xFF) >> 5, (result & 0x1F), *sizeP);
	return result;
}

bool object_isInstanceNew(st_context_t * contextP,
                          cis_oid_t  objectId,
                          cis_iid_t  instanceId)
{
    st_object_t * targetP;

    targetP = (st_object_t *)CIS_LIST_FIND(contextP->objectList, objectId);
    if (targetP != NULL)
    {
        
        uint8_t* bitmapPtr = targetP->instBitmapPtr;
        uint8_t bitmapBytes = targetP->instBitmapBytes;
        if( bitmapBytes == 0) 
        {
            return false;
        }

        if( !prv_checkInstExisted( bitmapPtr, instanceId))
        {
            return false;
        }
    }

    return true;
}


int object_getRegisterPayload(st_context_t * contextP,
                           uint8_t * buffer,
                           size_t bufferLen)
{
    size_t index;
    int result;
    st_object_t * objectP;
    int i;


    // index can not be greater than bufferLen
    index = 0;

    result = utils_stringCopy((char *)buffer, bufferLen, REG_START);
    if (result < 0) 
    {
        return 0;
    }
    index += result;

    if ((contextP->altPath != NULL)
     && (contextP->altPath[0] != 0))
    {
        result = utils_stringCopy((char *)buffer + index, bufferLen - index, contextP->altPath);
    }
    else
    {
        result = utils_stringCopy((char *)buffer + index, bufferLen - index, REG_DEFAULT_PATH);
    }
    if (result < 0) 
    {
        return 0;
    }
    index += result;

    result = utils_stringCopy((char *)buffer + index, bufferLen - index, REG_LWM2M_RESOURCE_TYPE);
    if (result < 0) 
    {
        return 0;
    }
    index += result;

    for (objectP = contextP->objectList; objectP != NULL; objectP = objectP->next)
    {
        size_t start;
        size_t length;

        start = index;
        result = prv_getObjectTemplate(buffer + index, bufferLen - index, objectP->objID);
        if (result < 0) 
        {
            return 0;
        }
        length = result;
        index += length;

        uint8_t* bitmapPtr = objectP->instBitmapPtr;
        uint8_t bitmapBytes = objectP->instBitmapBytes;
        int bitmapCount = objectP->instBitmapCount;

        if (bitmapBytes == 0)
        {
            index--;  //NOTE: remove the prepended '/'
            result = utils_stringCopy((char *)buffer + index, bufferLen - index, REG_PATH_END);
            if (result < 0) 
            {
                return 0;
            }
            index += result;
        }
        else
        {
            for(i=0; i<bitmapCount; i++)
            {
                cis_iid_t instanceId;;
                if(!prv_getInstId( bitmapPtr, i , &instanceId)) 
                {
                    continue;
                }

                if (bufferLen - index <= length) 
                {
                    return 0;
                }

                if (index != start + length)
                {
                    cis_memcpy(buffer + index, buffer + start, length);
                    index += length;
                }

                result = utils_intCopy((char *)buffer + index, bufferLen - index, instanceId);
                if (result < 0) 
                {
                    return 0;
                }
                index += result;

                result = utils_stringCopy((char *)buffer + index, bufferLen - index, REG_PATH_END);
                if (result < 0) 
                {
                    return 0;
                }
                index += result;
            }
        }
    }

    if (index > 0)
    {
        index = index - 1;  // remove trailing ','
    }

    buffer[index] = 0;

    return index;
}






//////////////////////////////////////////////////////////////////////////


static bool prv_getInstId(uint8_t* inst_bitmap,uint8_t index,cis_iid_t* iid)
{
    if (inst_bitmap == NULL)
    {
        return 0;
    }

    uint8_t bytes = index / 8;
    uint8_t bits = index % 8;

    if ((*(inst_bitmap + bytes) >> (7 - bits)) & 0x01) {
        if(iid != NULL)*iid = index;
        return true;
    }
    return false;
}



static bool prv_checkInstExisted( uint8_t* inst_bitmap, cis_iid_t iid)
{
    uint8_t bytes = iid / 8;
    uint8_t bits = iid % 8;
    if(inst_bitmap == NULL)return true;
    return (((*(inst_bitmap + bytes) >> (7 - bits)) & 0x01) > 0);
    return false;
}


static int prv_getObjectTemplate(uint8_t * buffer, size_t length, uint16_t id)
{
    int index;
    int result;

    if (length < REG_OBJECT_MIN_LEN) 
    {
        return -1;
    }

    buffer[0] = '<';
    buffer[1] = '/';
    index = 2;

    result = utils_intCopy((char *)buffer + index, length - index, id);
    if (result < 0) 
    {
        return -1;
    }
    index += result;

    if (length - index < REG_OBJECT_MIN_LEN - 3) 
    {
        return -1;
    }
    buffer[index] = '/';
    index++;

    return index;
}







d20171103_d1.6/ciscore/cis_observe.c
#include "cis_internals.h"
#include "cis_log.h"

static st_observed_t * prv_findObserved(st_context_t * contextP,st_uri_t * uriP);
static void prv_unlinkObserved(st_context_t * contextP,st_observed_t * observedP);
static st_observed_t * prv_getObserved(st_context_t * contextP,st_uri_t * uriP);



coap_status_t observe_asynAckNodata(st_context_t * context,st_message_t* message,cis_ret_t result)
{
    st_observed_t* observedP;
    st_uri_t* uriP = &message->uri;
    coap_packet_t packet[1];

    if(message->type == ASYN_TYPE_OBSERVE)
    {
        if (!CIS_URI_IS_SET_INSTANCE(uriP) && CIS_URI_IS_SET_RESOURCE(uriP)) 
        {
            return COAP_400_BAD_REQUEST;
        }
        if (message->token_len == 0) 
        {
            return COAP_400_BAD_REQUEST;
        }

        observedP = prv_findObserved(context, uriP);
        if (observedP == NULL) 
        {
            return COAP_500_INTERNAL_SERVER_ERROR;
        }        
    }else
    if(message->type == ASYN_TYPE_OBSERVE_CANCEL)
    {
        observe_cancel(context, URI_MAX_ID, NULL);
        
    }else{
        return COAP_400_BAD_REQUEST;
    }

    coap_init_message(packet, COAP_TYPE_ACK, result, message->mid);
    coap_set_header_token(packet, message->token, message->token_len);
    coap_set_header_observe(packet, observedP->counter++);
    packet_send(context, packet);

    return COAP_205_CONTENT;
}




coap_status_t observe_asynNotify(st_context_t * context,const st_observed_t* observe,st_data_t* data,uint16_t count)
{
    st_observed_t* target;
    coap_packet_t packet[1];


    et_media_type_t formatP;
    uint8_t* bufferP;
    uint16_t length;
    


    if(count < 0 || data == NULL || observe == NULL){
        return COAP_400_BAD_REQUEST;
    }

    for (target = context->observedList ; target != NULL ; target = target->next)
    {
        if (target->msgid ==  observe->msgid)
            break;
    }

    if(target == NULL){
        return COAP_404_NOT_FOUND;
    }

    if(CIS_URI_IS_SET_INSTANCE(&target->uri) && CIS_URI_IS_SET_RESOURCE(&target->uri))
    {
        if(count > 1)
        {
            return COAP_400_BAD_REQUEST;
        }else
            if(!uri_exist(&target->uri,&observe->uri))
            {
                return COAP_400_BAD_REQUEST;
            }
    }


    if (data != NULL)
    {
        formatP = target->format;
        length = data_serialize(&target->uri, count, data, &formatP, &bufferP);
        if (length == 0) 
        {
            LOGD("object_asyn_ack_withdata data serialize failed.");
            return COAP_500_INTERNAL_SERVER_ERROR;
        }
    }else
    {
        LOGD("object_asyn_ack_withdata data is null.");
        return COAP_500_INTERNAL_SERVER_ERROR;
    }
    

    coap_init_message(packet, COAP_TYPE_ACK, COAP_205_CONTENT,0);
    coap_set_header_content_type(packet, formatP);
    coap_set_payload(packet, bufferP, length);
    target->lastTime = utils_gettime_s();
    target->lastMid = context->nextMID++;
    packet->mid = target->lastMid;
    coap_set_header_token(packet, target->token, target->tokenLen);
    coap_set_header_observe(packet, target->counter++);
    packet_send(context, packet);
    cis_free(bufferP);
    target->update = false;

    return COAP_205_CONTENT;
}


void observe_removeAll(st_context_t* contextP)
{
    while (NULL != contextP->observedList)
    {
        st_observed_t * targetP;

        targetP = contextP->observedList;
        contextP->observedList = contextP->observedList->next;

        if( targetP->parameters != NULL)
        {
            cis_free(targetP->parameters);
        }

        cis_free(targetP);
    }
}



coap_status_t observe_handleRequest(st_context_t * contextP,st_uri_t * uriP,
	coap_packet_t * message,coap_packet_t * response)
{
    uint32_t flag;
    bool isCancel;
    coap_status_t result;
   
    if (!CIS_URI_IS_SET_INSTANCE(uriP) && CIS_URI_IS_SET_RESOURCE(uriP)) 
    {
        return COAP_400_BAD_REQUEST;
    }
    if (message->token_len == 0) 
    {
        return COAP_400_BAD_REQUEST;
    }

    coap_get_header_observe(message, &flag);
    isCancel = (flag > 0 ? true:false);
    result = contextP->callback.onObserve(contextP,uriP,isCancel,message->mid);
    if (COAP_205_CONTENT != result)
    {
        return result;
    }

    if(flag == 0){
        st_observed_t *observedP;
        observedP = prv_getObserved(contextP, uriP);
        if (observedP == NULL) 
        {
            return COAP_500_INTERNAL_SERVER_ERROR;
        }

        observedP->actived = true;
        observedP->msgid = message->mid;
        observedP->tokenLen = message->token_len;
        cis_memcpy(observedP->token, message->token, message->token_len);
        observedP->lastTime = utils_gettime_s();
        coap_set_header_observe(response, observedP->counter++);

#if CIS_ENABLE_ASYNCALLBACK
        packet_asyn_push_message(contextP,message,ASYN_TYPE_OBSERVE);
#endif//CIS_ENABLE_ASYNCALLBACK

    }
    else if(flag == 1)
    {
        observe_cancel(contextP, URI_MAX_ID, uriP);
#if CIS_ENABLE_ASYNCALLBACK
        packet_asyn_push_message(contextP,message,ASYN_TYPE_OBSERVE_CANCEL);
#endif//CIS_ENABLE_ASYNCALLBACK
    }else{
        return COAP_400_BAD_REQUEST;
    }





    return result;
}


//NOTE: if mid==LWM2M_MAX_ID then find observed_obj by uriP and remove it from list
//     else find observed_obj which lastMid=mid and remove it from list
void observe_cancel(st_context_t * contextP,
                    uint16_t mid, 
                    st_uri_t* uriP)
{
	st_observed_t * observedP;

	LOGD("observe_cancel mid: %d", mid);

	if( mid == URI_MAX_ID)
	{
		observedP = prv_getObserved( contextP, uriP);
		if( observedP != NULL)
		{
			prv_unlinkObserved(contextP, observedP);
			cis_free(observedP);
		}
		return;
	}


	for (observedP = contextP->observedList;
		observedP != NULL;
		observedP = observedP->next)
	{
		if ( observedP->lastMid == mid)
		{
			prv_unlinkObserved(contextP, observedP);
			cis_free(observedP);
			return;
		}
	}

	return;
}

coap_status_t observe_setParameters(st_context_t * contextP,
	st_uri_t * uriP,
	st_observe_attr_t * attrP,
    cis_mid_t mid)
{
	LOG_URI(uriP);
	LOGD("toSet: %08X, toClear: %08X, minPeriod: %d, maxPeriod: %d, greaterThan: %f, lessThan: %f, step: %f",
		attrP->toSet, attrP->toClear, attrP->minPeriod, attrP->maxPeriod, attrP->greaterThan, attrP->lessThan, attrP->step);

	if (!CIS_URI_IS_SET_INSTANCE(uriP) && CIS_URI_IS_SET_RESOURCE(uriP)) 
	{
		return COAP_400_BAD_REQUEST;
	}
    
	st_observed_t *targetP = prv_getObserved(contextP, uriP);
	if (targetP == NULL) 
	{
		return COAP_500_INTERNAL_SERVER_ERROR;
	}
    
	// Check rule “lt” value + 2*”stp” values < “gt” value
	if ((((attrP->toSet | (targetP->parameters?targetP->parameters->toSet:0)) & ~attrP->toClear) & ATTR_FLAG_NUMERIC) == ATTR_FLAG_NUMERIC)
	{
		float gt;
		float lt;
		float stp;

		if (0 != (attrP->toSet & ATTR_FLAG_GREATER_THAN))
		{
			gt = (float)attrP->greaterThan;
		}
		else
		{
			gt = (float)targetP->parameters->greaterThan;
		}
		if (0 != (attrP->toSet & ATTR_FLAG_LESS_THAN))
		{
			lt = (float)attrP->lessThan;
		}
		else
		{
			lt = (float)targetP->parameters->lessThan;
		}
		if (0 != (attrP->toSet & ATTR_FLAG_STEP))
		{
			stp = (float)attrP->step;
		}
		else
		{
			stp = (float)targetP->parameters->step;
		}

		if (lt + (2 * stp) >= gt) 
		{
			return COAP_400_BAD_REQUEST;
		}
	}

	if (targetP->parameters == NULL)
	{
		if (attrP->toSet != 0)
		{
			targetP->parameters = (st_observe_attr_t *)cis_malloc(sizeof(st_observe_attr_t));
			if (targetP->parameters == NULL) 
			{
				return COAP_500_INTERNAL_SERVER_ERROR;
			}
			cis_memcpy(targetP->parameters, attrP, sizeof(st_observe_attr_t));
		}
	}
	else
	{
		targetP->parameters->toSet &= ~attrP->toClear;
		if (attrP->toSet & ATTR_FLAG_MIN_PERIOD)
		{
			targetP->parameters->minPeriod = attrP->minPeriod;
		}
		if (attrP->toSet & ATTR_FLAG_MAX_PERIOD)
		{
			targetP->parameters->maxPeriod = attrP->maxPeriod;
		}
		if (attrP->toSet & ATTR_FLAG_GREATER_THAN)
		{
			targetP->parameters->greaterThan = attrP->greaterThan;
		}
		if (attrP->toSet & ATTR_FLAG_LESS_THAN)
		{
			targetP->parameters->lessThan = attrP->lessThan;
		}
		if (attrP->toSet & ATTR_FLAG_STEP)
		{
			targetP->parameters->step = attrP->step;
		}
	}

	LOGD("Final toSet: %08X, minPeriod: %d, maxPeriod: %d, greaterThan: %f, lessThan: %f, step: %f",
		targetP->parameters->toSet, targetP->parameters->minPeriod, targetP->parameters->maxPeriod, targetP->parameters->greaterThan, targetP->parameters->lessThan, targetP->parameters->step);

    if(contextP->callback.onSetParams == NULL){
        return COAP_500_INTERNAL_SERVER_ERROR;
    }
    contextP->callback.onSetParams(contextP,uriP,*attrP,mid);


	return COAP_204_CHANGED;
}

st_observed_t * observe_findByUri(st_context_t * contextP,
	st_uri_t * uriP)
{
	return prv_findObserved( contextP, uriP);
}

st_observed_t * observe_findByMsgid(st_context_t * contextP, cis_mid_t mid)
{
    st_observed_t * targetP;
    targetP = contextP->observedList;
    while (targetP != NULL)
    {
        if (targetP->msgid == mid)
        {
            return targetP;
        }
        targetP = targetP->next;
    }

    return NULL;
}

void observe_resource_value_changed(st_context_t * contextP,
	st_uri_t * uriP)
{
	st_observed_t * targetP;

	targetP = prv_findObserved( contextP, uriP);
	if( targetP != NULL)
	{
		targetP->update = true;
	}

}


void observe_step(st_context_t * contextP,
	cis_time_t currentTime,
	cis_time_t * timeoutP)
{
#if !CIS_ENABLE_ASYNCALLBACK
    st_observed_t * targetP;
	//LOGD("fall in observe_step");
	for (targetP = contextP->observedList ; targetP != NULL ; targetP = targetP->next)
	{
		uint8_t * buffer = NULL;
		size_t length = 0;
		st_data_t * dataP = NULL;
		int size = 0;
		double floatValue = 0;
		int64_t integerValue = 0;
		bool storeValue = false;
		et_media_type_t format = LWM2M_CONTENT_TEXT;
		coap_packet_t message[1];
		cis_time_t interval;
        bool readflag = false;
		
		bool notify = false;

        if(!targetP->actived)continue; 
		if (targetP->update == true)
		{
			if (CIS_URI_IS_SET_RESOURCE(&targetP->uri))
			{
				// value changed, should we notify the server ?

				if (targetP->parameters == NULL || targetP->parameters->toSet == 0)
				{
					// no conditions
					notify = true;
					LOGD("Notify with no conditions:");
					LOG_URI(&(targetP->uri));
				}

				if (targetP->parameters != NULL
					&& (targetP->parameters->toSet & ATTR_FLAG_MIN_PERIOD) != 0)
				{
					LOGD("Checking minimal period (%d s)", targetP->parameters->minPeriod);

					if (targetP->lastTime + targetP->parameters->minPeriod > currentTime)
					{
						// Minimum Period did not elapse yet
						interval = targetP->lastTime + targetP->parameters->minPeriod - currentTime;
						if (*timeoutP > interval) 
						{
							*timeoutP = interval;
						}
						notify = false;
						return;
					}
					else
					{
						LOGD("Notify on minimal period");
						notify = true;
					}
				 }

                //Object_readData will do instance-exist inside, so we don't do instace check here
                if (COAP_205_CONTENT != object_read(contextP, &targetP->uri, &size, &dataP,message)) 
                {
                    continue;
                }
                readflag = true;
                switch (dataP->type)
                {
                case cis_data_type_integer:
                    {
                        if (1 != data_decode_int(dataP, &integerValue)) 
                        {
                            continue;
                        }
                        storeValue = true;
                        break;
                    }
                case cis_data_type_float:
                    {
                        if (1 != data_decode_float(dataP, &floatValue)) 
                        {
                            continue;
                        }
                        storeValue = true;
                        break;
                    }
                default:
                    break;
                }


			    if (notify == false
				    && targetP->parameters != NULL
				    && (targetP->parameters->toSet & ATTR_FLAG_NUMERIC) != 0)
			    {
				    if ((targetP->parameters->toSet & ATTR_FLAG_LESS_THAN) != 0)
				    {
					    LOGD("Checking lower treshold");
					    // Did we cross the lower treshold ?
					    switch (dataP->type)
					    {
					    case cis_data_type_integer:
						    {
							    if ((integerValue <= targetP->parameters->lessThan
								    && targetP->lastValue.asInteger > targetP->parameters->lessThan)
								    || (integerValue >= targetP->parameters->lessThan
								    && targetP->lastValue.asInteger < targetP->parameters->lessThan))
							    {
								    LOGD("Notify on lower treshold crossing");
								    notify = true;
							    }
							    break;
						    }
					    case cis_data_type_float:
						    {
							    if ((floatValue <= targetP->parameters->lessThan
								    && targetP->lastValue.asFloat > targetP->parameters->lessThan)
								    || (floatValue >= targetP->parameters->lessThan
								    && targetP->lastValue.asFloat < targetP->parameters->lessThan))
							    {
								    LOGD("Notify on lower treshold crossing");
								    notify = true;
							    }
							    break;
						    }
					    default:
						    break;
					    }
				    }
				    if ((targetP->parameters->toSet & ATTR_FLAG_GREATER_THAN) != 0)
				    {
					    LOGD("Checking upper treshold");
					    // Did we cross the upper treshold ?
					    switch (dataP->type)
					    {
					    case cis_data_type_integer:
						    {
							    if ((integerValue <= targetP->parameters->greaterThan
								    && targetP->lastValue.asInteger > targetP->parameters->greaterThan)
								    || (integerValue >= targetP->parameters->greaterThan
								    && targetP->lastValue.asInteger < targetP->parameters->greaterThan))
							    {
								    LOGD("Notify on lower upper crossing");
								    notify = true;
							    }
							    break;
						    }
					    case cis_data_type_float:
						    {
							    if ((floatValue <= targetP->parameters->greaterThan
								    && targetP->lastValue.asFloat > targetP->parameters->greaterThan)
								    || (floatValue >= targetP->parameters->greaterThan
								    && targetP->lastValue.asFloat < targetP->parameters->greaterThan))
							    {
								    LOGD("Notify on lower upper crossing");
								    notify = true;
							    }
							    break;
						    }
					    default:
						    break;
					    }
				    }
				    if ((targetP->parameters->toSet & ATTR_FLAG_STEP) != 0)
				    {
					    LOGD("Checking step");

					    switch (dataP->type)
					    {
					    case cis_data_type_integer:
						    {
							    int64_t diff;

							    diff = integerValue - targetP->lastValue.asInteger;
							    if ((diff < 0 && (0 - diff) >= targetP->parameters->step)
								    || (diff >= 0 && diff >= targetP->parameters->step))
							    {
								    LOGD("Notify on step condition");
								    notify = true;
							    }
						    }
						    break;
					    case cis_data_type_float:
						    {
							    double diff;

							    diff = floatValue - targetP->lastValue.asFloat;
							    if ((diff < 0 && (0 - diff) >= targetP->parameters->step)
								    || (diff >= 0 && diff >= targetP->parameters->step))
							    {
								    LOGD("Notify on step condition");
								    notify = true;
							    }
						    }
						    break;
					    default:
						    break;
					    }
				    }
			    }
		    }

            if (targetP->parameters != NULL
                && (targetP->parameters->toSet & ATTR_FLAG_MIN_PERIOD) != 0)
            {
                LOGD("Checking minimal period (%d s)", targetP->parameters->minPeriod);

                if (targetP->lastTime + targetP->parameters->minPeriod > currentTime)
                {
                    // Minimum Period did not elapse yet
                    interval = targetP->lastTime + targetP->parameters->minPeriod - currentTime;
                    if (*timeoutP > interval) 
                    {
                        *timeoutP = interval;
                    }
                    notify = false;
                }
                else
                {
                    LOGD("Notify on minimal period");
                    notify = true;
                }
            }
        }

		// Is the Maximum Period reached ?
		if (notify == false
			&& targetP->parameters != NULL
			&& (targetP->parameters->toSet & ATTR_FLAG_MAX_PERIOD) != 0)
		{
			LOGD("Checking maximal period (%d s)", targetP->parameters->minPeriod);

			if (targetP->lastTime + targetP->parameters->maxPeriod <= currentTime)
			{
				LOGD("Notify on maximal period");
				notify = true;
			}
		}

		if (notify == true)
		{
			if (CIS_URI_IS_SET_RESOURCE(&targetP->uri))
			{
				if (readflag == false && COAP_205_CONTENT != object_read(contextP, &targetP->uri, &size, &dataP,message)) 
				{
					continue;
				}
				switch (dataP->type)
				{
				case cis_data_type_integer:
					{
						if (1 != data_decode_int(dataP, &integerValue)) 
						{
							continue;
						}
						storeValue = true;
						break;
					}
				case cis_data_type_float:
					{
						if (1 != data_decode_float(dataP, &floatValue)) 
						{
							continue;
						}
						storeValue = true;
						break;
					}
				default:
					break;
				}
			}

			if (buffer == NULL)
			{
                
                if(dataP == NULL){
                    if (readflag == false && COAP_205_CONTENT != object_read(contextP, &targetP->uri, &size, &dataP,message)) 
                    {
                        continue;
                    }
                }

				if (dataP != NULL)
				{
					length = data_serialize(&targetP->uri, size, dataP, &format, &buffer);
					if (length == 0) 
					{
						break;
					}
				}
           
				/*
                else
                {
                    if (COAP_205_CONTENT != object_readSerialize(contextP, &targetP->uri, &format, &buffer, &length,-1))
                    {
                        buffer = NULL;
                        break;
                    }
                }
                */
				coap_init_message(message, COAP_TYPE_NON, COAP_205_CONTENT, 0);
				coap_set_header_content_type(message, format);
				coap_set_payload(message, buffer, length);
			}
			targetP->lastTime = currentTime;
			targetP->lastMid = contextP->nextMID++;
			message->mid = targetP->lastMid;
			coap_set_header_token(message, targetP->token, targetP->tokenLen);
			coap_set_header_observe(message, targetP->counter++);
		    packet_send(contextP, message);
			targetP->update = false;
		}

		// Store this value
		if (notify == true && storeValue == true)
		{
			switch (dataP->type)
			{
			case cis_data_type_integer:
				{
					targetP->lastValue.asInteger = integerValue;
					break;
				}
			case cis_data_type_float:
				{
					targetP->lastValue.asFloat = floatValue;
					break;
				}
			default:
				break;
			}
		}

		if (targetP->parameters != NULL && (targetP->parameters->toSet & ATTR_FLAG_MAX_PERIOD) != 0)
		{
			// update timers
			interval = targetP->lastTime + targetP->parameters->maxPeriod - currentTime;
			if (timeoutP != NULL && *timeoutP > interval) 
			{
				*timeoutP = interval;
			}
		}
		if (dataP != NULL) 
		{
			data_free(size, dataP);
		}
		if (buffer != NULL) 
		{
			cis_free(buffer);
		}
	}
#endif //!CIS_ENABLE_ASYNCALLBACK
}














//////////////////////////////////////////////////////////////////////////
//private



static st_observed_t * prv_findObserved(st_context_t * contextP,st_uri_t * uriP)
{
    st_observed_t * targetP;

    //
    targetP = contextP->observedList;
    while (targetP != NULL)
    {
        if (targetP->uri.objectId == uriP->objectId)
        {
            if ((!CIS_URI_IS_SET_INSTANCE(uriP) && !CIS_URI_IS_SET_INSTANCE(&(targetP->uri)))
                || (CIS_URI_IS_SET_INSTANCE(uriP) && CIS_URI_IS_SET_INSTANCE(&(targetP->uri)) && (uriP->instanceId == targetP->uri.instanceId)))
            {
                if((CIS_URI_IS_SET_RESOURCE(uriP) && CIS_URI_IS_SET_RESOURCE(&(targetP->uri))) && (uriP->resourceId == targetP->uri.resourceId)
                    || (!CIS_URI_IS_SET_RESOURCE(uriP) && !CIS_URI_IS_SET_RESOURCE(&(targetP->uri))))
                {
                    return targetP;
                }
            }
        }
        targetP = targetP->next;
    }

    //LOGD("Found nothing");
    return NULL;
}

static void prv_unlinkObserved(st_context_t * contextP,st_observed_t * observedP)
{
    st_uri_t uri;
    uri_make(observedP->uri.objectId,observedP->uri.instanceId,observedP->uri.resourceId,&uri);

    contextP->callback.onObserve(contextP,&uri,false,observedP->msgid);

    if (contextP->observedList == observedP)
    {
        contextP->observedList = contextP->observedList->next;
    }
    else
    {
        st_observed_t * parentP;

        parentP = contextP->observedList;
        while (parentP->next != NULL
            && parentP->next != observedP)
        {
            parentP = parentP->next;
        }
        if (parentP->next != NULL)
        {
            parentP->next = parentP->next->next;
        }
    }
}


static st_observed_t * prv_getObserved(st_context_t * contextP,st_uri_t * uriP)
{
    st_observed_t * observedP;

    observedP = prv_findObserved(contextP, uriP);
    if (observedP == NULL)
    {
        observedP = (st_observed_t *)cis_malloc(sizeof(st_observed_t));
        if (observedP == NULL) return NULL;
        cis_memset(observedP, 0, sizeof(st_observed_t));
        cis_memcpy(&(observedP->uri), uriP, sizeof(st_uri_t));
        observedP->actived = false;
        observedP->format = LWM2M_CONTENT_TEXT;
        contextP->observedList = (st_observed_t *)CIS_LIST_ADD(contextP->observedList,observedP);
    }
    return observedP;
}
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#include "cis_internals.h"
#include "cis_log.h"

static void prv_handle_reset(st_context_t * contextP,
                         coap_packet_t * message)
{
    LOGD("fall in prv_handle_reset");
    observe_cancel(contextP, message->mid,NULL);
}

static coap_status_t prv_handle_request(st_context_t * contextP,
                                    void * fromSessionH,
                                    coap_packet_t * message,
                                    coap_packet_t * response)
{
    st_uri_t * uriP;
    st_server_t * serverP;
    coap_status_t result = (coap_status_t)COAP_IGNORE;
    uriP = uri_decode(contextP->altPath, message->uri_path);
    if (uriP == NULL) return COAP_400_BAD_REQUEST;

    switch(uriP->flag & URI_MASK_TYPE)
    {
    case URI_FLAG_DM:
    {    
        serverP = contextP->server;        
        if (serverP != NULL && serverP->sessionH == fromSessionH)
        {
            result = management_handleRequest(contextP, uriP, message, response);
        }

#if CIS_ENABLE_BOOTSTRAP
        else
        {
            serverP = utils_findBootstrapServer(contextP, fromSessionH);
            if (serverP != NULL)
            {
                result = bootstrap_handleCommand(contextP, uriP,  serverP,message, response);
            }
        }
#endif
    }
    break;

#if CIS_ENABLE_BOOTSTRAP
    //case URI_FLAG_DELETE_ALL:
    //    if (COAP_DELETE != message->code)
    //    {
    //        result = COAP_400_BAD_REQUEST;
    //    }
    //    else
    //    {
    //        result = bootstrap_handleDeleteAll(contextP, fromSessionH);
    //    }
    //    break;

    case URI_FLAG_BOOTSTRAP:
        if (message->code == COAP_POST)
        {
            serverP = utils_findBootstrapServer(contextP, fromSessionH);
            if (serverP != NULL)
            {
                result = bootstrap_handleFinish(contextP, serverP);
            }
        }
        break;
#endif

    default:
        result = (coap_status_t)COAP_IGNORE;
        break;
    }

    coap_set_status_code(response, result);

    if (COAP_IGNORE < result && result < COAP_400_BAD_REQUEST)
    {
        result = COAP_NO_ERROR;
    }

    cis_free(uriP);
    return result;
}


bool packet_asyn_push_message(st_context_t * context,const coap_packet_t* packet,et_asyn_type_t type)
{
    st_message_t* nodeP;
    st_uri_t* uriP;

    LOGD("asyn push message id:%d\n",packet->mid);
    nodeP = context->messageList;
    while(nodeP!=NULL){
        if(packet->mid == nodeP->mid){
            return false;
        }
        nodeP = nodeP->next;
    }
    
    nodeP = (st_message_t*)cis_malloc(sizeof(st_message_t));
    if(nodeP == NULL)return false;
    cis_memset(nodeP, 0, sizeof(nodeP));

    uriP = uri_decode(context->altPath, packet->uri_path);
    if (uriP == NULL) return false;
	nodeP->format = utils_convertMediaType(packet->content_type);
    cis_memcpy(nodeP->token,packet->token,packet->token_len);
	nodeP->token_len = packet->token_len;
	nodeP->type = type;
    nodeP->uri = *uriP;
    nodeP->mid = packet->mid;
    nodeP->time = utils_gettime_s();
    context->messageList = (st_message_t *)CIS_LIST_ADD(context->messageList,nodeP);
    cis_free(uriP);
    return true;
}

void packet_asyn_remove_message(st_context_t * context,cis_mid_t mid,st_message_t** node)
{
    LOGD("asyn remove message id:%d",mid);
    context->messageList = (st_message_t * )CIS_LIST_RM((cis_list_t *)context->messageList, mid,node);
    cis_free(*node);
    *node = NULL;
}


void packet_asyn_removeAll(st_context_t * context)
{
    while (NULL != context->messageList)
    {
        st_message_t * targetP;

        targetP = context->messageList;
        context->messageList = context->messageList->next;

        cis_free(context);
    }
    context->messageList = NULL;
}


/* This function is an adaptation of function coap_receive() from Erbium's er-coap-13-engine.c.
 * Erbium is Copyright (c) 2013, Institute for Pervasive Computing, ETH Zurich
 * All rights reserved.
 */
void packet_handle_packet(st_context_t * contextP,
                        void * fromSessionH,
                        uint8_t * buffer,
						int length)
{
    coap_status_t coap_error_code = COAP_NO_ERROR;
    static coap_packet_t message[1];
    static coap_packet_t response[1];

    if(buffer == NULL || length <= 0)
        return;
    
    coap_error_code = coap_parse_message(message, buffer, (uint16_t)length);
    if (coap_error_code == COAP_NO_ERROR)
    {
        LOGD("Parsed: ver %u, type %u, tkl %u, code %u.%.2u, mid %u, Content type: %d",
                message->version, message->type, message->token_len, message->code >> 5, message->code & 0x1F, message->mid, message->content_type);
        
        if (message->code >= COAP_GET && message->code <= COAP_DELETE)
        {

#if CIS_ENABLE_BLOCK
            uint32_t block_num = 0;
            uint16_t block_size = REST_MAX_CHUNK_SIZE;
            uint32_t block_offset = 0;
            int64_t new_offset = 0;
#endif//CIS_ENABLE_BLOCK
            /* prepare response */
            if (message->type == COAP_TYPE_CON)
            {
                /* Reliable CON requests are answered with an ACK. */
                coap_init_message(response, COAP_TYPE_ACK, COAP_205_CONTENT, message->mid);
            }
            else
            {
                /* Unreliable NON requests are answered with a NON as well. */
                coap_init_message(response, COAP_TYPE_NON, COAP_205_CONTENT, contextP->nextMID++);
            }

            /* mirror token */
            if (message->token_len)
            {
                coap_set_header_token(response, message->token, message->token_len);
            }

#if CIS_ENABLE_BLOCK
            /* get offset for blockwise transfers */
             if (coap_get_header_block2(message, &block_num, NULL, &block_size, &block_offset))
             {
                 LOGD("Blockwise: block request %u (%u/%u) @ %u bytes", block_num, block_size, REST_MAX_CHUNK_SIZE, block_offset);
                 block_size = MIN(block_size, REST_MAX_CHUNK_SIZE);
                 new_offset = block_offset;
             }
#endif//CIS_ENABLE_BLOCK
			 // get server
			 st_server_t * serverP = contextP->server;
			 //serverP = prv_findServer(contextP, fromSessionH);
#if CIS_ENABLE_BOOTSTRAP
			 if (serverP == NULL)
			 {
				 serverP = utils_findBootstrapServer(contextP, fromSessionH);
			 }
#endif//LWM2M_BOOTSTRAP
            /* handle block1 option */
            if (IS_OPTION(message, COAP_OPTION_BLOCK1))
            {
                //NOTE:we removed block implementation in current
#if CIS_ENABLE_BLOCK

                if (serverP == NULL)
                {
                    coap_error_code = COAP_500_INTERNAL_SERVER_ERROR;
                }
                else
                {
	                // parse block1 header
	                uint32_t block1_num;
	                uint8_t  block1_more;
	                uint16_t block1_size;
	                coap_get_header_block1(message, &block1_num, &block1_more, &block1_size, NULL);
	                LOGD("Blockwise: block1 request NUM %u (SZX %u/ SZX Max%u) MORE %u", block1_num, block1_size, REST_MAX_CHUNK_SIZE, block1_more);

	                // handle block 1
	                uint8_t * complete_buffer = NULL;
	                size_t complete_buffer_size;
	                coap_error_code = coap_block1_handler(&contextP->server->block1Data, message->mid, message->payload, message->payload_len, block1_size, block1_num, block1_more ? true : false, &complete_buffer, &complete_buffer_size);

	                // if payload is complete, replace it in the coap message.
	                if (coap_error_code == COAP_NO_ERROR)
	                {
	                    message->payload = complete_buffer;
	                    message->payload_len = complete_buffer_size;
	                }
	                else if (coap_error_code == COAP_231_CONTINUE)
	                {
	                    block1_size = MIN(block1_size, REST_MAX_CHUNK_SIZE);
	                    coap_set_header_block1(response,block1_num, block1_more,block1_size);
	                }
				}
#else
                coap_error_code = COAP_501_NOT_IMPLEMENTED;
#endif//CIS_ENABLE_BLOCK
            }
            if (coap_error_code == COAP_NO_ERROR)
            {
                coap_error_code = prv_handle_request(contextP, fromSessionH, message, response);
			}
			if (coap_error_code==COAP_NO_ERROR)
			{
#if CIS_ENABLE_BLOCK
                if ( IS_OPTION(message, COAP_OPTION_BLOCK2) )
                {
                    /* unchanged new_offset indicates that resource is unaware of blockwise transfer */
                    if (new_offset==block_offset)
                    {
                        LOGD("Blockwise: unaware resource with payload length %u/%u", response->payload_len, block_size);
                        if (block_offset >= response->payload_len)
                        {
                            LOGD("handle_incoming_data(): block_offset >= response->payload_len");

                            response->code = COAP_402_BAD_OPTION;
                            coap_set_payload(response, "BlockOutOfScope", 15); /* a const char str[] and sizeof(str) produces larger code size */
                        }
                        else
                        {
                            coap_set_header_block2(response, block_num, response->payload_len - block_offset > block_size, block_size);
                            coap_set_payload(response, response->payload+block_offset, MIN(response->payload_len - block_offset, block_size));
                        } /* if (valid offset) */
                    }
                    else
                    {
                        /* resource provides chunk-wise data */
                        LOGD("Blockwise: blockwise resource, new offset %d", (int) new_offset);
                        coap_set_header_block2(response, block_num, new_offset!=-1 || response->payload_len > block_size, block_size);
                        if (response->payload_len > block_size) coap_set_payload(response, response->payload, block_size);
                    } /* if (resource aware of blockwise) */
                }
                else if (new_offset!=0)
                {
                    LOGD("Blockwise: no block option for blockwise resource, using block size %u", REST_MAX_CHUNK_SIZE);

                    coap_set_header_block2(response, 0, new_offset!=-1, REST_MAX_CHUNK_SIZE);
                    coap_set_payload(response, response->payload, MIN(response->payload_len, REST_MAX_CHUNK_SIZE));
                } /* if (blockwise request) */
#endif//CIS_ENABLE_BLOCK
				coap_error_code = packet_send(contextP, response);

				cis_free(response->payload);
				response->payload = NULL;
				response->payload_len = 0;
			}
			else if (coap_error_code != COAP_IGNORE)
			{
				if (1 == coap_set_status_code(response, coap_error_code))
				{
					coap_error_code = packet_send(contextP, response);
				}
			}

        }
        else
        {
            /* Responses */
            switch (message->type)
            {
            case COAP_TYPE_NON:
            case COAP_TYPE_CON:
                {
                    bool done = transaction_handleResponse(contextP,message, response);
                    if (!done && message->type == COAP_TYPE_CON )
                    {
                        coap_init_message(response, COAP_TYPE_ACK, 0, message->mid);
                        coap_error_code = packet_send(contextP, response);
                    }
                }
                break;

            case COAP_TYPE_RST:
                /* Cancel possible subscriptions. */
                {
                    prv_handle_reset(contextP, message);
                    transaction_handleResponse(contextP,message, NULL);
                    break;
                  }

            case COAP_TYPE_ACK:
                {
                    transaction_handleResponse(contextP, message, NULL);
                    break;
                 }

            default:
                break;
            }
        } /* Request or Response */
        coap_free_header(message);
    } /* if (parsed correctly) */
    else
    {
        LOGD("Message parsing failed %u.%2u", coap_error_code >> 5, coap_error_code & 0x1F);
    }

    if (coap_error_code != COAP_NO_ERROR && coap_error_code != COAP_IGNORE)
    {
        LOGD("ERROR %u: %s", coap_error_code, coap_error_message);

        /* Set to sendable error code. */
        if (coap_error_code >= COAP_UNKOWN_ERROR)
        {
            coap_error_code = COAP_500_INTERNAL_SERVER_ERROR;
        }
        /* Reuse input buffer for error message. */
        coap_init_message(message, COAP_TYPE_ACK, coap_error_code, message->mid);
        coap_set_payload(message, coap_error_message, utils_strlen(coap_error_message));
        packet_send(contextP, message);
    }
}


void packet_step(st_context_t *context, cis_time_t currentTime,cis_time_t * timeoutP)
{
    uint8_t* buffer;
    uint32_t length;
    cisnet_t netContext;
	st_message_t * targetP,* delP;
	cis_time_t interval;
    
    if(context->server == NULL && context->bootstrapServer == NULL)
    {
        return;
    }

	//if(context->state == STATE_BS_INITIATED || context->state == STATE_BS_HOLD_OFF || context->state == STATE_BS_PENDING)
	//{
	//	netContext = (cisnet_t)context->bootstrapServer->sessionH;
	//}else
	//{
		targetP = context->messageList;

		while(targetP != NULL)
	{
		interval = currentTime - targetP->time;
		if (timeoutP != NULL && *timeoutP > interval) 
		{
			*timeoutP = interval;
		}
		if(interval > CIS_CONFIG_ASYNPACKET_TIMEOUT)
		{
            delP = targetP;
            targetP = targetP->next;
            packet_asyn_remove_message(context,delP->mid,&delP);
            continue;
		}

        targetP = targetP->next;
	}
	//	netContext = (cisnet_t)context->server->sessionH;
	//}
    
    //ctx = (cisnet_t)context->server->sessionH;
		if(context->server != NULL)
		{
			netContext = (cisnet_t)context->server->sessionH;
		}else if(context->server == NULL && context->bootstrapServer !=NULL)
		{
			netContext = (cisnet_t)context->bootstrapServer->sessionH;
		}
    
    if(cisnet_read(netContext,&buffer,&length) == CIS_RET_OK){
        LOGI("-Recv Buffer %d bytes---",length);
        LOG_BUF("Recv",buffer,length);
        packet_handle_packet(context,(void*)netContext,buffer,length);
        cisnet_free(netContext,buffer,length);
    }

	return;
}



coap_status_t packet_send(st_context_t * contextP,
    coap_packet_t * message)
{
    coap_status_t result = COAP_500_INTERNAL_SERVER_ERROR;
    uint8_t * pktBuffer;
    size_t pktBufferLen = 0;
    size_t allocLen;
	void * sessionH;
#if CIS_ENABLE_ASYNCALLBACK
    if(message->code == COAP_231_CONTINUE){
        return COAP_NO_ERROR;
    }
#endif

    allocLen = coap_serialize_get_size(message);
    if (allocLen == 0) 
    {
        return COAP_500_INTERNAL_SERVER_ERROR;
    }

    pktBuffer = (uint8_t *)cis_malloc(allocLen);
    if (pktBuffer != NULL)
    {
        pktBufferLen = coap_serialize_message(message, pktBuffer);
        if (0 != pktBufferLen)
        {
            LOGI("-[Pack]Send Buffer %d bytes---",pktBufferLen);
            LOG_BUF("Send",pktBuffer,pktBufferLen);
			if (contextP->state == PUMP_STATE_BOOTSTRAPPING || contextP->state == PUMP_STATE_BOOTSTRAPPING)
			{
				sessionH = contextP->bootstrapServer->sessionH;
			} 
			else
			{
				sessionH = contextP->server->sessionH;
			}
			if(cisnet_write((cisnet_t)sessionH, pktBuffer, pktBufferLen) == CIS_RET_OK)
				//if(cisnet_write((cisnet_t)contextP->server->sessionH, pktBuffer, pktBufferLen) == CIS_RET_OK)
            {
                result = COAP_NO_ERROR;
            }
        }
        cis_free(pktBuffer);
    }

    return result;
}
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#include "cis_internals.h"
#include "cis_log.h"

#define MAX_LOCATION_LENGTH 10      // utils_strlen("/rd/65534") + 1

static int prv_getRegistrationQuery(st_context_t * contextP,
                                    st_server_t * server,
                                    char * buffer,
                                    size_t length)
{
    int index;
    int res;

    index = utils_stringCopy(buffer, length, "?ep=");
    if (index < 0) 
    {
        return 0;
    }
    res = utils_stringCopy(buffer + index, length - index, contextP->endpointName);
    if (res < 0) 
    {
        return 0;
    }
    index += res;

    res = utils_stringCopy(buffer + index, length - index, "&b=U");
    
    /*switch (server->binding)
    {
    case BINDING_U:
        res = utils_stringCopy(buffer + index, length - index, "&b=U");
        break;        
    case BINDING_UQ:
        res = utils_stringCopy(buffer + index, length - index, "&b=UQ");
        break;
    case BINDING_S:
         res = utils_stringCopy(buffer + index, length - index, "&b=S");
         break;
     case BINDING_SQ:
         res = utils_stringCopy(buffer + index, length - index, "&b=SQ");
         break;
     case BINDING_US:
         res = utils_stringCopy(buffer + index, length - index, "&b=US");
         break;
     case BINDING_UQS:
         res = utils_stringCopy(buffer + index, length - index, "&b=UQS");
         break;
    default:
        res = -1;
    }*/

    if (res < 0) 
    {
        return 0;
    }

    return index + res;
}

static void prv_handleRegistrationReply(st_transaction_t * transacP,
                                        void * message)
{
    coap_packet_t * packet = (coap_packet_t *)message;
    st_server_t * targetP = (st_server_t*)(transacP->server);
    if(targetP == NULL){
        LOGE("ERROR:Registration failed,server is NULL");
        return;
    }

    if (targetP->status == STATE_REG_PENDING)
    {
        cis_time_t tv_sec = utils_gettime_s();
        if (tv_sec >= 0)
        {
            targetP->registration = tv_sec;
        }
        if (packet != NULL && packet->code == COAP_201_CREATED)
        {
            targetP->status = STATE_REGISTERED;
            if (NULL != targetP->location)
            {
                cis_free(targetP->location);
            }
            targetP->location = coap_get_multi_option_as_string(packet->location_path);

            LOGI("Registration successful");
        }
        else
        {
            targetP->status = STATE_REG_FAILED;
            LOGE("ERROR:Registration failed");
        }
    }
}

#define PRV_QUERY_BUFFER_LENGTH 200

// send the registration for the server
static coap_status_t prv_register(st_context_t * contextP)
{
    
    char* query = NULL;
    uint8_t* payload = NULL;  
    int query_length = 0;
    int payload_length = 0;
    st_transaction_t * transaction = NULL;
    coap_status_t result = COAP_NO_ERROR; 

    st_server_t* server = contextP->server;
    query = (char*)cis_malloc(CIS_COFNIG_REG_QUERY_SIZE);
    if(query == NULL){
        result = COAP_500_INTERNAL_SERVER_ERROR;
        goto TAG_END;
    }
    payload = (uint8_t*)cis_malloc(CIS_COFNIG_REG_PAYLOAD_SIZE);
    if(payload == NULL){
        result = COAP_500_INTERNAL_SERVER_ERROR;
        goto TAG_END;
    }

    payload_length = object_getRegisterPayload(contextP, payload, CIS_COFNIG_REG_PAYLOAD_SIZE);
    if (payload_length == 0) 
    {
       result = COAP_500_INTERNAL_SERVER_ERROR;
       goto TAG_END;
    }
    
    query_length = prv_getRegistrationQuery(contextP, contextP->server, query, CIS_COFNIG_REG_QUERY_SIZE);

    if (query_length == 0) 
    {
        result = COAP_500_INTERNAL_SERVER_ERROR;
        goto TAG_END;
    }

    if (0 != contextP->lifetime)
    {
        int res;

        res = utils_stringCopy(query + query_length, PRV_QUERY_BUFFER_LENGTH - query_length, QUERY_DELIMITER QUERY_LIFETIME);
        if (res < 0) 
        {
            result = COAP_500_INTERNAL_SERVER_ERROR;
            goto TAG_END;
        }
        query_length += res;
        res = utils_intCopy(query + query_length, PRV_QUERY_BUFFER_LENGTH - query_length, contextP->lifetime);
        if (res < 0) 
        {
            result = COAP_500_INTERNAL_SERVER_ERROR;
            goto TAG_END;
        }
        query_length += res;
    }

    if (NULL == server->sessionH) return COAP_503_SERVICE_UNAVAILABLE;
	
    transaction = transaction_new(COAP_TYPE_CON, COAP_POST, NULL, NULL, contextP->nextMID++, 4, NULL);
    if (transaction == NULL) 
    {
        result = COAP_500_INTERNAL_SERVER_ERROR;
        goto TAG_END;
    }

    coap_set_header_uri_path(transaction->message, "/"URI_REGISTRATION_SEGMENT);
    coap_set_header_uri_query(transaction->message, query);
    coap_set_header_content_type(transaction->message, LWM2M_CONTENT_LINK);
    coap_set_payload(transaction->message, payload, payload_length);

    transaction->callback = prv_handleRegistrationReply;
    transaction->userData = (void *)contextP;
    transaction->server = contextP->server;
    contextP->transactionList = (st_transaction_t *)CIS_LIST_ADD(contextP->transactionList, transaction);
    if ( ! transaction_send(contextP, transaction)) 
    {
        result = COAP_500_INTERNAL_SERVER_ERROR;
        goto TAG_END;
    }

    server->status = STATE_REG_PENDING;

TAG_END:
    cis_free(query);
    cis_free(payload);
    return result;
}

static void prv_handleRegistrationUpdateReply(st_transaction_t * transacP,
                                              void * message)
{
    coap_packet_t * packet = (coap_packet_t *)message;
    st_server_t * targetP = (st_server_t *)(transacP->server);
    if(targetP == NULL){
        LOGE("ERROR:Registration update failed,server is NULL");
        return;
    }

    if (targetP->status == STATE_REG_UPDATE_PENDING)
    {
        cis_time_t tv_sec = utils_gettime_s();
        if (tv_sec >= 0)
        {
            targetP->registration = tv_sec;
        }
        if (packet != NULL && packet->code == COAP_204_CHANGED)
        {
            targetP->status = STATE_REGISTERED;
            LOGD("Registration update successful");
        }
        else
        {
            targetP->status = STATE_REG_FAILED;
            LOGE("ERROR:Registration update failed");
        }
    }
}

static coap_status_t prv_updateRegistration(st_context_t * contextP,
                                  bool withObjects)
{
    char* query = NULL;
    uint8_t* payload = NULL;
    int payload_length = 0;
    int query_length = 0;
    st_transaction_t * transaction = NULL;
    coap_status_t result = COAP_NO_ERROR;
    st_server_t* server = contextP->server;

    if (contextP->transactionList != NULL)
    {
        return COAP_NO_ERROR;
    }

    query = (char*)cis_malloc(CIS_COFNIG_REG_QUERY_SIZE);
    if(query == NULL){
        result = COAP_500_INTERNAL_SERVER_ERROR;
        goto TAG_END;
    }
    payload = (uint8_t*)cis_malloc(CIS_COFNIG_REG_PAYLOAD_SIZE);
    if(payload == NULL){
        result = COAP_500_INTERNAL_SERVER_ERROR;
        goto TAG_END;
    }

    transaction = transaction_new(COAP_TYPE_CON, COAP_POST, NULL, NULL, contextP->nextMID++, 4, NULL);
    if (transaction == NULL) 
    {
        result = COAP_500_INTERNAL_SERVER_ERROR;
        goto TAG_END;

    }

    coap_set_header_uri_path(transaction->message, server->location);

    if (withObjects == TRUE)
    {
        payload_length = object_getRegisterPayload(contextP, payload, CIS_COFNIG_REG_PAYLOAD_SIZE);
        if (payload_length == 0)
        {
            transaction_free(transaction);
            result =COAP_500_INTERNAL_SERVER_ERROR;
            goto TAG_END;
        }
        coap_set_payload(transaction->message, payload, payload_length);
    }


    query_length = prv_getRegistrationQuery(contextP, contextP->server, query,CIS_COFNIG_REG_QUERY_SIZE);

    if (query_length == 0) 
    {
        transaction_free(transaction);
        result =COAP_500_INTERNAL_SERVER_ERROR;
        goto TAG_END;
    }

    if (0 != contextP->lifetime)
    {
        int res;

        res = utils_stringCopy(query + query_length, PRV_QUERY_BUFFER_LENGTH - query_length, QUERY_DELIMITER QUERY_LIFETIME);
        if (res < 0) 
        {
            transaction_free(transaction);
            result =COAP_500_INTERNAL_SERVER_ERROR;
            goto TAG_END;
        }
        query_length += res;
        res = utils_intCopy(query + query_length, PRV_QUERY_BUFFER_LENGTH - query_length, contextP->lifetime);
        if (res < 0) 
        {
            transaction_free(transaction);
            result =COAP_500_INTERNAL_SERVER_ERROR;
            goto TAG_END;
        }
        query_length += res;
    }



    transaction->callback = prv_handleRegistrationUpdateReply;
    transaction->userData = (void *) contextP;
    transaction->server = contextP->server;

    contextP->transactionList = (st_transaction_t *)CIS_LIST_ADD(contextP->transactionList, transaction);
    if (transaction_send(contextP, transaction))
    {
        server->status = STATE_REG_UPDATE_PENDING;
        goto TAG_END;
    }

    
TAG_END:
    cis_free(payload);
    cis_free(query);
    return result;
}

// update the registration
int registration_update_registration(st_context_t * contextP,bool withObjects)
{
    st_server_t * targetP;
    uint8_t result = COAP_NO_ERROR;
    uint16_t shortServerID = 0;
	
    LOGD("update_registration state: %s", STR_STATE(contextP->state));

    result = COAP_NO_ERROR;

    targetP = contextP->server;
    if(targetP == NULL)
    {
        // no server found
        LOGE("ERROR: no server found for update registration!");
        result = COAP_404_NOT_FOUND;
    }

    if (targetP->status == STATE_REGISTERED
        || targetP->status == STATE_REG_UPDATE_PENDING)
    {
        if(withObjects){
            targetP->status = STATE_REG_UPDATE_NEEDED_WITHOBJECTS;
        }else{
            targetP->status = STATE_REG_UPDATE_NEEDED;
        }
        
        return COAP_NO_ERROR;
    }
    else
    {
        return COAP_400_BAD_REQUEST;
    }

    return result;
}

coap_status_t registration_start(st_context_t * contextP)
{
    st_server_t * targetP;
    uint8_t result;

    result = COAP_NO_ERROR;

    targetP = contextP->server;
    while (targetP != NULL && result == COAP_NO_ERROR)
    {
        if (targetP->status == STATE_CONNECTED
         || targetP->status == STATE_REG_FAILED)
        {
            result = prv_register(contextP);
        }
        targetP = targetP->next;
    }

    return result;
}


/*
 * Returns STATE_REG_PENDING if at least one registration is still pending
 * Returns STATE_REGISTERED if no registration is pending and there is at least one server the client is registered to
 * Returns STATE_REG_FAILED if all registration failed.
 */
et_status_t registration_getStatus(st_context_t * contextP)
{
    st_server_t * targetP;
    et_status_t reg_status;

    targetP = contextP->server;
    reg_status = STATE_REG_FAILED;

    if (targetP != NULL)
    {
        switch (targetP->status)
        {
            case STATE_REGISTERED:
            case STATE_REG_UPDATE_NEEDED:
            case STATE_REG_UPDATE_NEEDED_WITHOBJECTS:
            case STATE_REG_UPDATE_PENDING:
                {
                    if (reg_status == STATE_REG_FAILED)
                    {
                        reg_status = STATE_REGISTERED;
                    }
                    break;
                }
            case STATE_REG_PENDING:
                {
                   reg_status = STATE_REG_PENDING;
                    break;
                }

            case STATE_REG_FAILED:
            case STATE_DEREG_PENDING:
            case STATE_UNCREATED:
            default:
                break;
        }
    }

    return reg_status;
}

static void prv_handleDeregistrationReply(st_transaction_t * transacP,
                                          void * message)
{
    st_server_t * targetP;

    targetP = (st_server_t *)(transacP->server);
    if (NULL != targetP)
    {
        if (targetP->status == STATE_DEREG_PENDING)
        {
            targetP->status = STATE_UNCREATED;
        }
    }
}

void registration_deregister(st_context_t * contextP)
{
    st_transaction_t * transaction;
    st_server_t* serverP;

    serverP = contextP->server;
    if(serverP != NULL)
    {

        LOGD("State: %s, serverP->status: %s", STR_STATE(contextP->state), STR_STATUS(serverP->status));

        if (serverP->status == STATE_UNCREATED
         || serverP->status == STATE_CONNECTED
         || serverP->status == STATE_REG_PENDING
         || serverP->status == STATE_DEREG_PENDING
         || serverP->status == STATE_REG_FAILED
         || serverP->location == NULL)
        {
            return;
        }

        transaction = transaction_new(COAP_TYPE_CON, COAP_DELETE, NULL, NULL, contextP->nextMID++, 4, NULL);
        if (transaction == NULL) 
        {
            return;
        }

        coap_set_header_uri_path(transaction->message, serverP->location);

        transaction->callback = prv_handleDeregistrationReply;
        transaction->userData = (void *) contextP;
        transaction->server = serverP;
        contextP->transactionList = (st_transaction_t *)CIS_LIST_ADD(contextP->transactionList, transaction);
        if (transaction_send(contextP, transaction) == TRUE)
        {
            serverP->status = STATE_DEREG_PENDING;
        }
    }
}


// update the registration if needed
// check if the registration expired
void registration_step(st_context_t * contextP,
                       cis_time_t currentTime,
                       cis_time_t * timeoutP)
{
    st_server_t * targetP = contextP->server;

    if (targetP != NULL)
    {
        switch (targetP->status)
        {
        case STATE_REGISTERED:
            {
                cis_time_t nextUpdate;
                cis_time_t interval;

                nextUpdate = contextP->lifetime;
                if (COAP_MAX_TRANSMIT_WAIT < nextUpdate)
                {
                    nextUpdate -= ((cis_time_t)COAP_MAX_TRANSMIT_WAIT);
                }
                else
                {
                    //nextUpdate = nextUpdate >> 1;
                }

                interval = targetP->registration + nextUpdate - currentTime;
                if (0 >= interval)
                {
                    LOGW("WARNNING:lifetime timeout.");
                    contextP->callback.onEvent(contextP,CIS_EVENT_LIFETIME_TIMEOUT);
                }
                else if (timeoutP != NULL && interval < *timeoutP)
                {
                    *timeoutP = interval;
                }
            }
            break;
        case STATE_REG_UPDATE_NEEDED:
            prv_updateRegistration(contextP, false);
            break;
        case STATE_REG_UPDATE_NEEDED_WITHOBJECTS:
            prv_updateRegistration(contextP, true);
            break;
        case STATE_REG_FAILED:
            if (contextP->server->sessionH != NULL)
            {
                cisnet_disconnect((cisnet_t)contextP->server->sessionH);
                cisnet_destroy((cisnet_t)contextP->server->sessionH);
                contextP->server->sessionH = NULL;
            }
            break;

        default:
            break;
        }
    }

}






d20171103_d1.6/ciscore/cis_tlv.c
#include "cis_internals.h"
#include "cis_log.h" 
#include <float.h>
 

#if !defined LWM2M_BIG_ENDIAN && !defined LWM2M_LITTLE_ENDIAN
#error Please define LWM2M_BIG_ENDIAN or LWM2M_LITTLE_ENDIAN
#endif

#define _PRV_TLV_TYPE_MASK 0xC0
#define _PRV_TLV_HEADER_MAX_LENGTH 6

#define _PRV_TLV_TYPE_UNKNOWN           (uint8_t)0xFF
#define _PRV_TLV_TYPE_OBJECT            (uint8_t)0x10
#define _PRV_TLV_TYPE_INSTANCE          (uint8_t)0x00
#define _PRV_TLV_TYPE_RESOURCE          (uint8_t)0xC0
#define _PRV_TLV_TYPE_MULTIPLE_RESOURCE (uint8_t)0x80
#define _PRV_TLV_TYPE_RESOURCE_INSTANCE (uint8_t)0x40


static uint8_t prv_getHeaderType(cis_datatype_t type)
{
    switch (type)
    {
    case cis_data_type_object:
        return _PRV_TLV_TYPE_OBJECT;

    case cis_data_type_object_instance:
        return _PRV_TLV_TYPE_INSTANCE;

    case cis_data_type_multiple_resource:
        return _PRV_TLV_TYPE_MULTIPLE_RESOURCE;

    case cis_data_type_string:
    case cis_data_type_integer:
    case cis_data_type_float:
    case cis_data_type_bool:
    case cis_data_type_opaque:
    case cis_data_type_undefine:
    default:
        return _PRV_TLV_TYPE_UNKNOWN;
    }
}

static cis_datatype_t prv_getDataType(uint8_t type)
{
    switch (type)
    {
    case _PRV_TLV_TYPE_OBJECT:
        return cis_data_type_object;

    case _PRV_TLV_TYPE_INSTANCE:
        return cis_data_type_object_instance;

    case _PRV_TLV_TYPE_RESOURCE:
    case _PRV_TLV_TYPE_RESOURCE_INSTANCE:
        return cis_data_type_opaque;

    default:
        return cis_data_type_undefine;
    }
}

static int prv_getHeaderLength(uint16_t id,
                               size_t dataLen)
{
    int length;

    length = 2;

    if (id > 0xFF)
    {
        length += 1;
    }

    if (dataLen > 0xFFFF)
    {
        length += 3;
    }
    else if (dataLen > 0xFF)
    {
        length += 2;
    }
    else if (dataLen > 7)
    {
        length += 1;
    }

    return length;
}

static int prv_createHeader(uint8_t * header,
                            bool isInstance,
                            bool isResourceInstance,
                            cis_datatype_t type,
                            uint16_t id,
                            size_t data_len)
{
    int header_len;
    int offset;
    uint8_t hdrType;

    header_len = prv_getHeaderLength(id, data_len);
    if (isInstance == true)
    {
        hdrType =  _PRV_TLV_TYPE_INSTANCE;
    }
    else if (isResourceInstance == true)
    {
        hdrType =  _PRV_TLV_TYPE_RESOURCE_INSTANCE;
    }
    else
    {
        hdrType = prv_getHeaderType(type);
    }

    header[0] = 0;
    header[0] |= hdrType&_PRV_TLV_TYPE_MASK;

    if (id > 0xFF)
    {
        header[0] |= 0x20;
        header[1] = (id >> 8) & 0XFF;
        header[2] = id & 0XFF;
        offset = 3;
    }
    else
    {
        header[1] = (uint8_t)id;
        offset = 2;
    }
    if (data_len <= 7)
    {
        header[0] += data_len;
    }
    else if (data_len <= 0xFF)
    {
        header[0] |= 0x08;
        header[offset] = data_len;
    }
    else if (data_len <= 0xFFFF)
    {
        header[0] |= 0x10;
        header[offset] = (data_len >> 8) & 0XFF;
        header[offset + 1] = data_len & 0XFF;
    }
    else if (data_len <= 0xFFFFFF)
    {
        header[0] |= 0x18;
        header[offset] = (data_len >> 16) & 0XFF;
        header[offset + 1] = (data_len >> 8) & 0XFF;
        header[offset + 2] = data_len & 0XFF;
    }

    return header_len;
}

int tlv_decode_TLV(const uint8_t * buffer,
                    size_t buffer_len,
                    cis_datatype_t * oType,
                    uint16_t * oID,
                    size_t * oDataIndex,
                    size_t * oDataLen)
{
    if (buffer_len < 2) 
    {
        return 0;
    }

    *oDataIndex = 2;

    *oType = prv_getDataType(buffer[0]&_PRV_TLV_TYPE_MASK);

    if ((buffer[0]&0x20) == 0x20)
    {
        // id is 16 bits long
        if (buffer_len < 3) 
        {
            return 0;
        }
        *oDataIndex += 1;
        *oID = (buffer[1]<<8) + buffer[2];
    }
    else
    {
        // id is 8 bits long
        *oID = buffer[1];
    }

    switch (buffer[0]&0x18)
    {
    case 0x00:
        {
            // no length field
            *oDataLen = buffer[0]&0x07;
        }
        break;
    case 0x08:
        {
            // length field is 8 bits long
            if (buffer_len < *oDataIndex + 1) return 0;
            *oDataLen = buffer[*oDataIndex];
            *oDataIndex += 1;
        }
        break;
    case 0x10:
        {
             // length field is 16 bits long
            if (buffer_len < *oDataIndex + 2) return 0;
            *oDataLen = (buffer[*oDataIndex]<<8) + buffer[*oDataIndex+1];
            *oDataIndex += 2;
        }
        break;
    case 0x18:
        {
            // length field is 24 bits long
            if (buffer_len < *oDataIndex + 3) return 0;
            *oDataLen = (buffer[*oDataIndex]<<16) + (buffer[*oDataIndex+1]<<8) + buffer[*oDataIndex+2];
            *oDataIndex += 3;
        }
        break;
    default:
        // can't happen
        return 0;
    }

    if (*oDataIndex + *oDataLen > buffer_len) 
    {
        return 0;
    }

    return *oDataIndex + *oDataLen;
}


int tlv_parse(uint8_t * buffer,
              size_t bufferLen,
              st_data_t ** dataP)
{
    cis_datatype_t type;
    uint16_t id;
    size_t dataIndex;
    size_t dataLen;
    int index = 0;
    int result;
    int size = 0;
    

    *dataP = NULL;
    while (0 != (result = tlv_decode_TLV((uint8_t*)buffer + index, bufferLen - index, &type, &id, &dataIndex, &dataLen)))
    {
        st_data_t * newTlvP;

        newTlvP = data_new(size + 1);
        if (size >= 1)
        {
            if (newTlvP == NULL)
            {
                data_free(size, *dataP);
                return 0;
            }
            else
            {
                cis_memcpy(newTlvP, *dataP, size * sizeof(st_data_t));
                cis_free(*dataP);
            }
        }
        *dataP = newTlvP;

        (*dataP)[size].type = type;
        (*dataP)[size].id = id;
        if (type == cis_data_type_object_instance || type == cis_data_type_multiple_resource)
        {
            (*dataP)[size].value.asChildren.count = tlv_parse(buffer + index + dataIndex,
                                                          dataLen,
                                                          &((*dataP)[size].value.asChildren.array));
            if ((*dataP)[size].value.asChildren.count == 0)
            {
                data_free(size + 1, *dataP);
                return 0;
            }
        }
        else
        {
            data_encode_opaque(buffer + index + dataIndex, dataLen, (*dataP) + size);
            
        }
        size++;
        index += result;
    }

    return size;
}


static size_t prv_getLength(int size,
                            st_data_t * dataP)
{
    int length;
    int i;

    length = 0;

    for (i = 0 ; i < size && length != -1 ; i++)
    {
        switch (dataP[i].type)
        {
        case cis_data_type_object_instance:
        case cis_data_type_multiple_resource:
            {
                int subLength;

                subLength = prv_getLength(dataP[i].value.asChildren.count, dataP[i].value.asChildren.array);
                if (subLength == -1)
                {
                    length = -1;
                }
                else
                {
                    length += prv_getHeaderLength(dataP[i].id, subLength) + subLength;
                }
            }
            break;

        case cis_data_type_string:
        case cis_data_type_opaque:
            {
               length += prv_getHeaderLength(dataP[i].id, dataP[i].asBuffer.length) + dataP[i].asBuffer.length;
               
            }
            break;

        case cis_data_type_integer:
            {
                size_t data_len;
                uint8_t unused_buffer[_PRV_64BIT_BUFFER_SIZE];

                data_len = utils_encodeInt(dataP[i].value.asInteger, unused_buffer);
                length += prv_getHeaderLength(dataP[i].id, data_len) + data_len;
            }
            break;

        case cis_data_type_float:
            {
                size_t data_len;

                if ((dataP[i].value.asFloat < 0.0 - (double)FLT_MAX)
                    || (dataP[i].value.asFloat >(double)FLT_MAX))
                {
                    data_len = 8;
                }
                else
                {
                    data_len = 4;
                }

                length += prv_getHeaderLength(dataP[i].id, data_len) + data_len;
            }
            break;

        case cis_data_type_bool:
            {
                // Booleans are always encoded on one byte
                length += prv_getHeaderLength(dataP[i].id, 1) + 1;
            }
            break;
        default:
            {
                //length = -1;
            }
            break;
        }
    }

    if (length < 0)
    {
        return 0;
    }
    else
    {
        return (size_t)length;
    }
}


size_t tlv_serialize(bool isResourceInstance, 
                     int size,
                     st_data_t * dataP,
                     uint8_t ** bufferP)
{
    size_t length;
    int index;
    int i;

    LOGD("tlv_serialize isResourceInstance: %s, size: %d", isResourceInstance?"TRUE":"FALSE", size);

    *bufferP = NULL;
    length = prv_getLength(size, dataP);
    if (length <= 0) 
    {
        return length;
    }

    *bufferP = (uint8_t *)cis_malloc(length);
    if (*bufferP == NULL) 
    {
        return 0;
    }

    index = 0;
    for (i = 0 ; i < size && length != 0 ; i++)
    {
        int headerLen;
        switch (dataP[i].type)
        {
        case cis_data_type_multiple_resource:
            isResourceInstance = true;
            // fall throught
        case cis_data_type_object_instance:
            {
                uint8_t * tmpBuffer;
                size_t tmpLength;

                tmpLength = tlv_serialize(isResourceInstance, dataP[i].value.asChildren.count, dataP[i].value.asChildren.array, &tmpBuffer);
                if (tmpLength == 0)
                {
                    length = 0;
                }
                else
                {
                    headerLen = prv_createHeader(*bufferP + index, false,false,dataP[i].type, dataP[i].id, tmpLength);
                    index += headerLen;
                    cis_memcpy(*bufferP + index, tmpBuffer, tmpLength);
                    index += tmpLength;
                    cis_free(tmpBuffer);
                }
            }
            break;

        case cis_data_type_string:
        case cis_data_type_opaque:
            {
                headerLen = prv_createHeader(*bufferP + index, false,isResourceInstance, dataP[i].type, dataP[i].id, dataP[i].asBuffer.length);
                if (headerLen == 0)
                {
                    length = 0;
                }
                else
                {
                    index += headerLen;
                    cis_memcpy(*bufferP + index, dataP[i].asBuffer.buffer, dataP[i].asBuffer.length);
                    index += dataP[i].asBuffer.length;
                }
            }
            break;

        case cis_data_type_integer:
            {
                size_t data_len;
                uint8_t data_buffer[_PRV_64BIT_BUFFER_SIZE];

                data_len = utils_encodeInt(dataP[i].value.asInteger, data_buffer);
                headerLen = prv_createHeader(*bufferP + index, false,isResourceInstance, dataP[i].type, dataP[i].id, data_len);
                if (headerLen == 0)
                {
                    length = 0;
                }
                else
                {
                    index += headerLen;
                    cis_memcpy(*bufferP + index, data_buffer, data_len);
                    index += data_len;
                }
            }
            break;

        case cis_data_type_float:
            {
                size_t data_len;
                uint8_t data_buffer[_PRV_64BIT_BUFFER_SIZE];

                data_len = utils_encodeFloat(dataP[i].value.asFloat, data_buffer);
                headerLen = prv_createHeader(*bufferP + index, false,isResourceInstance,dataP[i].type, dataP[i].id, data_len);
                if (headerLen == 0)
                {
                    length = 0;
                }
                else
                {
                    index += headerLen;
                    cis_memcpy(*bufferP + index, data_buffer, data_len);
                    index += data_len;
                }
            }
            break;

        case cis_data_type_bool:
            {
                headerLen = prv_createHeader(*bufferP + index, false,isResourceInstance, dataP[i].type, dataP[i].id, 1);
                if (headerLen == 0)
                {
                    length = 0;
                }
                else
                {
                    index += headerLen;
                    (*bufferP)[index] = dataP[i].value.asBoolean ? 1 : 0;
                    index += 1;
                }
            }
            break;

        default:
            {
                //length = 0;
            }
            break;
        }
    }

    if (length == 0)
    {
        cis_free(*bufferP);
    }

    return length;
}
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#include "cis_internals.h"
#include "cis_log.h"

static int prv_checkFinished(st_transaction_t * transacP,
                             coap_packet_t * receivedMessage)
{
    int len;
    const uint8_t* token;
    coap_packet_t * transactionMessage = (coap_packet_t*)transacP->message;

    if (COAP_DELETE < transactionMessage->code)
    {
        // response
        return transacP->ack_received ? 1 : 0;
    }
    if (!IS_OPTION(transactionMessage, COAP_OPTION_TOKEN))
    {
        // request without token
        return transacP->ack_received ? 1 : 0;
    }

    len = coap_get_header_token(receivedMessage, &token);
    if (transactionMessage->token_len == len)
    {
        if (cis_memcmp(transactionMessage->token, token, len)==0) 
        {
            return 1;
        }
    }

    return 0;
}

st_transaction_t * transaction_new(coap_message_type_t type,
                                      coap_method_t method,
                                      char * altPath,
                                      st_uri_t * uriP,
                                      uint16_t mID,
                                      uint8_t token_len,
                                      uint8_t* token)
{
    st_transaction_t * transacP;
    int result;

    LOGD("transaction_new type: %d, method: %d, mID: %d, token_len: %d",
            type, method, mID, token_len);
    LOG_URI(uriP);

    // no transactions for ack or rst
    if (COAP_TYPE_ACK == type || COAP_TYPE_RST == type) 
    {
        return NULL;
    }


    if (COAP_TYPE_NON == type)
    {
        // no transactions for NON responses
        if (COAP_DELETE < method) 
        {
            return NULL;
        }
        // no transactions for NON request without token
        if (0 == token_len) 
        {
            return NULL;
        }
    }

    transacP = (st_transaction_t *)cis_malloc(sizeof(st_transaction_t));

    if (NULL == transacP) 
    {
        return NULL;
    }
    cis_memset(transacP, 0, sizeof(st_transaction_t));

    transacP->message = cis_malloc(sizeof(coap_packet_t));
    if (NULL == transacP->message) 
    {
        goto error;
    }

    coap_init_message(transacP->message, type, method, mID);

    transacP->mID = mID;

    if (altPath != NULL)
    {
        // TODO: Support multi-segment alternative path
        coap_set_header_uri_path_segment(transacP->message, altPath + 1);
    }
    if (NULL != uriP)
    {
        result = utils_intCopy(transacP->objStringID, STRING_ID_MAX_LEN, uriP->objectId);
        if (result < 0) 
        {
            goto error;
        }

        coap_set_header_uri_path_segment(transacP->message, transacP->objStringID);

        if (CIS_URI_IS_SET_INSTANCE(uriP))
        {
            result = utils_intCopy(transacP->instanceStringID, STRING_ID_MAX_LEN, uriP->instanceId);
            if (result < 0) 
            {
                goto error;
            }
            coap_set_header_uri_path_segment(transacP->message, transacP->instanceStringID);
        }
        else
        {
            if (CIS_URI_IS_SET_RESOURCE(uriP))
            {
                coap_set_header_uri_path_segment(transacP->message, NULL);
            }
        }
        if (CIS_URI_IS_SET_RESOURCE(uriP))
        {
            result = utils_intCopy(transacP->resourceStringID, STRING_ID_MAX_LEN, uriP->resourceId);
            if (result < 0) 
            {
                goto error;
            }
            coap_set_header_uri_path_segment(transacP->message, transacP->resourceStringID);
        }
    }
    if (0 < token_len)
    {
        if (NULL != token)
        {
            coap_set_header_token(transacP->message, token, token_len);
        }
        else {
            // generate a token
            uint8_t temp_token[COAP_TOKEN_LEN];
            cis_time_t tv_sec = utils_gettime_s();

            // initialize first 6 bytes, leave the last 2 random
            temp_token[0] = (uint8_t)mID;
            temp_token[1] = (uint8_t)(mID >> 8);
            temp_token[2] = (uint8_t)(tv_sec);
            temp_token[3] = (uint8_t)(tv_sec >> 8);
            temp_token[4] = (uint8_t)(tv_sec >> 16);
            temp_token[5] = (uint8_t)(tv_sec >> 24);
            // use just the provided amount of bytes
            coap_set_header_token(transacP->message, temp_token, token_len);
        }
    }

    return transacP;

error:
    LOGD("Exiting on failure");
    cis_free(transacP);
    return NULL;
}

void transaction_free(st_transaction_t * transacP)
{
    
    if (transacP->message) 
    {
        cis_free(transacP->message);
    }
    if (transacP->buffer) 
    {
        cis_free(transacP->buffer);
    }
    cis_free(transacP);
}

void transaction_remove(st_context_t * contextP,
                        st_transaction_t * transacP)
{
    contextP->transactionList = (st_transaction_t *) CIS_LIST_RM(contextP->transactionList, transacP->mID, NULL);
    transaction_free(transacP);
}

void transaction_removeAll(st_context_t* contextP)
{
    while (NULL != contextP->transactionList)
    {
        st_transaction_t * transaction;
        transaction = contextP->transactionList;
        contextP->transactionList = transaction->next;
        transaction_free(transaction);
    }
    contextP->transactionList = NULL;
}

bool transaction_handleResponse(st_context_t * contextP,
                                 coap_packet_t * message,
                                 coap_packet_t * response)
{
    bool found = false;
    bool reset = false;
    st_transaction_t * transacP;

    LOGD("fall in transaction_handleResponse");
    transacP = contextP->transactionList;

    while (NULL != transacP)
    {
        if (!transacP->ack_received)
        {
            if ((COAP_TYPE_ACK == message->type) || (COAP_TYPE_RST == message->type))
            {
                if (transacP->mID == message->mid)
                {
                    found = true;
                    transacP->ack_received = true;
                    reset = COAP_TYPE_RST == message->type;
                }
            }
        }

        if (reset || prv_checkFinished(transacP, message))
        {
            // HACK: If a message is sent from the monitor callback,
            // it will arrive before the registration ACK.
            // So we resend transaction that were denied for authentication reason.
            if (!reset)
            {
                if (COAP_TYPE_CON == message->type && NULL != response)
                {
                    coap_init_message(response, COAP_TYPE_ACK, 0, message->mid);
                    packet_send(contextP, response);
                }

                if ((COAP_401_UNAUTHORIZED == message->code) && (COAP_MAX_RETRANSMIT > transacP->retrans_counter))
                {
                    transacP->ack_received = false;
                    transacP->retrans_time += COAP_RESPONSE_TIMEOUT;
                    return true;
                }
            }       
            if (transacP->callback != NULL)
            {
                transacP->callback(transacP, message);
            }
            transaction_remove(contextP, transacP);
            return true;
        }
        // if we found our guy, exit
        if (found)
        {
            cis_time_t tv_sec = utils_gettime_s();
            if (0 <= tv_sec)
            {
                transacP->retrans_time = tv_sec;
            }
            if (transacP->response_timeout)
            {
                transacP->retrans_time += transacP->response_timeout;
            }
            else
            {
                transacP->retrans_time += COAP_RESPONSE_TIMEOUT * transacP->retrans_counter;
            }
            return true;
        }

        transacP = transacP->next;
    }
    return false;
}

bool transaction_send(st_context_t * contextP,
                     st_transaction_t * transacP)
{
    bool maxRetriesReached = false;

    
    if (transacP->buffer == NULL)
    {
        transacP->buffer_len = coap_serialize_get_size(transacP->message);
        if (transacP->buffer_len == 0) 
        {
            return false;
        }

        transacP->buffer = (uint8_t*)cis_malloc(transacP->buffer_len);
        if (transacP->buffer == NULL) 
        {
            return false;
        }

        transacP->buffer_len = coap_serialize_message(transacP->message, transacP->buffer);
        if (transacP->buffer_len == 0)
        {
            cis_free(transacP->buffer);
            transacP->buffer = NULL;
            transaction_remove(contextP, transacP);
            return false;
        }
    }

    if (!transacP->ack_received)
    {
        long unsigned timeout;

        if (0 == transacP->retrans_counter)
        {
            cis_time_t tv_sec = utils_gettime_s();
            if (0 <= tv_sec)
            {
                transacP->retrans_time = tv_sec + COAP_RESPONSE_TIMEOUT;
                transacP->retrans_counter = 1;
                timeout = 0;
            }
            else
            {
                maxRetriesReached = true;
            }
        }
        else
        {
            timeout = COAP_RESPONSE_TIMEOUT << (transacP->retrans_counter - 1);
        }

        if (COAP_MAX_RETRANSMIT + 1 >= transacP->retrans_counter)
        {
            cis_ret_t result = CIS_RET_OK;
			void * targetSessionH = NULL;

            if(transacP->server == NULL){
                LOGE("ERROR:transaction_send failed,server is NULL");
                if (transacP->callback)
                {
                    transacP->callback(transacP, NULL);
                }
                transaction_remove(contextP, transacP);
                return false;
            }

            targetSessionH = ((st_server_t *)transacP->server)->sessionH;

            LOGI("-[Trans]Send Buffer %d bytes---",transacP->buffer_len);
            LOG_BUF("Send",transacP->buffer, transacP->buffer_len);
            result = cisnet_write((cisnet_t)targetSessionH, transacP->buffer, transacP->buffer_len);
            if(result != CIS_RET_OK){
                LOGE("ERROR:cisnet_write return failed (%d)",result);
            }
            transacP->retrans_time += timeout;
            transacP->retrans_counter += 1;
        }
        else
        {
            maxRetriesReached = true;
        }
    }

    if (transacP->ack_received || maxRetriesReached)
    {
        if (transacP->callback)
        {
            transacP->callback(transacP, NULL);
        }
        transaction_remove(contextP, transacP);
        return false;
    }

    return true;
}

void transaction_step(st_context_t * contextP,
                      cis_time_t currentTime,
                      cis_time_t * timeoutP)
{
    st_transaction_t * transacP;

    transacP = contextP->transactionList;
    while (transacP != NULL)
    {
        // transaction_send() may remove transaction from the linked list
        st_transaction_t * nextP = transacP->next;
        bool un_remove = true;

        if (transacP->retrans_time <= currentTime)
        {
            un_remove = transaction_send(contextP, transacP);
        }

        if ( un_remove)
        {
            cis_time_t interval;

            if (transacP->retrans_time > currentTime)
            {
                interval = transacP->retrans_time - currentTime;
            }
            else
            {
                interval = 1;
            }
            
            if (timeoutP != NULL && *timeoutP > interval)
            {
                *timeoutP = interval;
            }
        }
        else
        {
            if(timeoutP != NULL)
                *timeoutP = 1;
        }

        transacP = nextP;
    }
}
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#include "cis_internals.h"
#include "cis_log.h"


#include <ctype.h>

static int prv_parseNumber(uint8_t * uriString,
                            size_t uriLength,
                            size_t * headP)
{
    int result = 0;

    if (uriString[*headP] == '/')
    {
        // empty Object Instance ID with resource ID is not allowed
        return -1;
    }
    while (*headP < uriLength && uriString[*headP] != '/')
    {
        if ('0' <= uriString[*headP] && uriString[*headP] <= '9')
        {
            result += uriString[*headP] - '0';
            result *= 10;
        }
        else
        {
            return -1;
        }
        *headP += 1;
    }

    result /= 10;
    return result;
}


int uri_getNumber(uint8_t * uriString,
                   size_t uriLength)
{
    size_t index = 0;

    return prv_parseNumber(uriString, uriLength, &index);
}


st_uri_t * uri_decode(char * altPath,
                         multi_option_t *uriPath)
{
    st_uri_t * uriP;
    int readNum;
    
    uriP = (st_uri_t *)cis_malloc(sizeof(st_uri_t));
    if (NULL == uriP) 
    {
        return NULL;
    }

    cis_memset(uriP, 0, sizeof(st_uri_t));

    // Read object ID
    if (NULL != uriPath
     && URI_REGISTRATION_SEGMENT_LEN == uriPath->len
     && 0 == utils_strncmp(URI_REGISTRATION_SEGMENT, (char *)uriPath->data, uriPath->len))
    {
        uriP->flag |= URI_FLAG_REGISTRATION;
        uriPath = uriPath->next;
        if (uriPath == NULL) 
        {
            return uriP;
        }
    }
    else if (NULL != uriPath
     && URI_BOOTSTRAP_SEGMENT_LEN == uriPath->len
     && 0 == utils_strncmp(URI_BOOTSTRAP_SEGMENT, (char *)uriPath->data, uriPath->len))
    {
        uriP->flag |= URI_FLAG_BOOTSTRAP;
        uriPath = uriPath->next;
        if (uriPath != NULL) 
        {
            goto error;
        }
        return uriP;
    }

    if ((uriP->flag & URI_MASK_TYPE) != URI_FLAG_REGISTRATION)
    {
        // Read altPath if any
        if (altPath != NULL)
        {
            int i;
            if (NULL == uriPath)
            {
                cis_free(uriP);
                return NULL;
            }
            for (i = 0 ; i < uriPath->len ; i++)
            {
                if (uriPath->data[i] != altPath[i+1])
                {
                    cis_free(uriP);
                    return NULL;
                }
            }
            uriPath = uriPath->next;
        }
        if (NULL == uriPath || uriPath->len == 0)
        {
            uriP->flag |= URI_FLAG_DELETE_ALL;
            return uriP;
        }
    }

    readNum = uri_getNumber(uriPath->data, uriPath->len);
    if (readNum < 0 || readNum > URI_MAX_ID) 
    {
        goto error;
    }
    uriP->objectId = (uint16_t)readNum;
    uriP->flag |= URI_FLAG_OBJECT_ID;
    uriPath = uriPath->next;

    if ((uriP->flag & URI_MASK_TYPE) == URI_FLAG_REGISTRATION)
    {
        if (uriPath != NULL) goto error;
        return uriP;
    }
    uriP->flag |= URI_FLAG_DM;

    if (uriPath == NULL) 
    {
        return uriP;
    }

    // Read object instance
    if (uriPath->len != 0)
    {
        readNum = uri_getNumber(uriPath->data, uriPath->len);
        if (readNum < 0 || readNum >= URI_MAX_ID) 
        {
            goto error;
        }
        uriP->instanceId = (cis_iid_t )readNum;
        uriP->flag |= URI_FLAG_INSTANCE_ID;
    }
    uriPath = uriPath->next;

    if (uriPath == NULL) 
    {
        return uriP;
    }

    // Read resource ID
    if (uriPath->len != 0)
    {
        // resource ID without an instance ID is not allowed
        if ((uriP->flag & URI_FLAG_INSTANCE_ID) == 0) 
        {
            goto error;
        }

        readNum = uri_getNumber(uriPath->data, uriPath->len);
        if (readNum < 0 || readNum > URI_MAX_ID) 
        {
            goto error;
        }
        uriP->resourceId = (uint16_t)readNum;
        uriP->flag |= URI_FLAG_RESOURCE_ID;
    }

    // must be the last segment
    if (NULL == uriPath->next)
    {
        
        return uriP;
    }

error:
    LOGD("Exiting on error");
    cis_free(uriP);
    return NULL;
}

int uri_stringToUri(const char * buffer,
                      size_t buffer_len,
                      st_uri_t * uriP)
{
    size_t head;
    int readNum;

    LOGD("buffer_len: %u, buffer: \"%.*s\"", buffer_len, buffer_len, buffer);

    if (buffer == NULL || buffer_len == 0 || uriP == NULL) 
    {
        return 0;
    }

    cis_memset(uriP, 0, sizeof(st_uri_t));

    // Skip any white space
    head = 0;
    while (head < buffer_len && isspace(buffer[head]&0xFF))
    {
        head++;
    }
    if (head == buffer_len) 
    {
        return 0;
    }

    // Check the URI start with a '/'
    if (buffer[head] != '/') 
    {
        return 0;
    }
    head++;
    if (head == buffer_len) 
    {
        return 0;
    }

    // Read object ID
    readNum = prv_parseNumber((uint8_t *)buffer, buffer_len, &head);
    if (readNum < 0 || readNum > URI_MAX_ID) 
    {
        return 0;
    }
    uriP->objectId = (uint16_t)readNum;
    uriP->flag |= URI_FLAG_OBJECT_ID;

    if (buffer[head] == '/') 
    {
        head += 1;
    }
    if (head >= buffer_len)
    {
        LOGD("Parsed characters: %u", head);
        
        return head;
    }

    readNum = prv_parseNumber((uint8_t *)buffer, buffer_len, &head);
    if (readNum < 0 || readNum >= URI_MAX_ID) 
    {
        return 0;
    }
    uriP->instanceId = (cis_iid_t )readNum;
    uriP->flag |= URI_FLAG_INSTANCE_ID;

    if (buffer[head] == '/') 
    {
        head += 1;
    }
    if (head >= buffer_len)
    {
        LOGD("Parsed characters: %u", head);
        
        return head;
    }

    readNum = prv_parseNumber((uint8_t *)buffer, buffer_len, &head);
    if (readNum < 0 || readNum >= URI_MAX_ID) 
    {
        return 0;
    }
    uriP->resourceId = (uint16_t)readNum;
    uriP->flag |= URI_FLAG_RESOURCE_ID;

    if (head != buffer_len) 
    {
        return 0;
    }

    LOGD("Parsed characters: %u", head);
    

    return head;
}

int uri_toString(st_uri_t * uriP,
                 uint8_t * buffer,
                 size_t bufferLen,
                 uri_depth_t * depthP)
{
    size_t head;
    int res;

    LOGD("bufferLen: %u", bufferLen);
    

    buffer[0] = '/';

    if (uriP == NULL)
    {
        if (depthP) 
        {
            *depthP = URI_DEPTH_OBJECT;
        }
        return 1;
    }

    head = 1;

    res = utils_intToText(uriP->objectId, buffer + head, bufferLen - head);
    if (res <= 0) 
    {
        return -1;
    }
    head += res;
    if (head >= bufferLen - 1) 
    {
        return -1;
    }
    if (depthP) 
    {
        *depthP = URI_DEPTH_OBJECT_INSTANCE;
    }

    if (CIS_URI_IS_SET_INSTANCE(uriP))
    {
        buffer[head] = '/';
        head++;
        res = utils_intToText(uriP->instanceId, buffer + head, bufferLen - head);
        if (res <= 0) 
        {
            return -1;
        }
        head += res;
        if (head >= bufferLen - 1) 
        {
            return -1;
        }
        if (depthP) 
        {
            *depthP = URI_DEPTH_RESOURCE;
        }
        if (CIS_URI_IS_SET_RESOURCE(uriP))
        {
            buffer[head] = '/';
            head++;
            res = utils_intToText(uriP->resourceId, buffer + head, bufferLen - head);
            if (res <= 0) 
            {
                return -1;
            }
            head += res;
            if (head >= bufferLen - 1) 
            {
                return -1;
            }
            if (depthP) 
            {
                *depthP = URI_DEPTH_RESOURCE_INSTANCE;
            }
        }
    }

    buffer[head] = '/';
    head++;

    return head;
}

int uri_make(cis_oid_t objectId,cis_iid_t instanceId,cis_rid_t resourceId, st_uri_t * uriP)
{
    if (uriP == NULL) 
    {
        return -1;
    }
    cis_memset(uriP, 0, sizeof(st_uri_t));


    if (objectId < 0 || objectId > URI_MAX_ID) 
    {
        return -1;
    }
    uriP->objectId = (cis_oid_t)objectId;
    uriP->flag |= URI_FLAG_OBJECT_ID;

    if (instanceId < 0 || instanceId >= URI_MAX_ID) 
    {
        return -1;
    }
    if(instanceId == URI_INVALID){
        return 0;
    }
    uriP->instanceId = (cis_iid_t )instanceId;
    uriP->flag |= URI_FLAG_INSTANCE_ID;

    if (resourceId < 0 || resourceId >= URI_MAX_ID) 
    {
        return -1;
    }
    if(resourceId == URI_INVALID){
        return 0;
    }
    uriP->resourceId = (cis_rid_t )resourceId;
    uriP->flag |= URI_FLAG_RESOURCE_ID;

    return 0;
}


bool uri_exist(const st_uri_t * uri1,const st_uri_t * uri2)
{
    if(uri1 == NULL || uri2 == NULL)
        return false;
    if(uri1->objectId != uri2->objectId)
        return false;

    if(CIS_URI_IS_SET_INSTANCE(uri1)){
        if(!CIS_URI_IS_SET_INSTANCE(uri2)){
            return false;
        }
        if(uri1->instanceId != uri2->instanceId){
            return false;
        }
    }
    if(CIS_URI_IS_SET_RESOURCE(uri1)){
        if(!CIS_URI_IS_SET_RESOURCE(uri2)){
            return false;
        }
        if(uri1->resourceId != uri2->resourceId){
            return false;
        }
    }

    return true;
}
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#include "cis_internals.h"
#include "cis_log.h"

#include <float.h>
#include <stdarg.h>
#include <stdint.h>





int utils_check_bigendian()
{
    union
    {
        unsigned long int i;
        unsigned char s[4];
    }c;

    c.i = 0x12345678;
    return (0x12 == c.s[0]);
}



int utils_plainTextToInt64(uint8_t * buffer,
    int length, int64_t * dataP)
{
    uint64_t result = 0;
    int sign = 1;
    int i = 0;

    if (0 == length) 
    {
        return 0;
    }

    if (buffer[0] == '-')
    {
        sign = -1;
        i = 1;
    }

    while (i < length)
    {
        if ('0' <= buffer[i] && buffer[i] <= '9')
        {
            if (result > (UINT64_MAX / 10)) 
            {
                return 0;
            }
            result *= 10;
            result += buffer[i] - '0';
        }
        else
        {
            return 0;
        }
        i++;
    }

    if (result > INT64_MAX) 
    {
        return 0;
    }

    if (sign == -1)
    {
        *dataP = 0 - result;
    }
    else
    {
        *dataP = result;
    }

    return 1;
}

int utils_plainTextToFloat64(uint8_t * buffer,
                             int length,
                             double * dataP)
{
    double result;
    int sign;
    int i;

    if (0 == length) 
    {
        return 0;
    }

    if (buffer[0] == '-')
    {
        sign = -1;
        i = 1;
    }
    else
    {
        sign = 1;
        i = 0;
    }

    result = 0;
    while (i < length && buffer[i] != '.')
    {
        if ('0' <= buffer[i] && buffer[i] <= '9')
        {
            if (result > (DBL_MAX / 10)) 
            {
                return 0;
            }
            result *= 10;
            result += (buffer[i] - '0');
        }
        else
        {
            return 0;
        }
        i++;
    }
    if (buffer[i] == '.')
    {
        double dec;

        i++;
        if (i == length) 
        {
            return 0;
        }

        dec = 0.1;
        while (i < length)
        {
            if ('0' <= buffer[i] && buffer[i] <= '9')
            {
                if (result > (DBL_MAX - 1)) 
                {
                    return 0;
                }
                result += (buffer[i] - '0') * dec;
                dec /= 10;
            }
            else
            {
                return 0;
            }
            i++;
        }
    }

    *dataP = result * sign;
    return 1;
}

size_t utils_intToText(int64_t data,
                       uint8_t * string,
                       size_t length)
{
    int index;
    bool minus;
    size_t result;

    if (data < 0)
    {
        minus = true;
        data = 0 - data;
    }
    else
    {
        minus = false;
    }

    index = length - 1;
    do
    {
        string[index] = '0' + data%10;
        data /= 10;
        index --;
    } while (index >= 0 && data > 0);

    if (data > 0) return 0;

    if (minus == true)
    {
        if (index == 0) 
        {
            return 0;  //no enough space to hold '-'
        }
        string[index] = '-';
    }
    else
    {
        index++;
    }

    result = length - index;

    if (result < length)
    {
        cis_memmove(string, string + index, result);
    }

    return result;
}

size_t utils_floatToText(double data,
                         uint8_t * string,
                         size_t length)
{
    size_t intLength;
    size_t decLength;
    int64_t intPart;
    double decPart;

    if (data <= (double)INT64_MIN || data >= (double)INT64_MAX) 
    {
        return 0;
    }

    intPart = (int64_t)data;
    decPart = data - intPart;
    if (decPart < 0)
    {
        decPart = 1 - decPart;
    }
    else
    {
        decPart = 1 + decPart;
    }

    if (decPart <= 1 + FLT_EPSILON)
    {
        decPart = 0;
    }

    if (intPart == 0 && data < 0)
    {
        // deal with numbers between -1 and 0
        if (length < 4) 
        {
            return 0;   // "-0.n"
        }
        string[0] = '-';
        string[1] = '0';
        intLength = 2;
    }
    else
    {
        intLength = utils_intToText(intPart, string, length);
        if (intLength == 0) 
        {
            return 0;
        }
    }
    decLength = 0;
    if (decPart >= FLT_EPSILON)
    {
        int i;
        double noiseFloor;

        if (intLength >= length - 1) 
        {
            return 0;
        }

        i = 0;
        noiseFloor = FLT_EPSILON;
        do
        {
            decPart *= 10;
            noiseFloor *= 10;
            i++;
        } while (decPart - (int64_t)decPart > noiseFloor);

        decLength = utils_intToText((int64_t)decPart, string + intLength, length - intLength);
        if (decLength <= 1) 
        {
            return 0;
        }

        // replace the leading 1 with a dot
        string[intLength] = '.';
    }

    return intLength + decLength;
}

size_t utils_int64ToPlainText(int64_t data,
                              uint8_t ** bufferP)
{
#define _PRV_STR_LENGTH 32
    uint8_t string[_PRV_STR_LENGTH];
    size_t length;

    length = utils_intToText(data, string, _PRV_STR_LENGTH);
    if (length == 0) 
    {
        return 0;
    }

    *bufferP = (uint8_t *)cis_malloc(length);
    if (NULL == *bufferP) 
    {
        return 0;
    }

    cis_memcpy(*bufferP, string, length);

    return length;
}


size_t utils_float64ToPlainText(double data,
                                uint8_t ** bufferP)
{
    uint8_t string[_PRV_STR_LENGTH * 2];
    size_t length;

    length = utils_floatToText(data, string, _PRV_STR_LENGTH * 2);
    if (length == 0) 
    {
        return 0;
    }

    *bufferP = (uint8_t *)cis_malloc(length);
    if (NULL == *bufferP) 
    {
        return 0;
    }

    cis_memcpy(*bufferP, string, length);

    return length;
}


size_t utils_boolToPlainText(bool data,
                             uint8_t ** bufferP)
{
    return utils_int64ToPlainText((int64_t)(data?1:0), bufferP);
}

et_binding_t utils_stringToBinding(uint8_t * buffer,
                                      size_t length)
{
    if (length == 0) 
    {
        return BINDING_UNKNOWN;
    }

    switch (buffer[0])
    {
    case 'U':
        {
           switch (length)
            {
            case 1:
                return BINDING_U;
            case 2:
                {
                   switch (buffer[1])
                    {
                    case 'Q':
                         return BINDING_UQ;
                    case 'S':
                         return BINDING_US;
                    default:
                        break;
                    }
                }
                break;
            case 3:
                {
                    if (buffer[1] == 'Q' && buffer[2] == 'S')
                    {
                        return BINDING_UQS;
                    }
                }
                break;
            default:
                break;
            }
        }
        break;

        case 'S':
            {
               switch (length)
                {
                case 1:
                    return BINDING_S;
                case 2:
                    if (buffer[1] == 'Q')
                    {
                        return BINDING_SQ;
                    }
                    break;
                default:
                    break;
                }
            }
            break;

        default:
            break;
    }

    return BINDING_UNKNOWN;
}

et_media_type_t utils_convertMediaType(coap_content_type_t type)
{
    // Here we just check the content type is a valid value for LWM2M
    switch((uint16_t)type)
    {
    case TEXT_PLAIN:
        return LWM2M_CONTENT_TEXT;
    case APPLICATION_OCTET_STREAM:
        return LWM2M_CONTENT_OPAQUE;
    case LWM2M_CONTENT_TLV_NEW:
        return LWM2M_CONTENT_TLV_NEW;
    case LWM2M_CONTENT_TLV:
        return LWM2M_CONTENT_TLV;
    case LWM2M_CONTENT_JSON:
        return LWM2M_CONTENT_JSON;
    case APPLICATION_LINK_FORMAT:
        return LWM2M_CONTENT_LINK;

    default:
        return LWM2M_CONTENT_TEXT;
    }
}

int utils_isAltPathValid(const char * altPath)
{
    int i;

    if (altPath == NULL) 
    {
        return 0;
    }

    if (altPath[0] != '/') 
    {
        return 0;
    }

    for (i = 1 ; altPath[i] != 0 ; i++)
    {
        // TODO: Support multi-segment alternative path
        if (altPath[i] == '/') 
        {
            return 0;
        }
        // TODO: Check needs for sub-delims, ':' and '@'
        if ((altPath[i] < 'A' || altPath[i] > 'Z')      // ALPHA
         && (altPath[i] < 'a' || altPath[i] > 'z')
         && (altPath[i] < '0' || altPath[i] > '9')      // DIGIT
         && (altPath[i] != '-')                         // Other unreserved
         && (altPath[i] != '.')
         && (altPath[i] != '_')
         && (altPath[i] != '~')
         && (altPath[i] != '%'))                        // pct_encoded
        {
            return 0;
        }

    }
    return 1;
}

int utils_opaqueToInt(const uint8_t * buffer,
                      size_t buffer_len,
                      int64_t * dataP)
{
    *dataP = 0;

    switch (buffer_len)
    {
    case 1:
    {
        *dataP = (int8_t)buffer[0];

        break;
    }

    case 2:
    {
        int16_t value;

        utils_copyValue(&value, buffer, buffer_len);

        *dataP = value;
        break;
    }

    case 4:
    {
        int32_t value;

        utils_copyValue(&value, buffer, buffer_len);

        *dataP = value;
        break;
    }

    case 8:
        utils_copyValue(dataP, buffer, buffer_len);
        return buffer_len;

    default:
        return 0;
    }

    return buffer_len;
}

int utils_opaqueToFloat(const uint8_t * buffer,
                        size_t buffer_len,
                        double * dataP)
{
    switch (buffer_len)
    {
    case 4:
    {
        float temp;

        utils_copyValue(&temp, buffer, buffer_len);

        *dataP = temp;
    }
    return 4;

    case 8:
        utils_copyValue(dataP, buffer, buffer_len);
        return 8;

    default:
        return 0;
    }
}

/**
* Encode an integer value to a byte representation.
* Returns the length of the result. For values < 0xff length is 1,
* for values < 0xffff length is 2 and so on.
* @param data        Input value
* @param data_buffer Result in data_buffer is in big endian encoding
*                    Negative values are represented in two's complement as of
*                    OMA-TS-LightweightM2M-V1_0-20160308-D, Appendix C
*/
size_t utils_encodeInt(int64_t data,
                       uint8_t data_buffer[_PRV_64BIT_BUFFER_SIZE])
{
    size_t length = 0;

    cis_memset(data_buffer, 0, _PRV_64BIT_BUFFER_SIZE);

    if (data >= INT8_MIN && data <= INT8_MAX)
    {
        length = 1;
        data_buffer[0] = (uint8_t)data;
    }
    else if (data >= INT16_MIN && data <= INT16_MAX)
    {
        int16_t value;

        value = (int16_t)data;
        length = 2;
        data_buffer[0] = (value >> 8) & 0xFF;
        data_buffer[1] = value & 0xFF;
    }
    else if (data >= INT32_MIN && data <= INT32_MAX)
    {
        int32_t value;

        value = (int32_t)data;
        length = 4;
        utils_copyValue(data_buffer, &value, length);
    }
    else if (data >= INT64_MIN && data <= INT64_MAX)
    {
        length = 8;
        utils_copyValue(data_buffer, &data, length);
    }

    return length;
}

size_t utils_encodeFloat(double data,
                         uint8_t data_buffer[_PRV_64BIT_BUFFER_SIZE])
{
    size_t length = 0;

    cis_memset(data_buffer, 0, _PRV_64BIT_BUFFER_SIZE);

    if ((data < 0.0 - (double)FLT_MAX) || (data >(double)FLT_MAX))
    {
        length = 8;
        utils_copyValue(data_buffer, &data, 8);
    }
    else
    {
        float value;

        length = 4;
        value = (float)data;
        utils_copyValue(data_buffer, &value, 4);
    }

    return length;
}

#define PRV_B64_PADDING '='

static char b64Alphabet[64] =
{
    'A', 'B', 'C', 'D', 'E', 'F', 'G', 'H', 'I', 'J', 'K', 'L', 'M', 'N', 'O', 'P',
    'Q', 'R', 'S', 'T', 'U', 'V', 'W', 'X', 'Y', 'Z', 'a', 'b', 'c', 'd', 'e', 'f',
    'g', 'h', 'i', 'j', 'k', 'l', 'm', 'n', 'o', 'p', 'q', 'r', 's', 't', 'u', 'v',
    'w', 'x', 'y', 'z', '0', '1', '2', '3', '4', '5', '6', '7', '8', '9', '+', '/'
};

static void prv_encodeBlock(uint8_t input[3],
                            uint8_t output[4])
{
    output[0] = b64Alphabet[input[0] >> 2];
    output[1] = b64Alphabet[((input[0] & 0x03) << 4) | (input[1] >> 4)];
    output[2] = b64Alphabet[((input[1] & 0x0F) << 2) | (input[2] >> 6)];
    output[3] = b64Alphabet[input[2] & 0x3F];
}

static uint8_t prv_b64Revert(uint8_t value)
{
    if (value >= 'A' && value <= 'Z')
    {
        return (value - 'A');
    }
    if (value >= 'a' && value <= 'z')
    {
        return (26 + value - 'a');
    }
    if (value >= '0' && value <= '9')
    {
        return (52 + value - '0');
    }
    switch (value)
    {
    case '+':
        return 62;
    case '/':
        return 63;
    default:
        return 0;
    }
}

static void prv_decodeBlock(uint8_t input[4],
                            uint8_t output[3])
{
    uint8_t tmp[4];
    int i;

    cis_memset(output, 0, 3);

    for (i = 0; i < 4; i++)
    {
        tmp[i] = prv_b64Revert(input[i]);
    }

    output[0] = (tmp[0] << 2) | (tmp[1] >> 4);
    output[1] = (tmp[1] << 4) | (tmp[2] >> 2);
    output[2] = (tmp[2] << 6) | tmp[3];
}

static size_t prv_getBase64Size(size_t dataLen)
{
    size_t result_len;

    result_len = 4 * (dataLen / 3);
    if (dataLen % 3) 
    {
        result_len += 4;
    }

    return result_len;
}

size_t utils_base64Encode(uint8_t * dataP,
                          size_t dataLen, 
                          uint8_t * bufferP,
                          size_t bufferLen)
{
    unsigned int data_index;
    unsigned int result_index;
    size_t result_len;

    result_len = prv_getBase64Size(dataLen);

    if (result_len > bufferLen) 
    {
        return 0;
    }

    data_index = 0;
    result_index = 0;
    while (data_index < dataLen)
    {
        switch (dataLen - data_index)
        {
        case 0:
            // should never happen
            break;
        case 1:
            {
                bufferP[result_index] = b64Alphabet[dataP[data_index] >> 2];
                bufferP[result_index + 1] = b64Alphabet[(dataP[data_index] & 0x03) << 4];
                bufferP[result_index + 2] = PRV_B64_PADDING;
                bufferP[result_index + 3] = PRV_B64_PADDING;
            }
            break;
        case 2:
            {
                bufferP[result_index] = b64Alphabet[dataP[data_index] >> 2];
                bufferP[result_index + 1] = b64Alphabet[(dataP[data_index] & 0x03) << 4 | (dataP[data_index + 1] >> 4)];
                bufferP[result_index + 2] = b64Alphabet[(dataP[data_index + 1] & 0x0F) << 2];
                bufferP[result_index + 3] = PRV_B64_PADDING;
            }
            break;
        default:
            {
                prv_encodeBlock(dataP + data_index, bufferP + result_index);
            }
            break;
        }
        data_index += 3;
        result_index += 4;
    }

    return result_len;
}

size_t utils_opaqueToBase64(uint8_t * dataP,
                            size_t dataLen,
                            uint8_t ** bufferP)
{
    size_t buffer_len;
    size_t result_len;

    buffer_len = prv_getBase64Size(dataLen);

    *bufferP = (uint8_t *)cis_malloc(buffer_len);
    if (!*bufferP) 
    {
        return 0;
    }
    cis_memset(*bufferP, 0, buffer_len);

    result_len = utils_base64Encode(dataP, dataLen, *bufferP, buffer_len);

    if (result_len == 0)
    {
        cis_free(*bufferP);
        *bufferP = NULL;
    }
 
    return result_len;
}

size_t utils_base64ToOpaque(uint8_t * dataP,
                            size_t dataLen,
                            uint8_t ** bufferP)
{
    size_t data_index;
    size_t result_index;
    size_t result_len;

    if (dataLen % 4) 
    {
        return 0;
    }

    result_len = (dataLen >> 2) * 3;
    *bufferP = (uint8_t *)cis_malloc(result_len);
    if (NULL == *bufferP) 
    {
        return 0;
    }
    cis_memset(*bufferP, 0, result_len);

    // remove padding
    while (dataP[dataLen - 1] == PRV_B64_PADDING)
    {
        dataLen--;
    }

    data_index = 0;
    result_index = 0;
    while (data_index < dataLen)
    {
        prv_decodeBlock(dataP + data_index, *bufferP + result_index);
        data_index += 4;
        result_index += 3;
    }
    switch (data_index - dataLen)
    {
    case 0:
        break;
    case 2:
    {
        uint8_t tmp[2];

        tmp[0] = prv_b64Revert(dataP[dataLen - 2]);
        tmp[1] = prv_b64Revert(dataP[dataLen - 1]);

        *bufferP[result_index - 3] = (tmp[0] << 2) | (tmp[1] >> 4);
        *bufferP[result_index - 2] = (tmp[1] << 4);
        result_len -= 2;
    }
    break;
    case 3:
    {
        uint8_t tmp[3];

        tmp[0] = prv_b64Revert(dataP[dataLen - 3]);
        tmp[1] = prv_b64Revert(dataP[dataLen - 2]);
        tmp[2] = prv_b64Revert(dataP[dataLen - 1]);

        *bufferP[result_index - 3] = (tmp[0] << 2) | (tmp[1] >> 4);
        *bufferP[result_index - 2] = (tmp[1] << 4) | (tmp[2] >> 2);
        *bufferP[result_index - 1] = (tmp[2] << 6);
        result_len -= 1;
    }
    break;
    default:
        // error
        {
            cis_free(*bufferP);
            *bufferP = NULL;
            result_len = 0;
        }
        break;
    }

    return result_len;
}

cis_datatype_t utils_depthToDatatype(uri_depth_t depth)
{
    switch (depth)
    {
    case URI_DEPTH_OBJECT:
        return cis_data_type_object;
    case URI_DEPTH_OBJECT_INSTANCE:
        return cis_data_type_object_instance;
    default:
        break;
    }

    return cis_data_type_undefine;
}



// copy a string in a buffer.
// return the number of copied bytes or -1 if the buffer is not large enough
int utils_stringCopy(char * buffer,
    size_t length,
    const char * str)
{
    size_t i;

    for (i = 0 ; i < length && str[i] != 0 ; i++)
    {
        buffer[i] = str[i];
    }

    if (i == length) 
    {
        return -1;
    }

    buffer[i] = 0;

    return (int)i;
}

int utils_intCopy(char * buffer,
    size_t length,
    int32_t value)
{
#define _PRV_INT32_MAX_STR_LEN 11
    uint8_t str[_PRV_INT32_MAX_STR_LEN];
    size_t len;

    len = utils_intToText(value, str, _PRV_INT32_MAX_STR_LEN);
    if (len == 0) 
    {
        return -1;
    }
    if (len > length + 1) 
    {
        return -1;
    }

    cis_memcpy(buffer, str, len);
    buffer[len] = 0;

    return len;
}

void utils_copyValue(void * dst,
    const void * src,
    size_t len)
{        
    size_t i;

    if(utils_check_bigendian()){

#ifdef LWM2M_BIG_ENDIAN
        cis_memcpy(dst, src, len);
#else
        for (i = 0; i < len; i++)
        {
            ((uint8_t *)dst)[i] = ((uint8_t *)src)[len - 1 - i];
        }
#endif//LWM2M_BIG_ENDIAN

    }else
    {
#ifdef LWM2M_BIG_ENDIAN
        for (i = 0; i < len; i++)
        {
            ((uint8_t *)dst)[i] = ((uint8_t *)src)[len - 1 - i];
        }
#else
        cis_memcpy(dst, src, len);
#endif//LWM2M_BIG_ENDIAN
    }
}


char * utils_strdup(const char * str)
{
    size_t length = utils_strlen(str);
    char* result = (char *)cis_malloc( length +1);
    if( result == NULL) 
    {
        return NULL;
    }
    cis_memcpy(result, str, length);
    result[length] = 0;
    return result;
}

#if !CIS_ENABLE_MEMORYTRACE
void * cis_malloc(size_t s)
{
    uint8_t* p = (uint8_t*)cissys_malloc(s);
    if(p == NULL) 
    {
        LOGE("ERROR:cis_malloc failed.\n");
    }
    return p;
}

void cis_free(void * p)
{
    if(p != NULL)cissys_free(p);
}

#endif//CIS_ENABLE_MEMORY_TRACE

int utils_strncasecmp(const char * s1,
                     const char * s2,
                     size_t n)
{
    int c1,c2,d;
    //if( n == 0) return 0;
    do {
        c1 = *s1++;
        c2 = *s2++;
        if (!n--) 
        {
            return 0;
        }

        d = c1 - c2;
        while (d) 
        {
            if (c1 <= 'Z' && c1 >= 'A') 
            {
                d += ('a' - 'A');
                if (!d) 
                {
                    break;
                }
            }
            if (c2 <= 'Z' && c2 >= 'A') 
            {
                d -= ('a' - 'A');
                if (!d) 
                {
                    break;
                }
            }
            return ((d >= 0) << 1) - 1;
        }

    } while (c1);
    return 0;
}

int utils_strncmp(const char *s1, const char *s2, size_t n)
{
    int c1,c2,d;
    //if( n == 0) return 0;
    do 
    {
        c1 = *s1++;
        c2 = *s2++;
        if (!n--) 
        {
            return 0;
        }

        d = c1 - c2;
        if(d) 
        {
            return ((d >= 0) << 1) - 1;
        }

    } while (c1);

    return 0;
}

cis_time_t utils_gettime_s(void)
{
    cis_time_t ms = cissys_gettime();
    return ms / 1000;
}

int utils_strlen(const char *str)
{
    int siz = 0;
    while (str && *str++ != '\0') 
    {
        siz++;
    }
    return siz;
}

int utils_strtoi(const char *str, char **endptr)
{
    int neg = 1;
    const char *p = str;
    int value = 0;

    if (!str) 
    {
        return 0;
    }

    /* skip whitespace */
    while (*p == ' ') 
    {
        p++;
    }
    if (*p == '-') 
    {
        neg = -1;
        p++;
    }
    while (*p && *p >= '0' && *p <= '9') 
    {
        value = value * 10 + (int) (*p - '0');
        p++;
    }
    if (endptr)
    {
        *endptr = (char*)p;
    }
    return neg*value;
}

///////////////
#define CIS_MAX_NUMBER_BUFFER   64
#define CIS_NUM_DEFAULT         (-1)
int utils_vsnprintf(char *buf, size_t buf_size, const char *fmt, va_list args)
{
    enum nbs_arg_type 
    {
        NBS_ARG_TYPE_CHAR,
        NBS_ARG_TYPE_SHORT,
        NBS_ARG_TYPE_DEFAULT,
        NBS_ARG_TYPE_LONG
    };
    enum nbs_arg_flags 
    {
        NBS_ARG_FLAG_LEFT = 0x01,
        NBS_ARG_FLAG_PLUS = 0x02,
        NBS_ARG_FLAG_SPACE = 0x04,
        NBS_ARG_FLAG_NUM = 0x10,
        NBS_ARG_FLAG_ZERO = 0x20
    };

    char number_buffer[CIS_MAX_NUMBER_BUFFER];
    enum nbs_arg_type arg_type = NBS_ARG_TYPE_DEFAULT;
    int precision = CIS_NUM_DEFAULT;
    int width = CIS_NUM_DEFAULT;
    uint32_t flag = 0;

    size_t len = 0;
    int result = -1;
    const char *iter = fmt;

    if (!buf || !buf_size || !fmt) 
    {
        return 0;
    }

    //cissys_memset(buf,0,buf_size);

    for (iter = fmt; *iter && len < buf_size; iter++) 
    {
        /* copy all non-format characters */
        while (*iter && (*iter != '%') && (len < buf_size))
        {
            buf[len++] = *iter++;
        }
        if (!(*iter) || len >= buf_size) 
        {
            break;
        }
        iter++;

        /* flag arguments */
        while (*iter) 
        {
            if (*iter == '-') 
            {
                flag |= NBS_ARG_FLAG_LEFT;
            }
            else if (*iter == '+') 
            {
                flag |= NBS_ARG_FLAG_PLUS;
            }
            else if (*iter == ' ') 
            {
                flag |= NBS_ARG_FLAG_SPACE;
            }
            else if (*iter == '#') 
            {
                flag |= NBS_ARG_FLAG_NUM;
            }
            else if (*iter == '0') 
            {
                flag |= NBS_ARG_FLAG_ZERO;
            }
            else 
            {
                break;
            }
            iter++;
        }

        /* width argument */
        width = CIS_NUM_DEFAULT;
        if (*iter >= '1' && *iter <= '9') 
        {
            char *end;
            width = utils_strtoi(iter, &end);
            if (end == iter)
            {
                width = -1;
            }
            else 
            {
                iter = end;
            }
        } 
        else if (*iter == '*') 
        {
            width = va_arg(args, int);
            iter++;
        }

        /* precision argument */
        precision = CIS_NUM_DEFAULT;
        if (*iter == '.') 
        {
            iter++;
            if (*iter == '*') 
            {
                precision = va_arg(args, int);
                iter++;
            }
            else 
            {
                char *end;
                precision = utils_strtoi(iter, &end);
                if (end == iter)
                {
                    precision = -1;
                }
                else 
                {
                    iter = end;
                }
            }
        }

        /* length modifier */
        if (*iter == 'h') 
        {
            if (*(iter+1) == 'h') 
            {
                arg_type = NBS_ARG_TYPE_CHAR;
                iter++;
            }
            else 
            {
                arg_type = NBS_ARG_TYPE_SHORT;
            }
            iter++;
        } 
        else if (*iter == 'l') 
        {
            arg_type = NBS_ARG_TYPE_LONG;
            iter++;
        } 
        else 
        {
            arg_type = NBS_ARG_TYPE_DEFAULT;
        }

        /* specifier */
        if (*iter == '%') 
        {
            if( arg_type != NBS_ARG_TYPE_DEFAULT ||
                precision != CIS_NUM_DEFAULT || 
                width != CIS_NUM_DEFAULT)
            {
                return -1;
            }
            if (len < buf_size)
            {
                buf[len++] = '%';
            }
        } 
        else if (*iter == 's') 
        {
            /* string  */
            const char *str = va_arg(args, const char*);
            if( arg_type != NBS_ARG_TYPE_DEFAULT ||
                width != CIS_NUM_DEFAULT)
            {
                return -1;
            }
            if (str == buf)
            {
                return -1;  //"buffer and argument are not allowed to overlap!"
            }
            if(precision != CIS_NUM_DEFAULT)
            {
                while (str && *str && len < buf_size && precision--)
                {
                    buf[len++] = *str++;
                }
            }else
            {
                while (str && *str && len < buf_size)
                {
                    buf[len++] = *str++;
                }
            }
        }
        else if (*iter == 'n') 
        {
            /* current length callback */
            signed int *n = va_arg(args, int*);
            if( arg_type != NBS_ARG_TYPE_DEFAULT ||
                precision != CIS_NUM_DEFAULT || 
                width != CIS_NUM_DEFAULT)
            {
                return -1;
            }
            if (n) 
            {
                *n = len;
            }
        }
        else if(*iter == 'c')
        {
            long value = 0;
            const char *num_iter;
            value = va_arg(args, char);
            number_buffer[0] = (char)value;
            number_buffer[1] = '\0';
            /* copy string value representation into buffer */
            num_iter = number_buffer;
            while (*num_iter && len < buf_size)
            {
                buf[len++] = *num_iter++;
            }

        }
        else if (*iter == 'i' || *iter == 'd') 
        {
            /* signed integer */
            long value = 0;
            const char *num_iter;
            int num_len, num_print, padding;
            int cur_precision = CIS_MAX(precision, 1);
            int cur_width = CIS_MAX(width, 0);

            /* retrieve correct value type */
            if (arg_type == NBS_ARG_TYPE_CHAR)
            {
                value = (signed char)va_arg(args, int);
            }
            else if (arg_type == NBS_ARG_TYPE_SHORT)
            {
                value = (signed short)va_arg(args, int);
            }
            else if (arg_type == NBS_ARG_TYPE_LONG)
            {
                value = va_arg(args, signed long);
            }
            else 
            {
                value = va_arg(args, signed int);
            }

            /* convert number to string */
            num_len = utils_intToText( value, (uint8_t*)number_buffer, CIS_MAX_NUMBER_BUFFER-1);
            //ASSERT( num_len != 0)
            number_buffer[num_len] = '\0';
            //num_len = utils_strlen(number_buffer);
            padding = CIS_MAX(cur_width - CIS_MAX(cur_precision, num_len), 0);
            if ((flag & NBS_ARG_FLAG_PLUS) || (flag & NBS_ARG_FLAG_SPACE))
            {
                padding = CIS_MAX(padding-1, 0);
            }

            /* fill left padding up to a total of `width` characters */
            if (!(flag & NBS_ARG_FLAG_LEFT)) 
            {
                while (padding-- > 0 && (len < buf_size)) 
                {
                    if ((flag & NBS_ARG_FLAG_ZERO) && (precision == CIS_NUM_DEFAULT))
                    {
                        buf[len++] = '0';
                    }
                    else 
                    {
                        buf[len++] = ' ';
                    }
                }
            }

            /* copy string value representation into buffer */
            if ((flag & NBS_ARG_FLAG_PLUS) && value >= 0 && len < buf_size)
            {
                buf[len++] = '+';
            }
            else if ((flag & NBS_ARG_FLAG_SPACE) && value >= 0 && len < buf_size)
            {
                buf[len++] = ' ';
            }

            /* fill up to precision number of digits with '0' */
            num_print = CIS_MAX(cur_precision, num_len);
            while (precision && (num_print > num_len) && (len < buf_size)) 
            {
                buf[len++] = '0';
                num_print--;
            }

            /* copy string value representation into buffer */
            num_iter = number_buffer;
            while (precision && *num_iter && len < buf_size)
            {
                buf[len++] = *num_iter++;
            }

            /* fill right padding up to width characters */
            if (flag & NBS_ARG_FLAG_LEFT) 
            {
                while ((padding-- > 0) && (len < buf_size))
                {
                    buf[len++] = ' ';
                }
            }
        } 
        else if (*iter == 'o' || *iter == 'x' || *iter == 'X' || *iter == 'u') 
        {
            /* unsigned integer */
            unsigned long value = 0;
            int num_len = 0, num_print, padding = 0;
            int cur_precision = CIS_MAX(precision, 1);
            int cur_width = CIS_MAX(width, 0);
            unsigned int base = (*iter == 'o') ? 8: (*iter == 'u')? 10: 16;

            /* print oct/hex/dec value */
            const char *upper_output_format = "0123456789ABCDEF";
            const char *lower_output_format = "0123456789abcdef";
            const char *output_format = (*iter == 'x') ? lower_output_format: upper_output_format;

            /* retrieve correct value type */
            if (arg_type == NBS_ARG_TYPE_CHAR)
            {
                value = (unsigned char)va_arg(args, int);
            }
            else if (arg_type == NBS_ARG_TYPE_SHORT)
            {
                value = (unsigned short)va_arg(args, int);
            }
            else if (arg_type == NBS_ARG_TYPE_LONG)
            {
                value = va_arg(args, unsigned long);
            }
            else 
            {
                value = va_arg(args, unsigned int);
            }

            do 
            {
                /* convert decimal number into hex/oct number */
                int digit = output_format[value % base];
                if (num_len < CIS_MAX_NUMBER_BUFFER)
                {
                    number_buffer[num_len++] = (char)digit;
                }
                value /= base;
            } while (value > 0);

            num_print = CIS_MAX(cur_precision, num_len);
            padding = CIS_MAX(cur_width - CIS_MAX(cur_precision, num_len), 0);
            if (flag & NBS_ARG_FLAG_NUM)
            {
                padding = CIS_MAX(padding-1, 0);
            }

            /* fill left padding up to a total of `width` characters */
            if (!(flag & NBS_ARG_FLAG_LEFT)) 
            {
                while ((padding-- > 0) && (len < buf_size)) 
                {
                    if ((flag & NBS_ARG_FLAG_ZERO) && (precision == CIS_NUM_DEFAULT))
                    {
                        buf[len++] = '0';
                    }
                    else 
                    {
                        buf[len++] = ' ';
                    }
                }
            }

            /* fill up to precision number of digits */
            if (num_print && (flag & NBS_ARG_FLAG_NUM)) 
            {
                if ((*iter == 'o') && (len < buf_size)) 
                {
                    buf[len++] = '0';
                } 
                else if ((*iter == 'x') && ((len+1) < buf_size)) 
                {
                    buf[len++] = '0';
                    buf[len++] = 'x';
                }
                else if ((*iter == 'X') && ((len+1) < buf_size)) 
                {
                    buf[len++] = '0';
                    buf[len++] = 'X';
                }
            }
            while (precision && (num_print > num_len) && (len < buf_size)) 
            {
                buf[len++] = '0';
                num_print--;
            }

            /* reverse number direction */
            while (num_len > 0) 
            {
                if (precision && (len < buf_size))
                {
                    buf[len++] = number_buffer[num_len-1];
                }
                num_len--;
            }

            /* fill right padding up to width characters */
            if (flag & NBS_ARG_FLAG_LEFT) 
            {
                while ((padding-- > 0) && (len < buf_size))
                {
                    buf[len++] = ' ';
                }
            }
        }
        else if (*iter == 'f') 
        {
            /* floating point */
            const char *num_iter;
            int cur_precision = (precision < 0) ? 6: precision;
            int prefix, cur_width = CIS_MAX(width, 0);
            double value = va_arg(args, double);
            int num_len = 0, frac_len = 0, dot = 0;
            int padding = 0;

            if( arg_type != NBS_ARG_TYPE_DEFAULT) 
            {
                return -1;
            }
                
            utils_floatToText( value, (uint8_t*)number_buffer, CIS_MAX_NUMBER_BUFFER);
            num_len = utils_strlen(number_buffer);

            /* calculate padding */
            num_iter = number_buffer;
            while (*num_iter && *num_iter != '.')
            {
                num_iter++;
            }

            prefix = (*num_iter == '.')?(int)(num_iter - number_buffer)+1:0;
            padding = CIS_MAX(cur_width - (prefix + CIS_MIN(cur_precision, num_len - prefix)) , 0);
            if ((flag & NBS_ARG_FLAG_PLUS) || (flag & NBS_ARG_FLAG_SPACE))
            {
                padding = CIS_MAX(padding-1, 0);
            }

            /* fill left padding up to a total of `width` characters */
            if (!(flag & NBS_ARG_FLAG_LEFT)) 
            {
                while (padding-- > 0 && (len < buf_size)) 
                {
                    if (flag & NBS_ARG_FLAG_ZERO)
                    {
                        buf[len++] = '0';
                    }
                    else 
                    {
                        buf[len++] = ' ';
                    }
                }
            }

            /* copy string value representation into buffer */
            num_iter = number_buffer;
            if ((flag & NBS_ARG_FLAG_PLUS) && (value >= 0) && (len < buf_size))
            {
                buf[len++] = '+';
            }
            else if ((flag & NBS_ARG_FLAG_SPACE) && (value >= 0) && (len < buf_size))
            {
                buf[len++] = ' ';
            }
            while (*num_iter) 
            {
                if (dot) 
                {
                    frac_len++;
                }
                if (len < buf_size)
                {
                        buf[len++] = *num_iter;
                }
                if (*num_iter == '.') 
                {
                    dot = 1;
                }
                if (frac_len >= cur_precision) 
                {
                    break;
                }
                num_iter++;
            }

            /* fill number up to precision */
            while (frac_len < cur_precision) 
            {
                if (!dot && len < buf_size) 
                {
                    buf[len++] = '.';
                    dot = 1;
                }
                if (len < buf_size)
                {
                        buf[len++] = '0';
                }
                frac_len++;
            }

            /* fill right padding up to width characters */
            if (flag & NBS_ARG_FLAG_LEFT) 
            {
                while ((padding-- > 0) && (len < buf_size))
                {
                        buf[len++] = ' ';
                }
            }
        }
        else 
        {
            //!!!!!!!!!!!!!!!
            /* Specifier not supported: g,G,e,E,p,z */  
            //NBS_ASSERT(0 && "specifier is not supported!");
            return result;
        }
    }
    buf[(len >= buf_size)?(buf_size-1):len] = 0;
    result = (len >= buf_size)?-1:len;
    return result;
}
 
int utils_snprintf(char* buffer, size_t size, const char* format, ...) 
{
    int result;
    va_list arguments;
    va_start(arguments, format);
    result = utils_vsnprintf(buffer, size, format, arguments);
    va_end(arguments);
    return result;
}



st_server_t *  utils_findBootstrapServer(st_context_t * contextP,
    void * fromSessionH)
{
    st_server_t * targetP;

    targetP = contextP->bootstrapServer;
    while (targetP != NULL
        && fromSessionH != targetP->sessionH)
    {
        targetP = targetP->next;
    }

    return targetP;
}
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/*
 * Copyright (c) 2013, Institute for Pervasive Computing, ETH Zurich
 * All rights reserved.
 *
 * Redistribution and use in source and binary forms, with or without
 * modification, are permitted provided that the following conditions
 * are met:
 * 1. Redistributions of source code must retain the above copyright
 *    notice, this list of conditions and the following disclaimer.
 * 2. Redistributions in binary form must reproduce the above copyright
 *    notice, this list of conditions and the following disclaimer in the
 *    documentation and/or other materials provided with the distribution.
 * 3. Neither the name of the Institute nor the names of its contributors
 *    may be used to endorse or promote products derived from this software
 *    without specific prior written permission.
 *
 * THIS SOFTWARE IS PROVIDED BY THE INSTITUTE AND CONTRIBUTORS ``AS IS'' AND
 * ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
 * IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
 * ARE DISCLAIMED.  IN NO EVENT SHALL THE INSTITUTE OR CONTRIBUTORS BE LIABLE
 * FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
 * DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
 * OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
 * HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
 * LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
 * OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
 * SUCH DAMAGE.
 *
 * This file is part of the Contiki operating system.
 */

/**
 * \file
 *      An implementation of the Constrained Application Protocol (draft 12)
 * \author
 *      Matthias Kovatsch <kovatsch@inf.ethz.ch>
 * \contributors
 *    David Navarro, Intel Corporation - Adapt to usage in liblwm2m
 */


#include <stdlib.h>

#include <string.h>
#include <stdio.h>

#include "er-coap-13.h"
#include "../cis_log.h"
#include "../cis_internals.h" /* for lwm2m_malloc() and lwm2m_free() */
#include "../cis_def.h"

#ifndef COAP_DEBUG_ENABLE
#define COAP_DEBUG_ENABLE   0
#endif//COAP_DEBUG_ENABLE

#if COAP_DEBUG_ENABLE
#include <stdio.h>
#define PRINTF(...) LOG_PRINT(__VA_ARGS__)
#define PRINT6ADDR(addr) LOG_PRINT("[%02x%02x:%02x%02x:%02x%02x:%02x%02x:%02x%02x:%02x%02x:%02x%02x:%02x%02x]", ((uint8_t *)addr)[0], ((uint8_t *)addr)[1], ((uint8_t *)addr)[2], ((uint8_t *)addr)[3], ((uint8_t *)addr)[4], ((uint8_t *)addr)[5], ((uint8_t *)addr)[6], ((uint8_t *)addr)[7], ((uint8_t *)addr)[8], ((uint8_t *)addr)[9], ((uint8_t *)addr)[10], ((uint8_t *)addr)[11], ((uint8_t *)addr)[12], ((uint8_t *)addr)[13], ((uint8_t *)addr)[14], ((uint8_t *)addr)[15])
#define PRINTLLADDR(lladdr) LOG_PRINT("[%02x:%02x:%02x:%02x:%02x:%02x]",(lladdr)->addr[0], (lladdr)->addr[1], (lladdr)->addr[2], (lladdr)->addr[3],(lladdr)->addr[4], (lladdr)->addr[5])
#else
#define PRINTF(...)
#define PRINT6ADDR(addr)
#define PRINTLLADDR(addr)
#endif

/*-----------------------------------------------------------------------------------*/
/*- Variables -----------------------------------------------------------------------*/
/*-----------------------------------------------------------------------------------*/
static uint16_t current_mid = 0;

coap_status_t coap_error_code = COAP_NO_ERROR;
const char *coap_error_message = "";
/*-----------------------------------------------------------------------------------*/
/*- LOCAL HELP FUNCTIONS ------------------------------------------------------------*/
/*-----------------------------------------------------------------------------------*/
static
uint16_t
coap_log_2(uint16_t value)
{
  uint16_t result = 0;
  do 
  {
    value = value >> 1;
    result++;
  } while (value);

  return result ? result - 1 : result;
}
/*-----------------------------------------------------------------------------------*/
static
uint32_t
coap_parse_int_option(uint8_t *bytes, size_t length)
{
  uint32_t var = 0;
  size_t i = 0;
  while (i<length)
  {
    var <<= 8;
    var |= bytes[i++];
  }
  return var;
}
/*-----------------------------------------------------------------------------------*/
static
uint8_t
coap_option_nibble(unsigned int value)
{
  if (value<13)
  {
    return value;
  }
  else if (value<=0xFF+13)
  {
    return 13;
  }
  else
  {
    return 14;
  }
}
/*-----------------------------------------------------------------------------------*/
static
size_t
coap_set_option_header(unsigned int delta, size_t length, uint8_t *buffer)
{
  size_t written = 0;

  buffer[0] = coap_option_nibble(delta)<<4 | coap_option_nibble(length);

  /* avoids code duplication without function overhead */
  unsigned int *x = &delta;
  do
  {
    if (*x>268)
    {
      buffer[++written] = (*x-269)>>8;
      buffer[++written] = (*x-269);
    }
    else if (*x>12)
    {
      buffer[++written] = (*x-13);
    }
  }
  while (x!=(unsigned int *)&length && (x=(unsigned int *)&length));

  //PRINTF("WRITTEN %d B opt header\n", written);

  return ++written;
}
/*-----------------------------------------------------------------------------------*/
static
size_t
coap_serialize_int_option(unsigned int number, unsigned int current_number, uint8_t *buffer, uint32_t value)
{
  size_t i = 0;
  if (0x00 == value)
  { 
      i = 1;
  }else{
      if (0xFF000000 & value)
      {
          ++i;
      }
      if (0xFFFF0000 & value)
      { 
          ++i;
      }
      if (0xFFFFFF00 & value)
      { 
          ++i;
      }
      if (0xFFFFFFFF & value){ 
          ++i;
      }
  }
  
  PRINTF("OPTION %u (delta %u, len %u)\n", number, number - current_number, i);

  i = coap_set_option_header(number - current_number, i, buffer);
  
  if (0x00 == value)
  { 
      buffer[i++] = 0x00;

  }else{
      if (0xFF000000 & value)
      { 
          buffer[i++] = (uint8_t) (value>>24);
      }
      if (0xFFFF0000 & value)
      { 
          buffer[i++] = (uint8_t) (value>>16);
      }
      if (0xFFFFFF00 & value)
      {
          buffer[i++] = (uint8_t) (value>>8);
      }
      if (0xFFFFFFFF & value)
      { 
          buffer[i++] = (uint8_t) (value);
      }
  }
  
  return i;
}
/*-----------------------------------------------------------------------------------*/
static
size_t
coap_serialize_array_option(unsigned int number, unsigned int current_number, uint8_t *buffer, uint8_t *array, size_t length, char split_char)
{
  size_t i = 0;

  if (split_char!='\0')
  {
    size_t j;
    uint8_t *part_start = array;
    uint8_t *part_end = NULL;
    size_t temp_length;

    for (j = 0; j<=length; ++j)
    {
      if (array[j]==split_char || j==length)
      {
        part_end = array + j;
        temp_length = part_end-part_start;

        i += coap_set_option_header(number - current_number, temp_length, &buffer[i]);
        cis_memcpy(&buffer[i], part_start, temp_length);
        i += temp_length;

        PRINTF("OPTION type %u, delta %u, len %u, part [%.*s]\n", number, number - current_number, i, temp_length, part_start);

        ++j; /* skip the splitter */
        current_number = number;
        part_start = array + j;
      }
    } /* for */
  }
  else
  {
    i += coap_set_option_header(number - current_number, length, &buffer[i]);
    cis_memcpy(&buffer[i], array, length);
    i += length;

    PRINTF("OPTION type %u, delta %u, len %u\n", number, number - current_number, length);
  }

  return i;
}
/*-----------------------------------------------------------------------------------*/
static
size_t
coap_serialize_multi_option(unsigned int number, unsigned int current_number, uint8_t *buffer, multi_option_t *array)
{
  size_t i = 0;
  multi_option_t * j;

  for (j = array; j != NULL; j= j->next)
  {
     i += coap_set_option_header(number - current_number, j->len, &buffer[i]);
     current_number = number;
     cis_memcpy(&buffer[i], j->data, j->len);
     i += j->len;
  } /* for */

  return i;
}
/*-----------------------------------------------------------------------------------*/
static
void
coap_merge_multi_option(uint8_t **dst, size_t *dst_len, uint8_t *option, size_t option_len, char separator)
{
  /* Merge multiple options. */
  if (*dst_len > 0)
  {
    /* dst already contains an option: concatenate */
    (*dst)[*dst_len] = separator;
    *dst_len += 1;

    /* memmove handles 2-byte option headers */
    cis_memmove((*dst)+(*dst_len), option, option_len);

    *dst_len += option_len;
  }
  else
  {
    /* dst is empty: set to option */
    *dst = option;
    *dst_len = option_len;
  }
}

void
coap_add_multi_option(multi_option_t **dst, uint8_t *option, size_t option_len, uint8_t is_static)
{
  multi_option_t *opt = (multi_option_t *)cis_malloc(sizeof(multi_option_t));

  if (opt)
  {
    opt->next = NULL;
    opt->len = (uint8_t)option_len;
    if (is_static)
    {
      opt->data = option;
      opt->is_static = 1;
    }
    else
    {
        opt->is_static = 0;
        opt->data = (uint8_t *)cis_malloc(option_len);
        if (opt->data == NULL)
        {
            cis_free(opt);
            return;
        }
        cis_memcpy(opt->data, option, option_len);
    }

    if (*dst)
    {
      multi_option_t * i = *dst;
      while (i->next)
      {
        i = i->next;
      }
      i->next = opt;
    }
    else
    {
      *dst = opt;
    }
  }
}

void
free_multi_option(multi_option_t *dst)
{
  if (dst)
  {
    multi_option_t *n = dst->next;
    dst->next = NULL;
    if (0==dst->is_static)
    {
        cis_free(dst->data);
    }
    cis_free(dst);
    free_multi_option(n);
  }
}

char * coap_get_multi_option_as_string(multi_option_t * option)
{
    size_t len = 0;
    multi_option_t * opt;
    char * output;

    for (opt = option; opt != NULL; opt = opt->next)
    {
       len += opt->len + 1;     // for separator
    }

    output = (char *)cis_malloc(len + 1); // for String terminator
    if (output != NULL)
    {
        size_t i = 0;

        for (opt = option; opt != NULL; opt = opt->next)
        {
            output[i] = '/';
            i += 1;

            cis_memmove(output + i, opt->data, opt->len);
            i += opt->len;
        }
        output[i] = 0;
    }

    return output;
}

/*-----------------------------------------------------------------------------------*/
static
int
coap_get_variable(const uint8_t *buffer, size_t length, const char *name, const char **output)
{
  const uint8_t *start = NULL;
  const uint8_t *end = NULL;
  const uint8_t *value_end = NULL;
  size_t name_len = 0;

  /*initialize the output buffer first*/
  *output = 0;

  name_len = utils_strlen(name);
  end = buffer + length;

  for (start = buffer; start + name_len < end; ++start)
  {
    if ((start == buffer || start[-1] == '&') && start[name_len] == '=' &&
        utils_strncmp(name, (char *)start, name_len)==0) 
    {

      /* Point start to variable value */
      start += name_len + 1;

      /* Point end to the end of the value */
      value_end = (const uint8_t *) memchr(start, '&', end - start);
      if (value_end == NULL) 
      {
        value_end = end;
      }

      *output = (char *)start;

      return (value_end - start);
    }
  }

  return 0;
}

/*-----------------------------------------------------------------------------------*/
uint16_t
coap_get_mid()
{
  return ++current_mid;
}
/*-----------------------------------------------------------------------------------*/
/*- MEASSAGE PROCESSING -------------------------------------------------------------*/
/*-----------------------------------------------------------------------------------*/
void
coap_init_message(void *packet, coap_message_type_t type, uint8_t code, uint16_t mid)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  /* Important thing */
  cis_memset(coap_pkt, 0, sizeof(coap_packet_t));

  coap_pkt->type = type;
  coap_pkt->code = code;
  coap_pkt->mid = mid;
}

void
coap_free_header(void *packet)
{
    coap_packet_t *const coap_pkt = (coap_packet_t *) packet;
    free_multi_option(coap_pkt->uri_path);
    free_multi_option(coap_pkt->uri_query);
    free_multi_option(coap_pkt->location_path);
    coap_pkt->uri_path = NULL;
    coap_pkt->uri_query = NULL;
    coap_pkt->location_path = NULL;
}

/*-----------------------------------------------------------------------------------*/
size_t coap_serialize_get_size(void *packet)
{
    coap_packet_t *const coap_pkt = (coap_packet_t *) packet;
    size_t length = 0;

    length = COAP_HEADER_LEN + coap_pkt->payload_len + coap_pkt->token_len;

    if (IS_OPTION(coap_pkt, COAP_OPTION_IF_MATCH))
    {
        length += COAP_MAX_OPTION_HEADER_LEN + coap_pkt->if_match_len;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_URI_HOST))
    {
        length += COAP_MAX_OPTION_HEADER_LEN + coap_pkt->uri_host_len;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_ETAG))
    {
        length += COAP_MAX_OPTION_HEADER_LEN + coap_pkt->etag_len;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_IF_NONE_MATCH))
    {
        // can be stored in extended fields
        length += COAP_MAX_OPTION_HEADER_LEN;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_OBSERVE))
    {
        // can be stored in extended fields
        length += COAP_MAX_OPTION_HEADER_LEN;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_URI_PORT))
    {
        // can be stored in extended fields
        length += COAP_MAX_OPTION_HEADER_LEN;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_LOCATION_PATH))
    {
        multi_option_t * optP;

        for (optP = coap_pkt->location_path ; optP != NULL ; optP = optP->next)
        {
            length += COAP_MAX_OPTION_HEADER_LEN + optP->len;
        }
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_URI_PATH))
    {
        multi_option_t * optP;

        for (optP = coap_pkt->uri_path ; optP != NULL ; optP = optP->next)
        {
            length += COAP_MAX_OPTION_HEADER_LEN + optP->len;
        }
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_CONTENT_TYPE))
    {
        // can be stored in extended fields
        length += COAP_MAX_OPTION_HEADER_LEN;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_MAX_AGE))
    {
        // can be stored in extended fields
        length += COAP_MAX_OPTION_HEADER_LEN;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_URI_QUERY))
    {
        multi_option_t * optP;

        for (optP = coap_pkt->uri_query ; optP != NULL ; optP = optP->next)
        {
            length += COAP_MAX_OPTION_HEADER_LEN + optP->len;
        }
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_ACCEPT))
    {
        length += coap_pkt->accept_num * COAP_MAX_OPTION_HEADER_LEN;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_LOCATION_QUERY))
    {
        length += COAP_MAX_OPTION_HEADER_LEN + coap_pkt->location_query_len;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_BLOCK2))
    {
        // can be stored in extended fields
        length += COAP_MAX_OPTION_HEADER_LEN;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_BLOCK1))
    {
        // can be stored in extended fields
        length += COAP_MAX_OPTION_HEADER_LEN;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_SIZE))
    {
        // can be stored in extended fields
        length += COAP_MAX_OPTION_HEADER_LEN;
    }
    if (IS_OPTION(coap_pkt, COAP_OPTION_PROXY_URI))
    {
        length += COAP_MAX_OPTION_HEADER_LEN + coap_pkt->proxy_uri_len;
    }

    return length;
}

/*-----------------------------------------------------------------------------------*/
size_t
coap_serialize_message(void *packet, uint8_t *buffer)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;
  uint8_t *option;
  unsigned int current_number = 0;

  /* Initialize */
  coap_pkt->buffer = buffer;
  coap_pkt->version = 1;

  PRINTF("-Serializing MID %u to %p, ", coap_pkt->mid, coap_pkt->buffer);

  /* set header fields */
  coap_pkt->buffer[0]  = 0x00;
  coap_pkt->buffer[0] |= COAP_HEADER_VERSION_MASK & (coap_pkt->version)<<COAP_HEADER_VERSION_POSITION;
  coap_pkt->buffer[0] |= COAP_HEADER_TYPE_MASK & (coap_pkt->type)<<COAP_HEADER_TYPE_POSITION;
  coap_pkt->buffer[0] |= COAP_HEADER_TOKEN_LEN_MASK & (coap_pkt->token_len)<<COAP_HEADER_TOKEN_LEN_POSITION;
  coap_pkt->buffer[1] = coap_pkt->code;
  coap_pkt->buffer[2] = (uint8_t) ((coap_pkt->mid)>>8);
  coap_pkt->buffer[3] = (uint8_t) (coap_pkt->mid);

  /* set Token */
  PRINTF("Token (len %u)", coap_pkt->token_len);
  option = coap_pkt->buffer + COAP_HEADER_LEN;
  for (current_number=0; current_number<coap_pkt->token_len; ++current_number)
  {
    PRINTF(" %02X", coap_pkt->token[current_number]);
    *option = coap_pkt->token[current_number];
    ++option;
  }
  PRINTF("-\n");

  /* Serialize options */
  current_number = 0;

  PRINTF("-Serializing options at %p-\n", option);

  /* The options must be serialized in the order of their number */
  COAP_SERIALIZE_BYTE_OPTION(   COAP_OPTION_IF_MATCH,       if_match, "If-Match")
  COAP_SERIALIZE_STRING_OPTION( COAP_OPTION_URI_HOST,       uri_host, '\0', "Uri-Host")
  COAP_SERIALIZE_BYTE_OPTION(   COAP_OPTION_ETAG,           etag, "ETag")
  COAP_SERIALIZE_INT_OPTION(    COAP_OPTION_IF_NONE_MATCH,  content_type-coap_pkt->content_type, "If-None-Match") /* hack to get a zero field */
  COAP_SERIALIZE_INT_OPTION(    COAP_OPTION_OBSERVE,        observe, "Observe")
  COAP_SERIALIZE_INT_OPTION(    COAP_OPTION_URI_PORT,       uri_port, "Uri-Port")
  COAP_SERIALIZE_MULTI_OPTION(  COAP_OPTION_LOCATION_PATH,  location_path, "Location-Path")
  COAP_SERIALIZE_MULTI_OPTION(  COAP_OPTION_URI_PATH,       uri_path, "Uri-Path")
  COAP_SERIALIZE_INT_OPTION(    COAP_OPTION_CONTENT_TYPE,   content_type, "Content-Format")
  COAP_SERIALIZE_INT_OPTION(    COAP_OPTION_MAX_AGE,        max_age, "Max-Age")
  COAP_SERIALIZE_MULTI_OPTION(  COAP_OPTION_URI_QUERY,      uri_query, "Uri-Query")
  COAP_SERIALIZE_ACCEPT_OPTION( COAP_OPTION_ACCEPT,         accept, "Accept")
  COAP_SERIALIZE_STRING_OPTION( COAP_OPTION_LOCATION_QUERY, location_query, '&', "Location-Query")
  COAP_SERIALIZE_BLOCK_OPTION(  COAP_OPTION_BLOCK2,         block2, "Block2")
  COAP_SERIALIZE_BLOCK_OPTION(  COAP_OPTION_BLOCK1,         block1, "Block1")
  COAP_SERIALIZE_INT_OPTION(    COAP_OPTION_SIZE,           size, "Size")
  COAP_SERIALIZE_STRING_OPTION( COAP_OPTION_PROXY_URI,      proxy_uri, '\0', "Proxy-Uri")

  PRINTF("-Done serializing at %p----\n", option);

  /* Free allocated header fields */
  coap_free_header(packet);

  /* Pack payload */
  /* Payload marker */
  if (coap_pkt->payload_len)
  {
    *option = 0xFF;
    ++option;
  }

  cis_memmove(option, coap_pkt->payload, coap_pkt->payload_len);

  PRINTF("-Done %u B (header len %u, payload len %u)-\n", coap_pkt->payload_len + option - buffer, option - buffer, coap_pkt->payload_len);

  PRINTF("Dump [0x%02X %02X %02X %02X  %02X %02X %02X %02X]\n",
      coap_pkt->buffer[0],
      coap_pkt->buffer[1],
      coap_pkt->buffer[2],
      coap_pkt->buffer[3],
      coap_pkt->buffer[4],
      coap_pkt->buffer[5],
      coap_pkt->buffer[6],
      coap_pkt->buffer[7]
    );

  return (option - buffer) + coap_pkt->payload_len; /* packet length */
}
/*-----------------------------------------------------------------------------------*/
coap_status_t
coap_parse_message(void *packet, uint8_t *data, uint16_t data_len)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  /* Initialize packet */
  cis_memset(coap_pkt, 0, sizeof(coap_packet_t));

  /* pointer to packet bytes */
  coap_pkt->buffer = data;

  /* parse header fields */
  coap_pkt->version = (COAP_HEADER_VERSION_MASK & coap_pkt->buffer[0])>>COAP_HEADER_VERSION_POSITION;
  coap_pkt->type = (coap_message_type_t)((COAP_HEADER_TYPE_MASK & coap_pkt->buffer[0])>>COAP_HEADER_TYPE_POSITION);
  coap_pkt->token_len = MIN(COAP_TOKEN_LEN, (COAP_HEADER_TOKEN_LEN_MASK & coap_pkt->buffer[0])>>COAP_HEADER_TOKEN_LEN_POSITION);
  coap_pkt->code = coap_pkt->buffer[1];
  coap_pkt->mid = coap_pkt->buffer[2]<<8 | coap_pkt->buffer[3];

  if (coap_pkt->version != 1)
  {
    coap_error_message = "CoAP version must be 1";
    return COAP_400_BAD_REQUEST;
  }

  uint8_t *current_option = data + COAP_HEADER_LEN;

  if (coap_pkt->token_len != 0)
  {
      cis_memcpy(coap_pkt->token, current_option, coap_pkt->token_len);
      SET_OPTION(coap_pkt, COAP_OPTION_TOKEN);

      PRINTF("Token (len %u) [0x%02X%02X%02X%02X%02X%02X%02X%02X]\n", coap_pkt->token_len,
        coap_pkt->token[0],
        coap_pkt->token[1],
        coap_pkt->token[2],
        coap_pkt->token[3],
        coap_pkt->token[4],
        coap_pkt->token[5],
        coap_pkt->token[6],
        coap_pkt->token[7]
      ); /*FIXME always prints 8 bytes */
  }

  /* parse options */
  current_option += coap_pkt->token_len;

  unsigned int option_number = 0;
  unsigned int option_delta = 0;
  size_t option_length = 0;

  while (current_option < data+data_len)
  {
    /* Payload marker 0xFF, currently only checking for 0xF* because rest is reserved */
    if ((current_option[0] & 0xF0)==0xF0)
    {
      coap_pkt->payload = ++current_option;
      coap_pkt->payload_len = data_len - (coap_pkt->payload - data);

      break;
    }

    option_delta = current_option[0]>>4;
    option_length = current_option[0] & 0x0F;
    ++current_option;

    /* avoids code duplication without function overhead */
    unsigned int *x = &option_delta;
    do
    {
      if (*x==13)
      {
        *x += current_option[0];
        ++current_option;
      }
      else if (*x==14)
      {
        *x += 255;
        *x += current_option[0]<<8;
        ++current_option;
        *x += current_option[0];
        ++current_option;
      }
    }
    while (x!=(unsigned int *)&option_length && (x=(unsigned int *)&option_length));

    option_number += option_delta;

    PRINTF("OPTION %u (delta %u, len %u): ", option_number, option_delta, option_length);

    SET_OPTION(coap_pkt, option_number);

    switch (option_number)
    {
      case COAP_OPTION_CONTENT_TYPE:
      {
        coap_pkt->content_type = (coap_content_type_t)coap_parse_int_option(current_option, option_length);
        PRINTF("Content-Format [%u]\n", coap_pkt->content_type);
        break;
      }
      case COAP_OPTION_MAX_AGE:
      {
       coap_pkt->max_age = coap_parse_int_option(current_option, option_length);
            PRINTF("Max-Age [%lu]\n", coap_pkt->max_age);
            break;
      }
      case COAP_OPTION_ETAG:
      {
      coap_pkt->etag_len = (uint8_t)(MIN(COAP_ETAG_LEN, option_length));
            cis_memcpy(coap_pkt->etag, current_option, coap_pkt->etag_len);
            PRINTF("ETag %u [0x%02X%02X%02X%02X%02X%02X%02X%02X]\n", coap_pkt->etag_len,
              coap_pkt->etag[0],
              coap_pkt->etag[1],
              coap_pkt->etag[2],
              coap_pkt->etag[3],
              coap_pkt->etag[4],
              coap_pkt->etag[5],
              coap_pkt->etag[6],
              coap_pkt->etag[7]
            ); /*FIXME always prints 8 bytes */
            break;
      }
      case COAP_OPTION_ACCEPT:
      {
       if (coap_pkt->accept_num < COAP_MAX_ACCEPT_NUM)
            {
              coap_pkt->accept[coap_pkt->accept_num] = coap_parse_int_option(current_option, option_length);
              coap_pkt->accept_num += 1;
              PRINTF("Accept [%u]\n", coap_pkt->content_type);
            }
            break;
      }
      case COAP_OPTION_IF_MATCH:
      {
    
            /*FIXME support multiple ETags */
            coap_pkt->if_match_len = (uint8_t)(MIN(COAP_ETAG_LEN, option_length));
            cis_memcpy(coap_pkt->if_match, current_option, coap_pkt->if_match_len);
            PRINTF("If-Match %u [0x%02X%02X%02X%02X%02X%02X%02X%02X]\n", coap_pkt->if_match_len,
              coap_pkt->if_match[0],
              coap_pkt->if_match[1],
              coap_pkt->if_match[2],
              coap_pkt->if_match[3],
              coap_pkt->if_match[4],
              coap_pkt->if_match[5],
              coap_pkt->if_match[6],
              coap_pkt->if_match[7]
            ); /*FIXME always prints 8 bytes */
            break;
      }
      case COAP_OPTION_IF_NONE_MATCH:
      {
    
            coap_pkt->if_none_match = 1;
            PRINTF("If-None-Match\n");
            break;
      }

      case COAP_OPTION_URI_HOST:
      {
        coap_pkt->uri_host = current_option;
        coap_pkt->uri_host_len = option_length;
        PRINTF("Uri-Host [%.*s]\n", coap_pkt->uri_host_len, coap_pkt->uri_host);
        break;
      }
      case COAP_OPTION_URI_PORT:
      {
        coap_pkt->uri_port = coap_parse_int_option(current_option, option_length);
        PRINTF("Uri-Port [%u]\n", coap_pkt->uri_port);
        break;
      }
      case COAP_OPTION_URI_PATH:
      {
    
            /* coap_merge_multi_option() operates in-place on the IPBUF, but final packet field should be const string -> cast to string */
            // coap_merge_multi_option( (char **) &(coap_pkt->uri_path), &(coap_pkt->uri_path_len), current_option, option_length, 0);
            coap_add_multi_option( &(coap_pkt->uri_path), current_option, option_length, 1);
            PRINTF("Uri-Path [%.*s]\n", option_length, current_option);
            break;
      }
      case COAP_OPTION_URI_QUERY:
      {
             /* coap_merge_multi_option() operates in-place on the IPBUF, but final packet field should be const string -> cast to string */
            // coap_merge_multi_option( (char **) &(coap_pkt->uri_query), &(coap_pkt->uri_query_len), current_option, option_length, '&');
            coap_add_multi_option( &(coap_pkt->uri_query), current_option, option_length, 1);
            PRINTF("Uri-Query [%.*s]\n", option_length, current_option);
            break;
      }

      case COAP_OPTION_LOCATION_PATH:
      {
    
    
            coap_add_multi_option( &(coap_pkt->location_path), current_option, option_length, 1);
            break;
      }
      case COAP_OPTION_LOCATION_QUERY:
      {
    
            /* coap_merge_multi_option() operates in-place on the IPBUF, but final packet field should be const string -> cast to string */
            coap_merge_multi_option( &(coap_pkt->location_query), &(coap_pkt->location_query_len), current_option, option_length, '&');
            PRINTF("Location-Query [%.*s]\n", option_length, current_option);
            break;
      }

      case COAP_OPTION_PROXY_URI:
      {
            /*FIXME check for own end-point */
            coap_pkt->proxy_uri = current_option;
            coap_pkt->proxy_uri_len = option_length;
            /*TODO length > 270 not implemented (actually not required) */
            PRINTF("Proxy-Uri NOT IMPLEMENTED [%.*s]\n", coap_pkt->proxy_uri_len, coap_pkt->proxy_uri);
            coap_error_message = "This is a constrained server (Contiki)";
            return COAP_505_PROXYING_NOT_SUPPORTED;
            break;
      }

      case COAP_OPTION_OBSERVE:
      {
            coap_pkt->observe = coap_parse_int_option(current_option, option_length);
            PRINTF("Observe [%lu]\n", coap_pkt->observe);
            break;
      }
      case COAP_OPTION_BLOCK2:
      {
    
            coap_pkt->block2_num = coap_parse_int_option(current_option, option_length);
            coap_pkt->block2_more = (coap_pkt->block2_num & 0x08)>>3;
            coap_pkt->block2_size = 16 << (coap_pkt->block2_num & 0x07);
            coap_pkt->block2_offset = (coap_pkt->block2_num & ~0x0000000F)<<(coap_pkt->block2_num & 0x07);
            coap_pkt->block2_num >>= 4;
            PRINTF("Block2 [%lu%s (%u B/blk)]\n", coap_pkt->block2_num, coap_pkt->block2_more ? "+" : "", coap_pkt->block2_size);
            break;
      }
      case COAP_OPTION_BLOCK1:
      {
    
            coap_pkt->block1_num = coap_parse_int_option(current_option, option_length);
            coap_pkt->block1_more = (coap_pkt->block1_num & 0x08)>>3;
            coap_pkt->block1_size = 16 << (coap_pkt->block1_num & 0x07);
            coap_pkt->block1_offset = (coap_pkt->block1_num & ~0x0000000F)<<(coap_pkt->block1_num & 0x07);
            coap_pkt->block1_num >>= 4;
            PRINTF("Block1 [%lu%s (%u B/blk)]\n", coap_pkt->block1_num, coap_pkt->block1_more ? "+" : "", coap_pkt->block1_size);
            break;
      }
      case COAP_OPTION_SIZE:
      {
    
            coap_pkt->size = coap_parse_int_option(current_option, option_length);
            PRINTF("Size [%lu]\n", coap_pkt->size);
            break;
      }
      default:
      {
    
            PRINTF("unknown (%u)\n", option_number);
            /* Check if critical (odd) */
            if (option_number & 1)
            {
              coap_error_message = "Unsupported critical option";
              return COAP_402_BAD_OPTION;
            }
      }
    }

    current_option += option_length;
  } /* for */
  PRINTF("\n-Done parsing-------\n");



  return COAP_NO_ERROR;
}
/*-----------------------------------------------------------------------------------*/
/*- REST FRAMEWORK FUNCTIONS --------------------------------------------------------*/
/*-----------------------------------------------------------------------------------*/
int
coap_get_query_variable(void *packet, const char *name, const char **output)
{
/*
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (IS_OPTION(coap_pkt, COAP_OPTION_URI_QUERY)) {
    return coap_get_variable(coap_pkt->uri_query, coap_pkt->uri_query_len, name, output);
  }
*/
  return 0;
}

int
coap_get_post_variable(void *packet, const char *name, const char **output)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (coap_pkt->payload_len) 
  {
    return coap_get_variable(coap_pkt->payload, coap_pkt->payload_len, name, output);
  }
  return 0;
}
/*-----------------------------------------------------------------------------------*/
int
coap_set_status_code(void *packet, unsigned int code)
{
  if (code <= 0xFF)
  {
    ((coap_packet_t *)packet)->code = (uint8_t) code;
    return 1;
  }
  else
  {
    return 0;
  }
}
/*-----------------------------------------------------------------------------------*/
/*- HEADER OPTION GETTERS AND SETTERS -----------------------------------------------*/
/*-----------------------------------------------------------------------------------*/
unsigned int
coap_get_header_content_type(void *packet)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_CONTENT_TYPE)) 
  {
      return -1;
  }

  return coap_pkt->content_type;
}

int
coap_set_header_content_type(void *packet, unsigned int content_type)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->content_type = (coap_content_type_t) content_type;
  SET_OPTION(coap_pkt, COAP_OPTION_CONTENT_TYPE);
  return 1;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_accept(void *packet, const uint16_t **accept)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_ACCEPT)) 
  {
      return 0;
  }

  *accept = coap_pkt->accept;
  return coap_pkt->accept_num;
}

int
coap_set_header_accept(void *packet, uint16_t accept)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (coap_pkt->accept_num < COAP_MAX_ACCEPT_NUM)
  {
    coap_pkt->accept[coap_pkt->accept_num] = accept;
    coap_pkt->accept_num += 1;

    SET_OPTION(coap_pkt, COAP_OPTION_ACCEPT);
  }
  return coap_pkt->accept_num;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_max_age(void *packet, uint32_t *age)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_MAX_AGE)) 
  {
    *age = COAP_DEFAULT_MAX_AGE;
  } 
  else 
  {
    *age = coap_pkt->max_age;
  }
  return 1;
}

int
coap_set_header_max_age(void *packet, uint32_t age)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->max_age = age;
  SET_OPTION(coap_pkt, COAP_OPTION_MAX_AGE);
  return 1;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_etag(void *packet, const uint8_t **etag)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_ETAG)) 
  {
      return 0;
  }

  *etag = coap_pkt->etag;
  return coap_pkt->etag_len;
}

int
coap_set_header_etag(void *packet, const uint8_t *etag, size_t etag_len)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->etag_len = (uint8_t)(MIN(COAP_ETAG_LEN, etag_len));
  cis_memcpy(coap_pkt->etag, etag, coap_pkt->etag_len);

  SET_OPTION(coap_pkt, COAP_OPTION_ETAG);
  return coap_pkt->etag_len;
}
/*-----------------------------------------------------------------------------------*/
/*FIXME support multiple ETags */
int
coap_get_header_if_match(void *packet, const uint8_t **etag)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_IF_MATCH)) 
  {
      return 0;
  }

  *etag = coap_pkt->if_match;
  return coap_pkt->if_match_len;
}

int
coap_set_header_if_match(void *packet, const uint8_t *etag, size_t etag_len)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->if_match_len = (uint8_t)(MIN(COAP_ETAG_LEN, etag_len));
  cis_memcpy(coap_pkt->if_match, etag, coap_pkt->if_match_len);

  SET_OPTION(coap_pkt, COAP_OPTION_IF_MATCH);
  return coap_pkt->if_match_len;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_if_none_match(void *packet)
{
  return IS_OPTION((coap_packet_t *)packet, COAP_OPTION_IF_NONE_MATCH) ? 1 : 0;
}

int
coap_set_header_if_none_match(void *packet)
{
  SET_OPTION((coap_packet_t *)packet, COAP_OPTION_IF_NONE_MATCH);
  return 1;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_token(void *packet, const uint8_t **token)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_TOKEN)) 
  {
      return 0;
  }

  *token = coap_pkt->token;
  return coap_pkt->token_len;
}

int
coap_set_header_token(void *packet, const uint8_t *token, size_t token_len)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->token_len = (uint8_t)(MIN(COAP_TOKEN_LEN, token_len));
  cis_memcpy(coap_pkt->token, token, coap_pkt->token_len);

  SET_OPTION(coap_pkt, COAP_OPTION_TOKEN);
  return coap_pkt->token_len;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_proxy_uri(void *packet, const char **uri)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_PROXY_URI)) 
  {
      return 0;
  }

  *uri = (const char *)coap_pkt->proxy_uri;
  return coap_pkt->proxy_uri_len;
}

int
coap_set_header_proxy_uri(void *packet, const char *uri)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->proxy_uri = (uint8_t *)uri;
  coap_pkt->proxy_uri_len = utils_strlen(uri);

  SET_OPTION(coap_pkt, COAP_OPTION_PROXY_URI);
  return coap_pkt->proxy_uri_len;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_uri_host(void *packet, const char **host)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_URI_HOST)) 
  {
      return 0;
  }

  *host = (char *)coap_pkt->uri_host;
  return coap_pkt->uri_host_len;
}

int
coap_set_header_uri_host(void *packet, const char *host)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->uri_host = (uint8_t *)host;
  coap_pkt->uri_host_len = utils_strlen(host);

  SET_OPTION(coap_pkt, COAP_OPTION_URI_HOST);
  return coap_pkt->uri_host_len;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_uri_path(void *packet, const char **path)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_URI_PATH)) 
  {
      return 0;
  }

  *path = NULL; //coap_pkt->uri_path;
  return 0; //coap_pkt->uri_path_len;
}

int
coap_set_header_uri_path(void *packet, const char *path)
{
  coap_packet_t *coap_pkt = (coap_packet_t *) packet;
  int length = 0;

  free_multi_option(coap_pkt->uri_path);
  coap_pkt->uri_path = NULL;

  if (path[0]=='/') 
  {
      ++path;
  }

  do
  {
      int i = 0;

      while (path[i] != 0 && path[i] != '/') i++;
      coap_add_multi_option(&(coap_pkt->uri_path), (uint8_t *)path, i, 0);
      if (path[i] == '/') 
      {
          i++;
      }
      path += i;
      length += i;
  } while (path[0] != 0);

  SET_OPTION(coap_pkt, COAP_OPTION_URI_PATH);
  return length;
}

int
coap_set_header_uri_path_segment(void *packet, const char *segment)
{
  coap_packet_t *coap_pkt = (coap_packet_t *) packet;
  int length;

  if (segment == NULL || segment[0] == 0)
  {
      coap_add_multi_option(&(coap_pkt->uri_path), NULL, 0, 1);
      length = 0;
  }
  else
  {
      length = utils_strlen(segment);
      coap_add_multi_option(&(coap_pkt->uri_path), (uint8_t *)segment, length, 0);
  }

  SET_OPTION(coap_pkt, COAP_OPTION_URI_PATH);
  return length;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_uri_query(void *packet, const char **query)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_URI_QUERY)) 
  {
      return 0;
  }

  *query = NULL; //coap_pkt->uri_query;
  return 0; //coap_pkt->uri_query_len;
}

int
coap_set_header_uri_query(void *packet, const char *query)
{
    int length = 0;
    coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

    free_multi_option(coap_pkt->uri_query);
    coap_pkt->uri_query = NULL;

    if (query[0]=='?') 
    {
        ++query;
    }

    do
    {
        int i = 0;

        while (query[i] != 0 && query[i] != '&') 
        {
            i++;
        }
        coap_add_multi_option(&(coap_pkt->uri_query), (uint8_t *)query, i, 0);

        if (query[i] == '&') 
        {
            i++;
        }
        query += i;
        length += i;
    } while (query[0] != 0);

    SET_OPTION(coap_pkt, COAP_OPTION_URI_QUERY);
    return length;
 }
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_location_path(void *packet, const char **path)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_LOCATION_PATH)) 
  {
      return 0;
  }

  *path = NULL; //coap_pkt->location_path;
  return 0; //coap_pkt->location_path_len;
}

int
coap_set_header_location_path(void *packet, const char *path)
{
    coap_packet_t *coap_pkt = (coap_packet_t *) packet;
    int length = 0;

    free_multi_option(coap_pkt->location_path);
    coap_pkt->location_path = NULL;

    if (path[0]=='/') 
    {
        ++path;
    }

    do
    {
        int i = 0;

        while (path[i] != 0 && path[i] != '/') 
        {
            i++;
        }
        coap_add_multi_option(&(coap_pkt->location_path), (uint8_t *)path, i, 0);

        if (path[i] == '/') 
        {
            i++;
        }
        path += i;
        length += i;
    } while (path[0] != 0);

    SET_OPTION(coap_pkt, COAP_OPTION_LOCATION_PATH);
    return length;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_location_query(void *packet, const char **query)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_LOCATION_QUERY)) 
  {
      return 0;
  }

  *query = (const char*)coap_pkt->location_query;
  return coap_pkt->location_query_len;
}

int
coap_set_header_location_query(void *packet, char *query)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  while (query[0]=='?') 
  {
      ++query;
  }

  coap_pkt->location_query = (uint8_t *)query;
  coap_pkt->location_query_len = utils_strlen(query);

  SET_OPTION(coap_pkt, COAP_OPTION_LOCATION_QUERY);
  return coap_pkt->location_query_len;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_observe(void *packet, uint32_t *observe)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_OBSERVE)) 
  {
      return 0;
  }

  *observe = coap_pkt->observe;
  return 1;
}

int
coap_set_header_observe(void *packet, uint32_t observe)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->observe = 0x00FFFFFF & observe;
  SET_OPTION(coap_pkt, COAP_OPTION_OBSERVE);
  return 1;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_block2(void *packet, uint32_t *num, uint8_t *more, uint16_t *size, uint32_t *offset)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_BLOCK2)) 
  {
      return 0;
  }

  /* pointers may be NULL to get only specific block parameters */
  if (num!=NULL) 
  {
      *num = coap_pkt->block2_num;
  }
  if (more!=NULL) 
  {
      *more = coap_pkt->block2_more;
  }
  if (size!=NULL) 
  {
      *size = coap_pkt->block2_size;
  }
  if (offset!=NULL) 
  {
      *offset = coap_pkt->block2_offset;
  }

  return 1;
}

int
coap_set_header_block2(void *packet, uint32_t num, uint8_t more, uint16_t size)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (size<16) 
  {
      return 0;
  }
  if (size>2048) 
  {
      return 0;
  }
  if (num>0x0FFFFF) 
  {
      return 0;
  }

  coap_pkt->block2_num = num;
  coap_pkt->block2_more = more ? 1 : 0;
  coap_pkt->block2_size = size;

  SET_OPTION(coap_pkt, COAP_OPTION_BLOCK2);
  return 1;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_block1(void *packet, uint32_t *num, uint8_t *more, uint16_t *size, uint32_t *offset)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_BLOCK1)) 
  {
      return 0;
  }

  /* pointers may be NULL to get only specific block parameters */
  if (num!=NULL) 
  {
      *num = coap_pkt->block1_num;
  }
  if (more!=NULL) 
  {
      *more = coap_pkt->block1_more;
  }
  if (size!=NULL) 
  {
     *size = coap_pkt->block1_size;
  }
  if (offset!=NULL) 
  {
      *offset = coap_pkt->block1_offset;
  }

  return 1;
}

int
coap_set_header_block1(void *packet, uint32_t num, uint8_t more, uint16_t size)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (size<16) 
  {
      return 0;
  }
  if (size>2048) 
  {
      return 0;
  }
  if (num>0x0FFFFF) 
  {
      return 0;
  }

  coap_pkt->block1_num = num;
  coap_pkt->block1_more = more;
  coap_pkt->block1_size = size;

  SET_OPTION(coap_pkt, COAP_OPTION_BLOCK1);
  return 1;
}
/*-----------------------------------------------------------------------------------*/
int
coap_get_header_size(void *packet, uint32_t *size)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (!IS_OPTION(coap_pkt, COAP_OPTION_SIZE)) 
  {
      return 0;
  }
  
  *size = coap_pkt->size;
  return 1;
}

int
coap_set_header_size(void *packet, uint32_t size)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->size = size;
  SET_OPTION(coap_pkt, COAP_OPTION_SIZE);
  return 1;
}
/*-----------------------------------------------------------------------------------*/
/*- PAYLOAD -------------------------------------------------------------------------*/
/*-----------------------------------------------------------------------------------*/
int
coap_get_payload(void *packet, const uint8_t **payload)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  if (coap_pkt->payload) 
  {
    *payload = coap_pkt->payload;
    return coap_pkt->payload_len;
  } 
  else 
  {
    *payload = NULL;
    return 0;
  }
}

int
coap_set_payload(void *packet, const void *payload, size_t length)
{
  coap_packet_t *const coap_pkt = (coap_packet_t *) packet;

  coap_pkt->payload = (uint8_t *) payload;
  coap_pkt->payload_len = (uint16_t)(length);

  return coap_pkt->payload_len;
}
/*-----------------------------------------------------------------------------------*/
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 * \contributors
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#ifndef COAP_13_H_
#define COAP_13_H_

#include <stdint.h>
#include <stddef.h> /* for size_t */

typedef size_t coap_status_t;

//coap error code 
#define COAP_NO_ERROR                   (uint8_t)0x00
#define COAP_IGNORE                     (uint8_t)0x01

#define COAP_201_CREATED                (uint8_t)0x41
#define COAP_202_DELETED                (uint8_t)0x42
#define COAP_204_CHANGED                (uint8_t)0x44
#define COAP_205_CONTENT                (uint8_t)0x45
#define COAP_231_CONTINUE               (uint8_t)0x5F
#define COAP_400_BAD_REQUEST            (uint8_t)0x80
#define COAP_401_UNAUTHORIZED           (uint8_t)0x81
#define COAP_402_BAD_OPTION             (uint8_t)0x82
#define COAP_404_NOT_FOUND              (uint8_t)0x84
#define COAP_405_METHOD_NOT_ALLOWED     (uint8_t)0x85
#define COAP_406_NOT_ACCEPTABLE         (uint8_t)0x86
#define COAP_408_REQ_ENTITY_INCOMPLETE  (uint8_t)0x88
#define COAP_413_ENTITY_TOO_LARGE       (uint8_t)0x8F
#define COAP_500_INTERNAL_SERVER_ERROR  (uint8_t)0xA0
#define COAP_501_NOT_IMPLEMENTED        (uint8_t)0xA1
#define COAP_503_SERVICE_UNAVAILABLE    (uint8_t)0xA3
#define COAP_505_PROXYING_NOT_SUPPORTED (uint8_t)0xA5
#define COAP_UNKOWN_ERROR               (uint8_t)0xC0
/*
 * The maximum buffer size that is provided for resource responses and must be respected due to the limited IP buffer.
 * Larger data must be handled by the resource and will be sent chunk-wise through a TCP stream or CoAP blocks.
 */
#ifndef REST_MAX_CHUNK_SIZE
#define REST_MAX_CHUNK_SIZE     128
#endif

#define COAP_DEFAULT_MAX_AGE                 60
#define COAP_RESPONSE_TIMEOUT                2
//TODO add marco to modify
#define COAP_MAX_RETRANSMIT                  4
#define COAP_ACK_RANDOM_FACTOR               1.5

#define COAP_MAX_TRANSMIT_WAIT               ((COAP_RESPONSE_TIMEOUT * ( (1 << (COAP_MAX_RETRANSMIT + 1) ) - 1) * COAP_ACK_RANDOM_FACTOR))

#define COAP_HEADER_LEN                      4 /* | version:0x03 type:0x0C tkl:0xF0 | code | mid:0x00FF | mid:0xFF00 | */
#define COAP_ETAG_LEN                        8 /* The maximum number of bytes for the ETag */
#define COAP_TOKEN_LEN                       8 /* The maximum number of bytes for the Token */
#define COAP_MAX_ACCEPT_NUM                  2 /* The maximum number of accept preferences to parse/store */

#define COAP_MAX_OPTION_HEADER_LEN           5

#define COAP_HEADER_VERSION_MASK             0xC0
#define COAP_HEADER_VERSION_POSITION         6
#define COAP_HEADER_TYPE_MASK                0x30
#define COAP_HEADER_TYPE_POSITION            4
#define COAP_HEADER_TOKEN_LEN_MASK           0x0F
#define COAP_HEADER_TOKEN_LEN_POSITION       0

#define COAP_HEADER_OPTION_DELTA_MASK        0xF0
#define COAP_HEADER_OPTION_SHORT_LENGTH_MASK 0x0F

/*
 * Conservative size limit, as not all options have to be set at the same time.
 */
//TODO used for blocksize
#ifndef COAP_MAX_HEADER_SIZE
/*                            Hdr CoT Age  Tag              Obs  Tok               Blo strings */
#define COAP_MAX_HEADER_SIZE  (4 + 3 + 5 + 1+COAP_ETAG_LEN + 3 + 1+COAP_TOKEN_LEN + 4 + 30) /* 70 */
#endif /* COAP_MAX_HEADER_SIZE */

#define COAP_MAX_PACKET_SIZE  (COAP_MAX_HEADER_SIZE + REST_MAX_CHUNK_SIZE)
/*                                        0/14          48 for IPv6 (28 for IPv4) */
#if COAP_MAX_PACKET_SIZE > (UIP_BUFSIZE - UIP_LLH_LEN - UIP_IPUDPH_LEN)
//#error "UIP_CONF_BUFFER_SIZE too small for REST_MAX_CHUNK_SIZE"
#endif


/* Bitmap for set options */
enum { OPTION_MAP_SIZE = sizeof(uint8_t) * 8 };
#define SET_OPTION(packet, opt) ((packet)->options[opt / OPTION_MAP_SIZE] |= 1 << (opt % OPTION_MAP_SIZE))
#define IS_OPTION(packet, opt) ((packet)->options[opt / OPTION_MAP_SIZE] & (1 << (opt % OPTION_MAP_SIZE)))

#ifndef MIN
#define MIN(a, b) ((a) < (b)? (a) : (b))
#endif /* MIN */

/* CoAP message types */
typedef enum
{
  COAP_TYPE_CON, /* confirmables */
  COAP_TYPE_NON, /* non-confirmables */
  COAP_TYPE_ACK, /* acknowledgements */
  COAP_TYPE_RST  /* reset */
} coap_message_type_t;

/* CoAP request method codes */
typedef enum
{
  COAP_GET = 1,
  COAP_POST,
  COAP_PUT,
  COAP_DELETE
} coap_method_t;

/* CoAP response codes */
// typedef enum {
//   COAP_NO_ERROR = 0,
// 
//   CREATED_2_01 = 65,                    /* CREATED */
//   DELETED_2_02 = 66,                    /* DELETED */
//   VALID_2_03 = 67,                      /* NOT_MODIFIED */
//   COAP_204_CHANGED = 68,                    /* CHANGED */
//   COAP_205_CONTENT = 69,                    /* OK */
// 
//   COAP_400_BAD_REQUEST = 128,               /* BAD_REQUEST */
//   UNAUTHORIZED_4_01 = 129,              /* UNAUTHORIZED */
//   COAP_402_BAD_OPTION = 130,                /* BAD_OPTION */
//   FORBIDDEN_4_03 = 131,                 /* FORBIDDEN */
//   COAP_404_NOT_FOUND = 132,                 /* NOT_FOUND */
//   METHOD_NOT_ALLOWED_4_05 = 133,        /* METHOD_NOT_ALLOWED */
//   COAP_406_NOT_ACCEPTABLE = 134,            /* NOT_ACCEPTABLE */
//   PRECONDITION_FAILED_4_12 = 140,       /* BAD_REQUEST */
//   REQUEST_ENTITY_TOO_LARGE_4_13 = 141,  /* REQUEST_ENTITY_TOO_LARGE */
//   UNSUPPORTED_MEDIA_TYPE_4_15 = 143,    /* UNSUPPORTED_MEDIA_TYPE */
// 
//   COAP_500_INTERNAL_SERVER_ERROR = 160,     /* INTERNAL_SERVER_ERROR */
//   COAP_501_NOT_IMPLEMENTED = 161,           /* NOT_IMPLEMENTED */
//   BAD_GATEWAY_5_02 = 162,               /* BAD_GATEWAY */
//   SERVICE_UNAVAILABLE_5_03 = 163,       /* SERVICE_UNAVAILABLE */
//   GATEWAY_TIMEOUT_5_04 = 164,           /* GATEWAY_TIMEOUT */
//   PROXYING_NOT_SUPPORTED_5_05 = 165,    /* PROXYING_NOT_SUPPORTED */
// 
//   /* Erbium errors */
//   MEMORY_ALLOCATION_ERROR = 192,
//   PACKET_SERIALIZATION_ERROR,
// 
//   /* Erbium hooks */
//   MANUAL_RESPONSE
// 
// } coap_status_t_org;

/* CoAP header options */
typedef enum 
{
  COAP_OPTION_IF_MATCH = 1,       /* 0-8 B */
  COAP_OPTION_URI_HOST = 3,       /* 1-255 B */
  COAP_OPTION_ETAG = 4,           /* 1-8 B */
  COAP_OPTION_IF_NONE_MATCH = 5,  /* 0 B */
  COAP_OPTION_OBSERVE = 6,        /* 0-3 B */
  COAP_OPTION_URI_PORT = 7,       /* 0-2 B */
  COAP_OPTION_LOCATION_PATH = 8,  /* 0-255 B */
  COAP_OPTION_URI_PATH = 11,      /* 0-255 B */
  COAP_OPTION_CONTENT_TYPE = 12,  /* 0-2 B */
  COAP_OPTION_MAX_AGE = 14,       /* 0-4 B */
  COAP_OPTION_URI_QUERY = 15,     /* 0-270 B */
  COAP_OPTION_ACCEPT = 17,        /* 0-2 B */
  COAP_OPTION_TOKEN = 19,         /* 1-8 B */
  COAP_OPTION_LOCATION_QUERY = 20, /* 1-270 B */
  COAP_OPTION_BLOCK2 = 23,        /* 1-3 B */
  COAP_OPTION_BLOCK1 = 27,        /* 1-3 B */
  COAP_OPTION_SIZE = 28,          /* 0-4 B */
  COAP_OPTION_PROXY_URI = 35,     /* 1-270 B */
} coap_option_t;

/* CoAP Content-Types */
typedef enum 
{
  TEXT_PLAIN = 0,
  TEXT_XML = 1, /* Indented types are not in the initial registry. */
  TEXT_CSV = 2,
  TEXT_HTML = 3,
  IMAGE_GIF = 21,
  IMAGE_JPEG = 22,
  IMAGE_PNG = 23,
  IMAGE_TIFF = 24,
  AUDIO_RAW = 25,
  VIDEO_RAW = 26,
  APPLICATION_LINK_FORMAT = 40,
  APPLICATION_XML = 41,
  APPLICATION_OCTET_STREAM = 42,
  APPLICATION_RDF_XML = 43,
  APPLICATION_SOAP_XML = 44,
  APPLICATION_ATOM_XML = 45,
  APPLICATION_XMPP_XML = 46,
  APPLICATION_EXI = 47,
  APPLICATION_FASTINFOSET = 48,
  APPLICATION_SOAP_FASTINFOSET = 49,
  APPLICATION_JSON = 50,
  APPLICATION_X_OBIX_BINARY = 51,

  CONTENT_TYPE_MAX = 0xFFFF
} coap_content_type_t;

typedef struct _multi_option_t 
{
  struct _multi_option_t *next;
  uint8_t is_static;
  uint8_t len;
  uint8_t *data;
} multi_option_t;

/* Parsed message struct */
typedef struct 
{
  uint8_t *buffer; /* pointer to CoAP header / incoming packet buffer / memory to serialize packet */

  uint8_t version;
  coap_message_type_t type;
  uint8_t code;
  uint16_t mid;

  uint8_t options[COAP_OPTION_PROXY_URI / OPTION_MAP_SIZE + 1]; /* Bitmap to check if option is set */

  coap_content_type_t content_type; /* Parse options once and store; allows setting options in random order  */
  uint32_t max_age;
  size_t proxy_uri_len;
  const uint8_t *proxy_uri;
  uint8_t etag_len;
  uint8_t etag[COAP_ETAG_LEN];
  size_t uri_host_len;
  const uint8_t *uri_host;
  multi_option_t *location_path;
  uint16_t uri_port;
  size_t location_query_len;
  uint8_t *location_query;
  multi_option_t *uri_path;
  uint32_t observe;
  uint8_t token_len;
  uint8_t token[COAP_TOKEN_LEN];
  uint8_t accept_num;
  uint16_t accept[COAP_MAX_ACCEPT_NUM];
  uint8_t if_match_len;
  uint8_t if_match[COAP_ETAG_LEN];
  uint32_t block2_num;
  uint8_t block2_more;
  uint16_t block2_size;
  uint32_t block2_offset;
  uint32_t block1_num;
  uint8_t block1_more;
  uint16_t block1_size;
  uint32_t block1_offset;
  uint32_t size;
  multi_option_t *uri_query;
  uint8_t if_none_match;

  uint16_t payload_len;
  uint8_t *payload;

} coap_packet_t;

/* Option format serialization*/
#define COAP_SERIALIZE_INT_OPTION(number, field, text)  \
    if (IS_OPTION(coap_pkt, number)) { \
      PRINTF(text" [%u]\n", coap_pkt->field); \
      option += coap_serialize_int_option(number, current_number, option, coap_pkt->field); \
      current_number = number; \
    }
#define COAP_SERIALIZE_BYTE_OPTION(number, field, text)      \
    if (IS_OPTION(coap_pkt, number)) { \
      PRINTF(text" %u [0x%02X%02X%02X%02X%02X%02X%02X%02X]\n", coap_pkt->field##_len, \
        coap_pkt->field[0], \
        coap_pkt->field[1], \
        coap_pkt->field[2], \
        coap_pkt->field[3], \
        coap_pkt->field[4], \
        coap_pkt->field[5], \
        coap_pkt->field[6], \
        coap_pkt->field[7] \
      ); /*FIXME always prints 8 bytes */ \
      option += coap_serialize_array_option(number, current_number, option, coap_pkt->field, coap_pkt->field##_len, '\0'); \
      current_number = number; \
    }
#define COAP_SERIALIZE_STRING_OPTION(number, field, splitter, text)      \
    if (IS_OPTION(coap_pkt, number)) { \
      PRINTF(text" [%.*s]\n", coap_pkt->field##_len, coap_pkt->field); \
      option += coap_serialize_array_option(number, current_number, option, (uint8_t *) coap_pkt->field, coap_pkt->field##_len, splitter); \
      current_number = number; \
    }
#define COAP_SERIALIZE_MULTI_OPTION(number, field, text)      \
        if (IS_OPTION(coap_pkt, number)) { \
          PRINTF(text); \
          PRINTF("\n"); \
          option += coap_serialize_multi_option(number, current_number, option, coap_pkt->field); \
          current_number = number; \
        }
#define COAP_SERIALIZE_ACCEPT_OPTION(number, field, text)  \
    if (IS_OPTION(coap_pkt, number)) { \
      int i; \
      for (i=0; i<coap_pkt->field##_num; ++i) \
      { \
        PRINTF(text" [%u]\n", coap_pkt->field[i]); \
        option += coap_serialize_int_option(number, current_number, option, coap_pkt->field[i]); \
        current_number = number; \
      } \
    }
#define COAP_SERIALIZE_BLOCK_OPTION(number, field, text)      \
    if (IS_OPTION(coap_pkt, number)) \
    { \
      PRINTF(text" [%lu%s (%u B/blk)]\n", coap_pkt->field##_num, coap_pkt->field##_more ? "+" : "", coap_pkt->field##_size); \
      uint32_t block = coap_pkt->field##_num << 4; \
      if (coap_pkt->field##_more) block |= 0x8; \
      block |= 0xF & coap_log_2(coap_pkt->field##_size/16); \
      PRINTF(text" encoded: 0x%lX\n", block); \
      option += coap_serialize_int_option(number, current_number, option, block); \
      current_number = number; \
    }

/* To store error code and human-readable payload */
extern const char *coap_error_message;

uint16_t coap_get_mid(void);

void    coap_init_message(void *packet, coap_message_type_t type, uint8_t code, uint16_t mid);
size_t  coap_serialize_get_size(void *packet);
size_t  coap_serialize_message(void *packet, uint8_t *buffer);
coap_status_t coap_parse_message(void *request, uint8_t *data, uint16_t data_len);
void    coap_free_header(void *packet);

char *  coap_get_multi_option_as_string(multi_option_t * option);
void    coap_add_multi_option(multi_option_t **dst, uint8_t *option, size_t option_len, uint8_t is_static);
void    free_multi_option(multi_option_t *dst);

int     coap_get_query_variable(void *packet, const char *name, const char **output);
int     coap_get_post_variable(void *packet, const char *name, const char **output);

/*-----------------------------------------------------------------------------------*/

int coap_set_status_code(void *packet, unsigned int code);

unsigned int coap_get_header_content_type(void *packet);
int coap_set_header_content_type(void *packet, unsigned int content_type);

int coap_get_header_accept(void *packet, const uint16_t **accept);
int coap_set_header_accept(void *packet, uint16_t accept);

int coap_get_header_max_age(void *packet, uint32_t *age);
int coap_set_header_max_age(void *packet, uint32_t age);

int coap_get_header_etag(void *packet, const uint8_t **etag);
int coap_set_header_etag(void *packet, const uint8_t *etag, size_t etag_len);

int coap_get_header_if_match(void *packet, const uint8_t **etag);
int coap_set_header_if_match(void *packet, const uint8_t *etag, size_t etag_len);

int coap_get_header_if_none_match(void *packet);
int coap_set_header_if_none_match(void *packet);

int coap_get_header_token(void *packet, const uint8_t **token);
int coap_set_header_token(void *packet, const uint8_t *token, size_t token_len);

int coap_get_header_proxy_uri(void *packet, const char **uri); /* In-place string might not be 0-terminated. */
int coap_set_header_proxy_uri(void *packet, const char *uri);

int coap_get_header_uri_host(void *packet, const char **host); /* In-place string might not be 0-terminated. */
int coap_set_header_uri_host(void *packet, const char *host);

int coap_get_header_uri_path(void *packet, const char **path); /* In-place string might not be 0-terminated. */
int coap_set_header_uri_path(void *packet, const char *path);
int coap_set_header_uri_path_segment(void *packet, const char *path);

int coap_get_header_uri_query(void *packet, const char **query); /* In-place string might not be 0-terminated. */
int coap_set_header_uri_query(void *packet, const char *query);

int coap_get_header_location_path(void *packet, const char **path); /* In-place string might not be 0-terminated. */
int coap_set_header_location_path(void *packet, const char *path); /* Also splits optional query into Location-Query option. */

int coap_get_header_location_query(void *packet, const char **query); /* In-place string might not be 0-terminated. */
int coap_set_header_location_query(void *packet, char *query);

int coap_get_header_observe(void *packet, uint32_t *observe);
int coap_set_header_observe(void *packet, uint32_t observe);

int coap_get_header_block2(void *packet, uint32_t *num, uint8_t *more, uint16_t *size, uint32_t *offset);
int coap_set_header_block2(void *packet, uint32_t num, uint8_t more, uint16_t size);

int coap_get_header_block1(void *packet, uint32_t *num, uint8_t *more, uint16_t *size, uint32_t *offset);
int coap_set_header_block1(void *packet, uint32_t num, uint8_t more, uint16_t size);

int coap_get_header_size(void *packet, uint32_t *size);
int coap_set_header_size(void *packet, uint32_t size);

int coap_get_payload(void *packet, const uint8_t **payload);
int coap_set_payload(void *packet, const void *payload, size_t length);

#endif /* COAP_13_H_ */





d20171103_d1.6/ciscore/er-coap-13/LICENSE
/*

 * Copyright (c) 2013, Institute for Pervasive Computing, ETH Zurich

 * All rights reserved.

 *

 * Redistribution and use in source and binary forms, with or without

 * modification, are permitted provided that the following conditions

 * are met:

 * 1. Redistributions of source code must retain the above copyright

 *    notice, this list of conditions and the following disclaimer.

 * 2. Redistributions in binary form must reproduce the above copyright

 *    notice, this list of conditions and the following disclaimer in the

 *    documentation and/or other materials provided with the distribution.

 * 3. Neither the name of the Institute nor the names of its contributors

 *    may be used to endorse or promote products derived from this software

 *    without specific prior written permission.

 *

 * THIS SOFTWARE IS PROVIDED BY THE INSTITUTE AND CONTRIBUTORS ``AS IS'' AND

 * ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

 * IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE

 * ARE DISCLAIMED.  IN NO EVENT SHALL THE INSTITUTE OR CONTRIBUTORS BE LIABLE

 * FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

 * DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

 * OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

 * HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT

 * LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

 * OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

 * SUCH DAMAGE.

 *

 * This file is part of the Contiki operating system.

 */






d20171103_d1.6/ciscore/MakeList.mk
LOCAL_PATH := $(SRC_PATH)/ciscore

LOCAL_FILES := \
er-coap-13/er-coap-13.c \
std_object/std_object.c \
std_object/std_object_security.c \
cis_block1.c \
cis_bootstrap.c \
cis_config.c \
cis_core.c \
cis_data.c \
cis_json.c \
cis_list.c \
cis_log.c \
cis_management.c \
cis_memtrace.c \
cis_objects.c \
cis_observe.c \
cis_packet.c \
cis_registration.c \
cis_tlv.c \
cis_transaction.c \
cis_uri.c \
cis_utils.c

BUILD_FILES += $(addprefix $(LOCAL_PATH)/,$(LOCAL_FILES))




d20171103_d1.6/ciscore/readme.txt

//   0               1               2               3					bytes
//   0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7	bits
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  | / / / / / / / | / / / / / / / | / / / / / / / | / / / / / / / |
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |  VER  |  CC   |             SIZE              | / / / / / / / |
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |  0xF  |  0x1  |         CONFIG SIZE           | / / / / / / / |
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |  0xF  |  0x2  |         CONFIG SIZE           | / / / / / / / |
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |           MTU SIZE            |Link T |Band T | / / / / / / / |
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |           APN Length          |       APN                    ~|
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |           Username Length     |       Username               ~|
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |           Password Length     |       Password               ~|
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |           Host Length         |       Host Value Field       ~|
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |           Userdata Length     |       Userdata               ~|
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |  0xF  |  0x3  |         CONFIG SIZE           | / / / / / / / |
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |D|E| T |   OL  |         LOG Buffer Size       | / / / / / / / |
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
//  |          Userdata Length      |           Userdata           ~|
//  +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

<config>
  <item>
    <version>1.0</version>
    <cfgcnt>3</cfgcnt>
  </item>

  <item id="1">
      <data name="Lifetime">600000</data>
  </item>

  <item id="2">
      <data name="Mtu">2455</data>
      <data name="Linktype">1</data>
	  <data name="Bandtype">1</data>
      <data name="APN">CMIOT</data>
	  <data name="Username">****</data>
      <data name="Password">****</data>
	  <data name="Host">192.168.1.1</data>
	  <data name="Userdata">p1:abcdefg,p2:123456789</data>
  </item>

  <item id="3">
      <data name="LogEnabled">1</data>
      <data name="LogExtOutput">1</data>
      <data name="LogOutputType">2</data>
      <data name="LogOutputLevel">2</data>
	  <data name="LogBufferSize">200</data>
	  <data name="Userdata"></data>
  </item>


</config>




d20171103_d1.6/ciscore/std_object/std_object.c
#include "../cis_api.h"
#include "../cis_internals.h"
#include "std_object.h"

cis_list_t* std_instServer;
cis_list_t* std_instSecurity;
struct st_std_object_callback_mapping std_object_callback_mapping[2];


cis_list_t* std_object_get_servers()
{
    return std_instServer;
}


cis_list_t* std_object_get_securitys()
{
    return std_instSecurity;
}



cis_ret_t std_object_read_handler(uint16_t instanceId,int * numDataP, st_data_t ** dataArrayP,st_object_t * objectP)
{
    int i = 0;
    for(i=0;i<sizeof(std_object_callback_mapping) / sizeof(struct st_std_object_callback_mapping);i++)
    {
        if(std_object_callback_mapping[i].cb.onRead == NULL)continue;
        if(objectP->objID == std_object_callback_mapping[i].stdObjectId){
            std_object_callback_mapping[i].cb.onRead(instanceId,numDataP,dataArrayP,objectP);
            return CIS_CALLBACK_READ_SUCCESS;
        }
    }

    return CIS_CALLBACK_SERVICE_UNAVAILABLE;

}

cis_ret_t std_object_exec_handler(uint16_t instanceId,uint16_t resourceId,uint8_t * buffer,int length,st_object_t * objectP)
{
    int i = 0;
    for(i=0;i<sizeof(std_object_callback_mapping) / sizeof(struct st_std_object_callback_mapping);i++)
    {
        if(std_object_callback_mapping[i].cb.onExec == NULL)continue;
        if(objectP->objID == std_object_callback_mapping[i].stdObjectId){
            std_object_callback_mapping[i].cb.onExec(instanceId,resourceId,buffer,length,objectP);
            return CIS_CALLBACK_EXECUTE_SUCCESS;
        }
    }

    return CIS_CALLBACK_SERVICE_UNAVAILABLE;

}

cis_ret_t std_object_write_handler(uint16_t instanceId,int numData,st_data_t * dataArray,st_object_t * objectP)
{
    int i = 0;
    for(i=0;i<sizeof(std_object_callback_mapping) / sizeof(struct st_std_object_callback_mapping);i++)
    {
        if(std_object_callback_mapping[i].cb.onWrite == NULL)continue;
        if(objectP->objID == std_object_callback_mapping[i].stdObjectId){
            std_object_callback_mapping[i].cb.onWrite(instanceId,numData,dataArray,objectP);
            return CIS_CALLBACK_WRITE_SUCCESS;
        }
    }
    return CIS_CALLBACK_SERVICE_UNAVAILABLE;
}



cis_ret_t std_object_writeInstance(st_context_t * contextP,st_uri_t * uriP, st_data_t * dataP)
{
    st_object_t * targetP;
    coap_status_t result;

    targetP = NULL;
    if(uriP->objectId == CIS_SECURITY_OBJECT_ID){
        targetP = (st_object_t *)CIS_LIST_FIND(contextP->objectList, uriP->objectId);
    }

    if (NULL == targetP) return CIS_CALLBACK_NOT_FOUND;
    result = std_object_write_handler(uriP->instanceId,1,dataP,targetP);
    return result;
}




d20171103_d1.6/ciscore/std_object/std_object.h
#ifndef STD_OBJECT_H_
#define STD_OBJECT_H_

#include "../cis_api.h"
#include "../cis_internals.h"
extern int g_reboot;


typedef enum et_std_objectid
{
    std_object_security	= 0,
    std_object_count = 1,
}cis_std_objectid;


/*
 * Standard Object IDs
 */
#define CIS_SECURITY_OBJECT_ID            0



/*
 * Resource IDs for the LWM2M Security Object
 */
#define CIS_SECURITY_URI_ID                 0
#define CIS_SECURITY_BOOTSTRAP_ID           1
#define CIS_SECURITY_SECURITY_ID            2
#define CIS_SECURITY_PUBLIC_KEY_ID          3
#define CIS_SECURITY_SERVER_PUBLIC_KEY_ID   4
#define CIS_SECURITY_SECRET_KEY_ID          5
#define CIS_SECURITY_SMS_SECURITY_ID        6
#define CIS_SECURITY_SMS_KEY_PARAM_ID       7
#define CIS_SECURITY_SMS_SECRET_KEY_ID      8
#define CIS_SECURITY_SMS_SERVER_NUMBER_ID   9
#define CIS_SECURITY_SHORT_SERVER_ID        10
#define CIS_SECURITY_HOLD_OFF_ID            11

#define CIS_SECURITY_MODE_PRE_SHARED_KEY  0
#define CIS_SECURITY_MODE_RAW_PUBLIC_KEY  1
#define CIS_SECURITY_MODE_CERTIFICATE     2
#define CIS_SECURITY_MODE_NONE            3


typedef uint8_t (*std_object_read_callback)(uint16_t instanceId,int * numDataP, st_data_t ** dataArrayP,st_object_t * objectP);
typedef uint8_t (*std_object_exec_callback)(uint16_t instanceId,uint16_t resourceId,uint8_t * buffer,int length,st_object_t * objectP);
typedef uint8_t (*std_object_write_callback)(uint16_t instanceId,int numData,st_data_t * dataArray,st_object_t * objectP);

struct st_std_object_callback
{
    std_object_read_callback onRead;
    std_object_write_callback onWrite;
    std_object_exec_callback onExec;
};

struct st_std_object_callback_mapping
{
    uint8_t             stdObjectId;
    struct st_std_object_callback cb;
};


/*
 * object.c
 */

cis_ret_t std_object_read_handler(uint16_t instanceId,int * numDataP, st_data_t ** dataArrayP,st_object_t * objectP);
cis_ret_t std_object_exec_handler(uint16_t instanceId,uint16_t resourceId,uint8_t * buffer,int length,st_object_t * objectP);
cis_ret_t std_object_write_handler(uint16_t instanceId,int numData,st_data_t * dataArray,st_object_t * objectP);

cis_ret_t std_object_writeInstance(st_context_t * contextP,st_uri_t * uriP, st_data_t * dataP);
cis_list_t* std_object_get_securitys();


/*
 * object_security.c
 */
st_object_t *   std_object_create_security(int serverId, const char* serverHost,char * bsPskId, char * psk, uint16_t pskLen, bool isBootstrap);
void            std_object_clean_security(st_object_t * objectP);
void            std_object_display_security(st_object_t * objectP);
void            std_object_copy_security(st_object_t * objectDest, st_object_t * objectSrc);
char *          std_object_get_server_host(uint16_t secObjInstID);


#endif /* STD_OBJECT_H_ */





d20171103_d1.6/ciscore/std_object/std_object_security.c
#include "../cis_api.h"
#include "../cis_internals.h"
#include "std_object.h"

#define CIS_SECURITY_URI_ID                 0
#define CIS_SECURITY_BOOTSTRAP_ID           1
#define CIS_SECURITY_MODE_ID            2
#define CIS_SECURITY_PUBLIC_KEY_ID          3
#define CIS_SECURITY_SERVER_PUBLIC_KEY_ID   4
#define CIS_SECURITY_SECRET_KEY_ID          5
#define CIS_SECURITY_SMS_SECURITY_ID        6
#define CIS_SECURITY_SMS_KEY_PARAM_ID       7
#define CIS_SECURITY_SMS_SECRET_KEY_ID      8
#define CIS_SECURITY_SMS_SERVER_NUMBER_ID   9
#define CIS_SECURITY_SHORT_SERVER_ID        10
#define CIS_SECURITY_HOLD_OFF_ID            11



extern cis_list_t* std_instSecurity;
extern struct st_std_object_callback_mapping std_object_callback_mapping[2];

typedef struct _security_instance_
{
    struct _security_instance_ * next;        // matches lwm2m_list_t::next
    uint16_t                     instanceId;  // matches lwm2m_list_t::id
    char *                       host;        // ip address;
    bool                         isBootstrap;    
    uint8_t                      securityMode;
    char *                       publicIdentity;
    uint16_t                     publicIdLen;
    char *                       serverPublicKey;
    uint16_t                     serverPublicKeyLen;
    char *                       secretKey;
    uint16_t                     secretKeyLen;
    uint8_t                      smsSecurityMode;
    char *                       smsParams; // SMS binding key parameters
    uint16_t                     smsParamsLen;
    char *                       smsSecret; // SMS binding secret key
    uint16_t                     smsSecretLen;
    uint16_t                     shortID;
    uint32_t                     clientHoldOffTime;
} security_instance_t;


static uint8_t prv_get_value(st_data_t * dataP,
                             security_instance_t * targetP)
{
    switch (dataP->id)
    {
    case CIS_SECURITY_URI_ID:
        data_encode_string(targetP->host, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_BOOTSTRAP_ID:
        data_encode_bool(targetP->isBootstrap, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_SECURITY_ID:
        data_encode_int(targetP->securityMode, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_PUBLIC_KEY_ID:
        data_encode_opaque((uint8_t*)targetP->publicIdentity, targetP->publicIdLen, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_SERVER_PUBLIC_KEY_ID:
        data_encode_opaque((uint8_t*)targetP->serverPublicKey, targetP->serverPublicKeyLen, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_SECRET_KEY_ID:
        data_encode_opaque((uint8_t*)targetP->secretKey, targetP->secretKeyLen, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_SMS_SECURITY_ID:
        data_encode_int(targetP->smsSecurityMode, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_SMS_KEY_PARAM_ID:
        data_encode_opaque((uint8_t*)targetP->smsParams, targetP->smsParamsLen, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_SMS_SECRET_KEY_ID:
        data_encode_opaque((uint8_t*)targetP->smsSecret, targetP->smsSecretLen, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_SMS_SERVER_NUMBER_ID:
        data_encode_int(0, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_SHORT_SERVER_ID:
        data_encode_int(targetP->shortID, dataP);
        return COAP_205_CONTENT;

    case CIS_SECURITY_HOLD_OFF_ID:
        data_encode_int(targetP->clientHoldOffTime, dataP);
        return COAP_205_CONTENT;
    default:
        return COAP_404_NOT_FOUND;
    }
}

static uint8_t prv_security_read(uint16_t instanceId,
                                 int * numDataP,
                                 st_data_t ** dataArrayP,
                                 st_object_t * objectP)
{
    security_instance_t * targetP;
    uint8_t result;
    int i;

    targetP = (security_instance_t *)cis_list_find(std_object_get_securitys(), instanceId);
    if (NULL == targetP) return COAP_404_NOT_FOUND;

    // is the server asking for the full instance ?
    if (*numDataP == 0)
    {
        uint16_t resList[] = {CIS_SECURITY_URI_ID,
                              CIS_SECURITY_BOOTSTRAP_ID,
                              CIS_SECURITY_SECURITY_ID,
                              CIS_SECURITY_PUBLIC_KEY_ID,
                              CIS_SECURITY_SERVER_PUBLIC_KEY_ID,
                              CIS_SECURITY_SECRET_KEY_ID,
                              CIS_SECURITY_SMS_SECURITY_ID,
                              CIS_SECURITY_SMS_KEY_PARAM_ID,
                              CIS_SECURITY_SMS_SECRET_KEY_ID,
                              CIS_SECURITY_SMS_SERVER_NUMBER_ID,
                              CIS_SECURITY_SHORT_SERVER_ID,
                              CIS_SECURITY_HOLD_OFF_ID,};
        int nbRes = sizeof(resList)/sizeof(uint16_t);

        *dataArrayP = data_new(nbRes);
        if (*dataArrayP == NULL) return COAP_500_INTERNAL_SERVER_ERROR;
        *numDataP = nbRes;
        for (i = 0 ; i < nbRes ; i++)
        {
            (*dataArrayP)[i].id = resList[i];
        }
    }

    i = 0;
    do
    {
        result = prv_get_value((*dataArrayP) + i, targetP);
        i++;
    } while (i < *numDataP && result == COAP_205_CONTENT);

    return result;
}

//#ifdef LWM2M_BOOTSTRAP

static uint8_t prv_security_write(uint16_t instanceId,
                                  int numData,
                                  st_data_t * dataArray,
                                  st_object_t * objectP)
{
    security_instance_t * targetP;
    int i;
    uint8_t result = COAP_204_CHANGED;

    targetP = (security_instance_t *)cis_list_find(std_object_get_securitys(), instanceId);
    if (NULL == targetP)
    {
        return COAP_404_NOT_FOUND;
    }

    i = 0;
    do {
        switch (dataArray[i].id)
        {
        case CIS_SECURITY_URI_ID:
            if (targetP->host != NULL) cis_free(targetP->host);
            targetP->host = (char *)cis_malloc(dataArray[i].asBuffer.length + 1);
            cis_memset(targetP->host, 0, dataArray[i].asBuffer.length + 1);
            if (targetP->host != NULL)
            {
                utils_stringCopy(targetP->host, dataArray[i].asBuffer.length-URI_HEADER_HOST_LEN-URI_TAILER_HOST_LEN,(char*)dataArray[i].asBuffer.buffer+URI_HEADER_HOST_LEN);
                result = COAP_204_CHANGED;
            }
            else
            {
                result = COAP_500_INTERNAL_SERVER_ERROR;
            }
            break;

        case CIS_SECURITY_BOOTSTRAP_ID:
            if (1 == data_decode_bool(dataArray + i, &(targetP->isBootstrap)))
            {
                result = COAP_204_CHANGED;
            }
            else
            {
                result = COAP_400_BAD_REQUEST;
            }
            break;

        case CIS_SECURITY_SECURITY_ID:
        {
            int64_t value;

            if (1 == data_decode_int(dataArray + i, &value))
            {
                if (value >= 0 && value <= 3)
                {
                    targetP->securityMode = (uint8_t)value;
                    result = COAP_204_CHANGED;
                }
                else
                {
                    result = COAP_406_NOT_ACCEPTABLE;
                }
            }
            else
            {
                result = COAP_400_BAD_REQUEST;
            }
        }
        break;
        case CIS_SECURITY_PUBLIC_KEY_ID:
            if (targetP->publicIdentity != NULL) cis_free(targetP->publicIdentity);
            targetP->publicIdentity = (char *)cis_malloc(dataArray[i].asBuffer.length +1);
            cis_memset(targetP->publicIdentity, 0, dataArray[i].asBuffer.length + 1);
            if (targetP->publicIdentity != NULL)
            {
                cis_memcpy(targetP->publicIdentity, (char*)dataArray[i].asBuffer.buffer, dataArray[i].asBuffer.length);
                targetP->publicIdLen = dataArray[i].asBuffer.length;
                result = COAP_204_CHANGED;
            }
            else
            {
                result = COAP_500_INTERNAL_SERVER_ERROR;
            }
            break;

        case CIS_SECURITY_SERVER_PUBLIC_KEY_ID:
            if (targetP->serverPublicKey != NULL) cis_free(targetP->serverPublicKey);
            targetP->serverPublicKey = (char *)cis_malloc(dataArray[i].asBuffer.length +1);
            cis_memset(targetP->serverPublicKey, 0, dataArray[i].asBuffer.length + 1);
            if (targetP->serverPublicKey != NULL)
            {
                cis_memcpy(targetP->serverPublicKey, (char*)dataArray[i].asBuffer.buffer, dataArray[i].asBuffer.length);
                targetP->serverPublicKeyLen = dataArray[i].asBuffer.length;
                result = COAP_204_CHANGED;
            }
            else
            {
                result = COAP_500_INTERNAL_SERVER_ERROR;
            }
            break;

        case CIS_SECURITY_SECRET_KEY_ID:
            if (targetP->secretKey != NULL) cis_free(targetP->secretKey);
            targetP->secretKey = (char *)cis_malloc(dataArray[i].asBuffer.length +1);
            cis_memset(targetP->secretKey, 0, dataArray[i].asBuffer.length + 1);
            if (targetP->secretKey != NULL)
            {
                cis_memcpy(targetP->secretKey, (char*)dataArray[i].asBuffer.buffer, dataArray[i].asBuffer.length);
                targetP->secretKeyLen = dataArray[i].asBuffer.length;
                result = COAP_204_CHANGED;
            }
            else
            {
                result = COAP_500_INTERNAL_SERVER_ERROR;
            }
            break;

        case CIS_SECURITY_SMS_SECURITY_ID:
            // Let just ignore this
            result = COAP_204_CHANGED;
            break;

        case CIS_SECURITY_SMS_KEY_PARAM_ID:
            // Let just ignore this
            result = COAP_204_CHANGED;
            break;

        case CIS_SECURITY_SMS_SECRET_KEY_ID:
            // Let just ignore this
            result = COAP_204_CHANGED;
            break;

        case CIS_SECURITY_SMS_SERVER_NUMBER_ID:
            // Let just ignore this
            result = COAP_204_CHANGED;
            break;

        case CIS_SECURITY_SHORT_SERVER_ID:
        {
            int64_t value;

            if (1 == data_decode_int(dataArray + i, &value))
            {
                if (value >= 0 && value <= 0xFFFF)
                {
                    targetP->shortID = (uint16_t)value;
                    result = COAP_204_CHANGED;
                }
                else
                {
                    result = COAP_406_NOT_ACCEPTABLE;
                }
            }
            else
            {
                result = COAP_400_BAD_REQUEST;
            }
        }
        break;

        case CIS_SECURITY_HOLD_OFF_ID:
        {
            int64_t value;

            if (1 == data_decode_int(dataArray + i, &value))
            {
                if (value >= 0 && value <= 0xFFFF)
                {
                    targetP->clientHoldOffTime = (uint32_t)value;
                    result = COAP_204_CHANGED;
                }
                else
                {
                    result = COAP_406_NOT_ACCEPTABLE;
                }
            }
            else
            {
                result = COAP_400_BAD_REQUEST;
            }
            break;
        }
        default:
            return COAP_404_NOT_FOUND;
        }
        i++;
    } while (i < numData && result == COAP_204_CHANGED);

    return result;
}
/*

static uint8_t prv_security_delete(uint16_t id,
st_object_t * objectP)
{
security_instance_t * targetP;

prv_instance = cis_list_remove(prv_get_instance(), id, (cis_list_t **)&targetP);
if (NULL == targetP) return COAP_404_NOT_FOUND;
if (NULL != targetP->host)
{
cis_free(targetP->host);
}

cis_free(targetP);

return COAP_202_DELETED;
}

*/
static uint8_t prv_security_create(uint16_t instanceId,
                                   int numData,
                                   st_data_t * dataArray,
                                   st_object_t * objectP)
{
    security_instance_t * targetP;
    uint8_t result;


    targetP = (security_instance_t *)cis_malloc(sizeof(security_instance_t));
    if (NULL == targetP) return COAP_500_INTERNAL_SERVER_ERROR;
    cis_memset(targetP, 0, sizeof(security_instance_t));

    targetP->instanceId = instanceId;
    std_instSecurity = CIS_LIST_ADD(std_object_get_securitys(), targetP);

    result = prv_security_write(instanceId, numData, dataArray, objectP);

    if (result != COAP_204_CHANGED)
    {
        
    }
    else
    {
        result = COAP_201_CREATED;
    }

    return result;
}
//#endif

/*
void copy_security_object(st_object_t * objectDest, st_object_t * objectSrc)
{
    cissys_memcpy(objectDest, objectSrc, sizeof(st_object_t));
    objectDest->instanceList = NULL;
    objectDest->userData = NULL;
    security_instance_t * instanceSrc = (security_instance_t *)objectSrc->instanceList;
    security_instance_t * previousInstanceDest = NULL;
    while (instanceSrc != NULL)
    {
        security_instance_t * instanceDest = (security_instance_t *)cis_malloc(sizeof(security_instance_t));
        if (NULL == instanceDest)
        {
            return;
        }
        cissys_memcpy(instanceDest, instanceSrc, sizeof(security_instance_t));
        instanceDest->host = (char*)cis_malloc(utils_strlen(instanceSrc->host) + 1);
        strcpy(instanceDest->host, instanceSrc->host);
        if (instanceSrc->securityMode == CIS_SECURITY_MODE_PRE_SHARED_KEY)
        {
            instanceDest->publicIdentity = utils_strdup(instanceSrc->publicIdentity);
            instanceDest->secretKey = utils_strdup(instanceSrc->secretKey);
        }
        instanceSrc = (security_instance_t *)instanceSrc->next;
        if (previousInstanceDest == NULL)
        {
            objectDest->instanceList = (cis_list_t *)instanceDest;
        }
        else
        {
            previousInstanceDest->next = instanceDest;
        }
        previousInstanceDest = instanceDest;
    }
}
*/

void std_object_display_security(st_object_t * object)
{
#ifdef WITH_LOGS
    LOGD("  /%u: Security object, instances:\r\n", object->objID);
    security_instance_t * instance = (security_instance_t *)object->instanceList;
    while (instance != NULL)
    {
        LOGD("    /%u/%u: instanceId: %u, host: %s, isBootstrap: %s, shortId: %u, clientHoldOffTime: %u\r\n",
                object->objID, instance->instanceId,
                instance->instanceId, instance->host, instance->isBootstrap ? "true" : "false",
                instance->shortID, instance->clientHoldOffTime);
        instance = (security_instance_t *)instance->next;
    }
#endif
}

void std_object_clean_security(st_object_t * objectP)
{
    while (std_object_get_securitys() != NULL)
    {
        security_instance_t * securityInstance = (security_instance_t *)std_instSecurity;
        std_instSecurity = std_instSecurity->next;
        if (NULL != securityInstance->host)
        {
            cis_free(securityInstance->host);
        }
        if (securityInstance->securityMode == CIS_SECURITY_MODE_PRE_SHARED_KEY)
        {
            cis_free(securityInstance->publicIdentity);
            cis_free(securityInstance->secretKey);
        }
        cis_free(securityInstance);
    }
}

st_object_t * std_object_create_security(
                                     int serverId,
                                     const char* serverHost,
                                     char * bsPskId,
                                     char * psk,
                                     uint16_t pskLen,
                                     bool isBootstrap)
{
    st_object_t * securityObj;

    std_object_callback_mapping[std_object_security].stdObjectId = CIS_SECURITY_OBJECT_ID;
    std_object_callback_mapping[std_object_security].cb.onExec = NULL;
    std_object_callback_mapping[std_object_security].cb.onRead = prv_security_read;
    std_object_callback_mapping[std_object_security].cb.onWrite = prv_security_write;


    securityObj = (st_object_t *)cis_malloc(sizeof(st_object_t));

    if (NULL != securityObj)
    {
        security_instance_t * targetP;

        cis_memset(securityObj, 0, sizeof(st_object_t));

        securityObj->objID = CIS_SECURITY_OBJECT_ID;

        // Manually create an hardcoded instance
        targetP = (security_instance_t *)cis_malloc(sizeof(security_instance_t));
        if (NULL == targetP)
        {
            cis_free(securityObj);
            return NULL;
        }
      
        cis_memset(targetP, 0, sizeof(security_instance_t));
        targetP->instanceId = 0;
        targetP->host = (char*)cis_malloc(utils_strlen(serverHost)+1); 
        cis_memset(targetP->host,0,utils_strlen(serverHost)+1);
        utils_stringCopy(targetP->host,utils_strlen(serverHost),serverHost);

        targetP->securityMode = CIS_SECURITY_MODE_NONE;
        targetP->publicIdentity = NULL;
        targetP->publicIdLen = 0;
        targetP->secretKey = NULL;
        targetP->secretKeyLen = 0;
        if (bsPskId != NULL || psk != NULL)
        {
            targetP->securityMode = CIS_SECURITY_MODE_PRE_SHARED_KEY;
            if (bsPskId)
            {
                targetP->publicIdentity = utils_strdup(bsPskId);
                targetP->publicIdLen = utils_strlen(bsPskId);
            }
            if (pskLen > 0)
            {
                targetP->secretKey = (char*)cis_malloc(pskLen);
                if (targetP->secretKey == NULL)
                {
                    std_object_clean_security(securityObj);
                    return NULL;
                }
                cis_memcpy(targetP->secretKey, psk, pskLen);
                targetP->secretKeyLen = pskLen;
            }
        }

        targetP->isBootstrap = isBootstrap;
        targetP->shortID = serverId;
        targetP->clientHoldOffTime = 10;
        std_instSecurity = CIS_LIST_ADD(std_instSecurity, targetP);

    }

    return securityObj;
}

char * std_object_get_server_host(uint16_t secObjInstID)
{
    security_instance_t * targetP = (security_instance_t *)CIS_LIST_FIND(std_object_get_securitys(), secObjInstID);

    if (NULL != targetP)
    {
        return utils_strdup(targetP->host);
    }

    return NULL;
}
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#ifndef _BASE_ITHREAD_H_

#define _BASE_ITHREAD_H_



/*******************************************************************************

 *

 * Copyright (c) 2000-2003 Intel Corporation 

 * All rights reserved. 

 * Copyright (c) 2012 France Telecom All rights reserved. 

 *

 * Redistribution and use in source and binary forms, with or without 

 * modification, are permitted provided that the following conditions are met: 

 *

 * * Redistributions of source code must retain the above copyright notice, 

 * this list of conditions and the following disclaimer. 

 * * Redistributions in binary form must reproduce the above copyright notice, 

 * this list of conditions and the following disclaimer in the documentation 

 * and/or other materials provided with the distribution. 

 * * Neither name of Intel Corporation nor the names of its contributors 

 * may be used to endorse or promote products derived from this software 

 * without specific prior written permission.

 * 

 * THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS 

 * "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT 

 * LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR 

 * A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL INTEL OR 

 * CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 

 * EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, 

 * PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR 

 * PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY 

 * OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING

 * NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS 

 * SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

 *

 ******************************************************************************/







#include <pthread.h>

#include <windows.h>



#ifdef __cplusplus

extern "C" {

#endif







#if defined(PTHREAD_MUTEX_RECURSIVE) || defined(__DragonFly__)

	/* This system has SuS2-compliant mutex attributes.

	 * E.g. on Cygwin, where we don't have the old nonportable (NP) symbols

	 */

	#define ITHREAD_MUTEX_FAST_NP       PTHREAD_MUTEX_NORMAL

	#define ITHREAD_MUTEX_RECURSIVE_NP  PTHREAD_MUTEX_RECURSIVE

	#define ITHREAD_MUTEX_ERRORCHECK_NP PTHREAD_MUTEX_ERRORCHECK

#else /* PTHREAD_MUTEX_RECURSIVE */

	#define ITHREAD_MUTEX_FAST_NP       PTHREAD_MUTEX_FAST_NP

	#define ITHREAD_MUTEX_RECURSIVE_NP  PTHREAD_MUTEX_RECURSIVE_NP

	#define ITHREAD_MUTEX_ERRORCHECK_NP PTHREAD_MUTEX_ERRORCHECK_NP

#endif /* PTHREAD_MUTEX_RECURSIVE */





#define ITHREAD_PROCESS_PRIVATE PTHREAD_PROCESS_PRIVATE

#define ITHREAD_PROCESS_SHARED  PTHREAD_PROCESS_SHARED





#define ITHREAD_CANCELED PTHREAD_CANCELED





#define ITHREAD_STACK_MIN PTHREAD_STACK_MIN

#define ITHREAD_CREATE_DETACHED PTHREAD_CREATE_DETACHED

#define ITHREAD_CREATE_JOINABLE PTHREAD_CREATE_JOINABLE



/***************************************************************************

 * Name: ithread_t

 *

 *  Description:

 *      Thread handle.

 *      typedef to pthread_t.

 *      Internal Use Only.

 ***************************************************************************/

typedef pthread_t	ithread_t;

typedef int			ithread_id_t;

#define ithread_id(tid)	(ithread_id_t)(**(ithread_id_t**)&tid)



/****************************************************************************

* Function: ithread_id

*

*  Description:

*		Returns the ithread_id of the currently running thread.

*  Returns:

*		The id of the currently running thread.

***************************************************************************/

#ifdef PLATFORM_WIN32

#define ithread_self()	(ithread_t)(**(ithread_t**)&pthread_self())

#else

#define ithread_self()	(pthread_self())

#endif





/****************************************************************************

 * Name: ithread_attr_t

 *

 *  Description:

 *      Thread attribute.

 *      typedef to pthread_attr_t

 *      Internal Use Only

 ***************************************************************************/

typedef pthread_attr_t ithread_attr_t;	





/****************************************************************************

 * Name: callback_ithread_routine

 *

 *  Description:

 *      Thread start routine 

 *      Internal Use Only.

 ***************************************************************************/

typedef void* (*callback_ithread_routine)(void *arg);



  

/****************************************************************************

 * Name: ithread_cond_t

 *

 *  Description:

 *      condition variable.

 *      typedef to pthread_cond_t

 *      Internal Use Only.

 ***************************************************************************/

typedef pthread_cond_t ithread_cond_t;





/****************************************************************************

 * Name: ithread_mutexattr_t

 *

 *  Description:

 *      Mutex attribute.

 *      typedef to pthread_mutexattr_t

 *      Internal Use Only

 ***************************************************************************/

typedef pthread_mutexattr_t ithread_mutexattr_t;	





/****************************************************************************

 * Name: ithread_mutex_t

 *

 *  Description:

 *      Mutex.

 *      typedef to pthread_mutex_t

 *      Internal Use Only.

 ***************************************************************************/

typedef pthread_mutex_t ithread_mutex_t;





/****************************************************************************

 * Name: ithread_condattr_t

 *

 *  Description:

 *      Condition attribute.

 *      typedef to pthread_condattr_t

 *      NOT USED

 *      Internal Use Only

 ***************************************************************************/

typedef pthread_condattr_t ithread_condattr_t;	





/****************************************************************************

 * Name: ithread_rwlockattr_t

 *

 *  Description:

 *      Mutex attribute.

 *      typedef to pthread_rwlockattr_t

 *      Internal Use Only

 ***************************************************************************/

#if USE_RWLOCK

typedef pthread_rwlockattr_t ithread_rwlockattr_t;	

#endif 





/****************************************************************************

 * Name: ithread_rwlock_t

 *

 *  Description:

 *      Condition attribute.

 *      typedef to pthread_rwlock_t

 *      Internal Use Only

 ***************************************************************************/

#if USE_RWLOCK

	typedef pthread_rwlock_t ithread_rwlock_t;

#else

	/* Read-write locks aren't available: use mutex instead. */

	typedef ithread_mutex_t ithread_rwlock_t;

#endif 





/****************************************************************************

 * Function: ithread_initialize_library

 *

 *  Description:

 *      Initializes the library. Does nothing in all implementations, except

 *      when statically linked for PLATFORM_WIN32.

 *  Parameters:

 *      none.

 *  Returns:

 *      0 on success, Nonzero on failure.

 ***************************************************************************/

static int ithread_initialize_library(void) {

	int ret = 0;



	return ret;

}





/****************************************************************************

 * Function: ithread_cleanup_library

 *

 *  Description:

 *      Clean up library resources. Does nothing in all implementations, except

 *      when statically linked for PLATFORM_WIN32.

 *  Parameters:

 *      none.

 *  Returns:

 *      0 on success, Nonzero on failure.

 ***************************************************************************/

static int ithread_cleanup_library(void) {

	int ret = 0;





	return ret;

}





/****************************************************************************

 * Function: ithread_initialize_thread

 *

 *  Description:

 *      Initializes the thread. Does nothing in all implementations, except

 *      when statically linked for PLATFORM_WIN32.

 *  Parameters:

 *      none.

 *  Returns:

 *      0 on success, Nonzero on failure.

 ***************************************************************************/

static int ithread_initialize_thread(void) {

	int ret = 0;





	return ret;

}





/****************************************************************************

 * Function: ithread_cleanup_thread

 *

 *  Description:

 *      Clean up thread resources. Does nothing in all implementations, except

 *      when statically linked for PLATFORM_WIN32.

 *  Parameters:

 *      none.

 *  Returns:

 *      0 on success, Nonzero on failure.

 ***************************************************************************/

static int ithread_cleanup_thread(void) {

	int ret = 0;





	return ret;

}





/****************************************************************************

 * Function: ithread_mutexattr_init

 *

 *  Description:

 *      Initializes a mutex attribute variable.

 *      Used to set the type of the mutex.

 *  Parameters:

 *      ithread_mutexattr_init * attr (must be valid non NULL pointer to 

 *                                     pthread_mutexattr_t)

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_mutexattr_init

 ***************************************************************************/

#define ithread_mutexattr_init pthread_mutexattr_init





/****************************************************************************

 * Function: ithread_mutexattr_destroy

 *

 *  Description:

 *      Releases any resources held by the mutex attribute.

 *      Currently there are no resources associated with the attribute

 *  Parameters:

 *      ithread_mutexattr_t * attr (must be valid non NULL pointer to 

 *                                  pthread_mutexattr_t)

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_mutexattr_destroy

 ***************************************************************************/

#define ithread_mutexattr_destroy pthread_mutexattr_destroy

  

  

/****************************************************************************

 * Function: ithread_mutexattr_setkind_np

 *

 *  Description:

 *      Sets the mutex type in the attribute.

 *      Valid types are: ITHREAD_MUTEX_FAST_NP 

 *                       ITHREAD_MUTEX_RECURSIVE_NP 

 *                       ITHREAD_MUTEX_ERRORCHECK_NP

 *

 *  Parameters:

 *      ithread_mutexattr_t * attr (must be valid non NULL pointer to 

 *                                   ithread_mutexattr_t)

 *      int kind (one of ITHREAD_MUTEX_FAST_NP or ITHREAD_MUTEX_RECURSIVE_NP

 *                or ITHREAD_MUTEX_ERRORCHECK_NP)

 *  Returns:

 *      0 on success. Nonzero on failure.

 *      Returns EINVAL if the kind is not supported.

 *      See man page for pthread_mutexattr_setkind_np

 *****************************************************************************/

#if defined(PTHREAD_MUTEX_RECURSIVE) || defined(__DragonFly__)

	#define ithread_mutexattr_setkind_np pthread_mutexattr_settype

#else

	#define ithread_mutexattr_setkind_np pthread_mutexattr_setkind_np

#endif



/****************************************************************************

 * Function: ithread_mutexattr_getkind_np

 *

 *  Description:

 *      Gets the mutex type in the attribute.

 *      Valid types are: ITHREAD_MUTEX_FAST_NP 

 *                       ITHREAD_MUTEX_RECURSIVE_NP 

 *                       ITHREAD_MUTEX_ERRORCHECK_NP

 *

 *  Parameters:

 *      ithread_mutexattr_t * attr (must be valid non NULL pointer to 

 *                                   pthread_mutexattr_t)

 *      int *kind (one of ITHREAD_MUTEX_FAST_NP or ITHREAD_MUTEX_RECURSIVE_NP

 *                or ITHREAD_MUTEX_ERRORCHECK_NP)

 *  Returns:

 *      0 on success. Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_mutexattr_getkind_np

 *****************************************************************************/

#if defined(PTHREAD_MUTEX_RECURSIVE) || defined(__DragonFly__)

	#define ithread_mutexattr_getkind_np pthread_mutexattr_gettype

#else

	#define ithread_mutexattr_getkind_np pthread_mutexattr_getkind_np

#endif 



  

/****************************************************************************

 * Function: ithread_mutex_init

 *

 *  Description:

 *      Initializes mutex.

 *      Must be called before use.

 *      

 *  Parameters:

 *      ithread_mutex_t * mutex (must be valid non NULL pointer to pthread_mutex_t)

 *      const ithread_mutexattr_t * mutex_attr 

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_mutex_init

 *****************************************************************************/

#define ithread_mutex_init pthread_mutex_init





/****************************************************************************

 * Function: ithread_mutex_lock

 *

 *  Description:

 *      Locks mutex.

 *  Parameters:

 *      ithread_mutex_t * mutex (must be valid non NULL pointer to pthread_mutex_t)

 *      mutex must be initialized.

 *      

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_mutex_lock

 *****************************************************************************/

#define ithread_mutex_lock pthread_mutex_lock

  



/****************************************************************************

 * Function: ithread_mutex_trylock

 *

 *  Description:

 *      Locks mutex.

 *  Parameters:

 *      ithread_mutex_t * mutex (must be valid non NULL pointer to pthread_mutex_t)

 *      mutex must be initialized.

 *      

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      See man page for pthread_mutex_trylock

 *****************************************************************************/

#define ithread_mutex_trylock pthread_mutex_trylock



/****************************************************************************

 * Function: ithread_mutex_unlock

 *

 *  Description:

 *      Unlocks mutex.

 *

 *  Parameters:

 *      ithread_mutex_t * mutex (must be valid non NULL pointer to pthread_mutex_t)

 *      mutex must be initialized.

 *      

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_mutex_unlock

 *****************************************************************************/

#define ithread_mutex_unlock pthread_mutex_unlock





/****************************************************************************

 * Function: ithread_mutex_destroy

 *

 *  Description:

 *      Releases any resources held by the mutex. 

 *		Mutex can no longer be used after this call.

 *		Mutex is only destroyed when there are no longer any threads waiting on it. 

 *		Mutex cannot be destroyed if it is locked.

 *  Parameters:

 *      ithread_mutex_t * mutex (must be valid non NULL pointer to pthread_mutex_t)

 *      mutex must be initialized.

 *  Returns:

 *      0 on success. Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_mutex_destroy

 *****************************************************************************/

#define ithread_mutex_destroy pthread_mutex_destroy





/****************************************************************************

 * Function: ithread_rwlockattr_init

 *

 *  Description:

 *      Initializes a rwlock attribute variable to default values.

 *  Parameters:

 *      const ithread_rwlockattr_init *attr (must be valid non NULL pointer to 

 *                                           pthread_rwlockattr_t)

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_rwlockattr_init

 ***************************************************************************/

#if USE_RWLOCK

	#define ithread_rwlockattr_init pthread_rwlockattr_init

#endif 





/****************************************************************************

 * Function: ithread_rwlockattr_destroy

 *

 *  Description:

 *      Releases any resources held by the rwlock attribute.

 *  Parameters:

 *      ithread_rwlockattr_t *attr (must be valid non NULL pointer to 

 *                                  pthread_rwlockattr_t)

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_rwlockattr_destroy

 ***************************************************************************/

#if USE_RWLOCK

	#define ithread_rwlockattr_destroy pthread_rwlockattr_destroy

#endif 

  

  

/****************************************************************************

 * Function: ithread_rwlockatttr_setpshared

 *

 *  Description:

 *      Sets the rwlock type in the attribute.

 *      Valid types are: ITHREAD_PROCESS_PRIVATE 

 *                       ITHREAD_PROCESS_SHARED

 *

 *  Parameters:

 *      ithread_rwlockattr_t * attr (must be valid non NULL pointer to 

 *                                   ithread_rwlockattr_t)

 *      int kind (one of ITHREAD_PROCESS_PRIVATE or ITHREAD_PROCESS_SHARED)

 *

 *  Returns:

 *      0 on success. Nonzero on failure.

 *      Returns EINVAL if the kind is not supported.

 *      See man page for pthread_rwlockattr_setkind_np

 *****************************************************************************/

#if USE_RWLOCK

	#define ithread_rwlockatttr_setpshared pthread_rwlockatttr_setpshared

#endif 





/****************************************************************************

 * Function: ithread_rwlockatttr_getpshared

 *

 *  Description:

 *      Gets the rwlock type in the attribute.

 *      Valid types are: ITHREAD_PROCESS_PRIVATE 

 *                       ITHREAD_PROCESS_SHARED 

 *

 *  Parameters:

 *      ithread_rwlockattr_t * attr (must be valid non NULL pointer to 

 *                                   pthread_rwlockattr_t)

 *      int *kind (one of ITHREAD_PROCESS_PRIVATE or ITHREAD_PROCESS_SHARED)

 *

 *  Returns:

 *      0 on success. Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_rwlockatttr_getpshared

 *****************************************************************************/

#if USE_RWLOCK

	#define ithread_rwlockatttr_getpshared pthread_rwlockatttr_getpshared

#endif 



  

/****************************************************************************

 * Function: ithread_rwlock_init

 *

 *  Description:

 *      Initializes rwlock.

 *      Must be called before use.

 *      

 *  Parameters:

 *      ithread_rwlock_t *rwlock (must be valid non NULL pointer to pthread_rwlock_t)

 *      const ithread_rwlockattr_t *rwlock_attr 

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_rwlock_init

 *****************************************************************************/

#if USE_RWLOCK

	#define ithread_rwlock_init pthread_rwlock_init

#else

	/* Read-write locks aren't available: use mutex instead. */

	#define ithread_rwlock_init ithread_mutex_init

#endif



/****************************************************************************

 * Function: ithread_rwlock_rdlock

 *

 *  Description:

 *      Locks rwlock for reading.

 *  Parameters:

 *      ithread_rwlock_t *rwlock (must be valid non NULL pointer to pthread_rwlock_t)

 *      rwlock must be initialized.

 *      

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_rwlock_rdlock

 *****************************************************************************/

#if USE_RWLOCK

	#define ithread_rwlock_rdlock pthread_rwlock_rdlock

#else

	/* Read-write locks aren't available: use mutex instead. */

	#define ithread_rwlock_rdlock ithread_mutex_lock

#endif 



/****************************************************************************

 * Function: ithread_rwlock_wrlock

 *

 *  Description:

 *      Locks rwlock for writting.

 *  Parameters:

 *      ithread_rwlock_t *rwlock (must be valid non NULL pointer to pthread_rwlock_t)

 *      rwlock must be initialized.

 *      

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_rwlock_wrlock

 *****************************************************************************/

#if USE_RWLOCK

	#define ithread_rwlock_wrlock pthread_rwlock_wrlock

#else

	/* Read-write locks aren't available: use mutex instead. */

	#define ithread_rwlock_wrlock ithread_mutex_lock

#endif 





/****************************************************************************

 * Function: ithread_rwlock_unlock

 *

 *  Description:

 *      Unlocks rwlock.

 *

 *  Parameters:

 *      ithread_rwlock_t *rwlock (must be valid non NULL pointer to pthread_rwlock_t)

 *      rwlock must be initialized.

 *      

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_rwlock_unlock

 *****************************************************************************/

#if USE_RWLOCK

	#define ithread_rwlock_unlock pthread_rwlock_unlock

#else

	/* Read-write locks aren't available: use mutex instead. */

	#define ithread_rwlock_unlock ithread_mutex_unlock

#endif 





/****************************************************************************

 * Function: ithread_rwlock_destroy

 *

 *  Description:

 *      Releases any resources held by the rwlock. 

 *		rwlock can no longer be used after this call.

 *		rwlock is only destroyed when there are no longer any threads waiting on it. 

 *		rwlock cannot be destroyed if it is locked.

 *  Parameters:

 *      ithread_rwlock_t *rwlock (must be valid non NULL pointer to pthread_rwlock_t)

 *      rwlock must be initialized.

 *  Returns:

 *      0 on success. Nonzero on failure.

 *      Always returns 0.

 *      See man page for pthread_rwlock_destroy

 *****************************************************************************/

#if USE_RWLOCK

	#define ithread_rwlock_destroy pthread_rwlock_destroy

#else

	/* Read-write locks aren't available: use mutex instead. */

	#define ithread_rwlock_destroy ithread_mutex_destroy

#endif 





/****************************************************************************

 * Function: ithread_cond_init

 *

 *  Description:

 *      Initializes condition variable.

 *      Must be called before use.

 *  Parameters:

 *      ithread_cond_t *cond (must be valid non NULL pointer to pthread_cond_t)

 *      const ithread_condattr_t *cond_attr (ignored)

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      See man page for pthread_cond_init

 *****************************************************************************/

#define ithread_cond_init pthread_cond_init





/****************************************************************************

 * Function: ithread_cond_signal

 *

 *  Description:

 *      Wakes up exactly one thread waiting on condition.

 *      Associated mutex MUST be locked by thread before entering this call.

 *  Parameters:

 *      ithread_cond_t *cond (must be valid non NULL pointer to 

 *      ithread_cond_t)

 *      cond must be initialized

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      See man page for pthread_cond_signal

 *****************************************************************************/

#define ithread_cond_signal pthread_cond_signal





/****************************************************************************

 * Function: ithread_cond_broadcast

 *

 *  Description:

 *      Wakes up all threads waiting on condition.

 *      Associated mutex MUST be locked by thread before entering this call.

 *  Parameters:

 *      ithread_cond_t *cond (must be valid non NULL pointer to 

 *      ithread_cond_t)

 *      cond must be initialized

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      See man page for pthread_cond_broadcast

 *****************************************************************************/

#define ithread_cond_broadcast pthread_cond_broadcast

  



/****************************************************************************

 * Function: ithread_cond_wait

 *

 *  Description:

 *      Atomically releases mutex and waits on condition.

 *      Associated mutex MUST be locked by thread before entering this call.

 *      Mutex is reacquired when call returns.

 *  Parameters:

 *      ithread_cond_t *cond (must be valid non NULL pointer to 

 *      ithread_cond_t)

 *      cond must be initialized

 *      ithread_mutex_t *mutex (must be valid non NULL pointer to 

 *      ithread_mutex_t)

 *      Mutex must be locked.

 *  Returns:

 *      0 on success, Nonzero on failure.

 *      See man page for pthread_cond_wait

 *****************************************************************************/

#define ithread_cond_wait pthread_cond_wait

  



  /****************************************************************************

   * Function: pthread_cond_timedwait

   *

   *	Description:      

   *		Atomically releases the associated mutex and waits on the

   *	condition.

   *		If the condition is not signaled in the specified time than the

   *	call times out and returns.

   *		Associated mutex MUST be locked by thread before entering this call.

   *		Mutex is reacquired when call returns.

   *  Parameters:

   *      ithread_cond_t *cond (must be valid non NULL pointer to ithread_cond_t)

   *      	cond must be initialized

   *      ithread_mutex_t *mutex (must be valid non NULL pointer to ithread_mutex_t)

   *      	Mutex must be locked.

   *      const struct timespec *abstime (absolute time, measured from Jan 1, 1970)

   *  Returns:

   *      0 on success. ETIMEDOUT on timeout. Nonzero on failure.

   *      See man page for pthread_cond_timedwait

   ***************************************************************************/

 

#define ithread_cond_timedwait pthread_cond_timedwait

  



  /****************************************************************************

   * Function: ithread_cond_destroy

   *

   *  Description:

   *      Releases any resources held by the condition variable. 

   *		Condition variable can no longer be used after this call.	

   *  Parameters:

   *      ithread_cond_t *cond (must be valid non NULL pointer to 

   *      ithread_cond_t)

   *      cond must be initialized.

   *  Returns:

   *      0 on success. Nonzero on failure.

   *      See man page for pthread_cond_destroy

   ***************************************************************************/

#define ithread_cond_destroy pthread_cond_destroy



  /****************************************************************************

   * Function: ithread_attr_init

   *

   *  Description:

   *      Initialises thread attribute object.

   *  Parameters:

   *      ithread_attr_t *attr (must be valid non NULL pointer to

   *      ithread_attr_t)

   *  Returns:

   *      0 on success. Nonzero on failure.

   *      See man page for pthread_attr_init

   ***************************************************************************/

#define ithread_attr_init pthread_attr_init



  /****************************************************************************

   * Function: ithread_attr_destroy

   *

   *  Description:

   *      Destroys thread attribute object.

   *  Parameters:

   *      ithread_attr_t *attr (must be valid non NULL pointer to

   *      ithread_attr_t)

   *  Returns:

   *      0 on success. Nonzero on failure.

   *      See man page for pthread_attr_destroy

   ***************************************************************************/

#define ithread_attr_destroy pthread_attr_destroy



  /****************************************************************************

   * Function: ithread_attr_setstacksize

   *

   *  Description:

   *      Sets stack size of a thread attribute object.

   *  Parameters:

   *      ithread_attr_t *attr (must be valid non NULL pointer to

   *      ithread_attr_t)

   *      size_t stacksize (value of stacksize must be greater than

   *      ITHREAD_STACK_MIN and lower than system-imposed limits

   *  Returns:

   *      0 on success. Nonzero on failure.

   *      See man page for pthread_attr_setstacksize

   ***************************************************************************/

#define ithread_attr_setstacksize pthread_attr_setstacksize



  /****************************************************************************

   * Function: ithread_attr_setdetachstate

   *

   *  Description:

   *      Sets detach state of a thread attribute object.

   *  Parameters:

   *      ithread_attr_t *attr (must be valid non NULL pointer to

   *      ithread_attr_t)

   *      int detachstate (value of detachstate must be ITHREAD_CREATE_DETACHED

   *      or ITHREAD_CREATE_JOINABLE)

   *  Returns:

   *      0 on success. Nonzero on failure.

   *      See man page for pthread_attr_setdetachstate

   ***************************************************************************/

#define ithread_attr_setdetachstate pthread_attr_setdetachstate



  /****************************************************************************

   * Function: ithread_create

   *

   *  Description:

   *		Creates a thread with the given start routine

   *      and argument.

   *  Parameters:

   *      ithread_t * thread (must be valid non NULL pointer to pthread_t)

   *      ithread_attr_t *attr

   *      void * (callback_ithread_routine) (void *arg) (start routine)

   *      void * arg - argument.

   *  Returns:

   *      0 on success. Nonzero on failure.

   *	    Returns EAGAIN if a new thread can not be created.

   *      Returns EINVAL if there is a problem with the arguments.

   *      See man page fore pthread_create

   ***************************************************************************/

#define ithread_create pthread_create





 /****************************************************************************

   * Function: ithread_setcanceltype

   *

   *  Description:

   *		Set cancel enable mode at thread.

   *  Parameters:

   *		PTHREAD_CANCEL_ASYNCHRONOUS   = 0,

   *		PTHREAD_CANCEL_DEFERRED       = 1,  // Default

   *  Returns:

   *      0 on success. Nonzero on failure.

   *      See man page for pthread_setcanceltype

   ***************************************************************************/

#ifdef JXOS_ANDROID

#define ithread_setcanceltype 

#define ithread_setcancelstate 

#else

#define ithread_setcanceltype pthread_setcanceltype

#define ithread_setcancelstate pthread_setcancelstate

#endif



  /****************************************************************************

   * Function: ithread_cancel

   *

   *  Description:

   *		Cancels a thread.

   *  Parameters:

   *      ithread_t * thread (must be valid non NULL pointer to ithread_t)

   *  Returns:

   *      0 on success. Nonzero on failure.

   *      See man page for pthread_cancel

   ***************************************************************************/

#define ithread_cancel pthread_cancel

  



  /****************************************************************************

   * Function: ithread_testcancel

   *

   *  Description:

   *		add a check point.cancel the thread.

   *  Parameters:

   *		void

   *  Returns:

   *		void

   ***************************************************************************/

#ifdef JXOS_ANDROID

#define ithread_testcancel()

#else

#define ithread_testcancel pthread_testcancel

#endif



  /****************************************************************************

   * Function: ithread_exit

   *

   *  Description:

   *		Returns a return code from a thread.

   *      Implicitly called when the start routine returns.

   *  Parameters:

   *      void  * return_code return code to return

   *      See man page for pthread_exit

   ***************************************************************************/

#define ithread_exit pthread_exit





/****************************************************************************

   * Function: ithread_get_current_thread_id

   *

   *  Description:

   *		Returns the handle of the currently running thread.

   *  Returns:

   *		The handle of the currently running thread.

   *              See man page for pthread_self

   ***************************************************************************/

#define ithread_get_current_thread_id pthread_self





  /****************************************************************************

   * Function: ithread_detach

   *

   *  Description:

   *		Makes a thread's resources reclaimed immediately 

   *            after it finishes

   *            execution.  

   *  Returns:

   *		0 on success, Nonzero on failure.

   *      See man page for pthread_detach

   ***************************************************************************/

#define ithread_detach pthread_detach  





  /****************************************************************************

   * Function: ithread_join

   *

   *  Description:

   *		Suspends the currently running thread until the 

   * specified thread

   *      has finished. 

   *      Returns the return code of the thread, or ITHREAD_CANCELED 

   *      if the thread has been canceled.

   *  Parameters:

   *      ithread_t *thread (valid non null thread identifier)

   *      void ** return (space for return code) 

   *  Returns:

   *		0 on success, Nonzero on failure.

   *     See man page for pthread_join

   ***************************************************************************/

#define ithread_join pthread_join

  



  /****************************************************************************

   * Function: ithread_key_create

   *

   *  Description:

   *		Create the key for thread specific data.

   *  Parameters:

   *      pthread_key_t* return;

   *      void (*destructor) (void *)

   *  Returns:

   *		0 on success, Nonzero on failure.

   *     See man page for pthread_key_create

   ***************************************************************************/

#define ithread_key_create pthread_key_create



  /****************************************************************************

   * Function: ithread_key_delete

   *

   *  Description:

   *		Delete the key for thread specific data.

   *  Parameters:

   *      pthread_key_t

   *  Returns:

   *		0 on success, Nonzero on failure.

   *     See man page for pthread_key_delete

   ***************************************************************************/

#define ithread_key_delete pthread_key_delete



  /****************************************************************************

   * Function: ithread_setspecific

   *

   *  Description:

   *		set thread specific data.

   *  Parameters:

   *		pthread_key_t

   *		const void *value

   *  Returns:

   *		0 on success, Nonzero on failure.

   *     See man page for pthread_setspecific

   ***************************************************************************/

#define ithread_setspecific pthread_setspecific

  /****************************************************************************

   * Function: ithread_setspecific

   *

   *  Description:

   *		get thread specific data.

   *  Parameters:

   *		pthread_key_t

   *  Returns:

   *		void* value.

   *     See man page for pthread_getspecific

   ***************************************************************************/

#define ithread_getspecific pthread_getspecific





/****************************************************************************

 * Function: isleep

 *

 *  Description:

 *		Suspends the currently running thread for the specified number 

 *      of seconds

 *      Always returns 0.

 *  Parameters:

 *      unsigned int seconds - number of seconds to sleep.

 *  Returns:

 *		0 on success, Nonzero on failure.

 *              See man page for sleep (man 3 sleep)

 *****************************************************************************/

#ifdef PLATFORM_WIN32

	#define isleep(x) Sleep((x)*1000)

#else

	#define isleep sleep

#endif





/****************************************************************************

 * Function: isleep

 *

 *  Description:

 *		Suspends the currently running thread for the specified number 

 *      of milliseconds

 *      Always returns 0.

 *  Parameters:

 *      unsigned int milliseconds - number of milliseconds to sleep.

 *  Returns:

 *		0 on success, Nonzero on failure.

 *              See man page for sleep (man 3 sleep)

 *****************************************************************************/

#ifdef PLATFORM_WIN32

	#define isleepms	Sleep

#else

	#define isleepms(x)	usleep(1000*x)

#endif





#ifdef __cplusplus

}

#endif





#endif /* _BASE_ITHREAD_H_ */








d20171103_d1.6/deps/winbase/nbnet_win.c
#include "nbsock_win.h"
#include <cis_if_net.h>
#include "ithread.h"
#include "string_util.h"
#include <cis_list.h>
#include <cis_log.h>
#include <cis_if_sys.h>

#define MAX_PACKET_SIZE			(1024)



struct st_cisnet_context
{
    int sock;
    char host[128];
    uint16_t port;
};

struct st_net_packet
{
    st_net_packet * next;
    uint32_t msgid;

    uint8_t* buffer;
    uint32_t length;
};

st_net_packet* g_packetlist = NULL;
cisnet_config_t g_netconfig;
cisnet_callback_t g_callback;
int g_sock;
uint32_t  g_addrlen;

int8_t	g_quit;
static struct sockaddr_in gServerAddr;

static int _socket(uint16_t localPort,int ai_family);
static void* _thread(void* arg);

cis_ret_t cisnet_init(const cisnet_config_t* config,cisnet_callback_t cb)
{
    net_Init();
    printf("fall in cisnet_init\r\n");
    memcpy(&g_netconfig,config,sizeof(cisnet_config_t));
    g_callback.onEvent = cb.onEvent;
    g_callback.userData = cb.userData;
    return CIS_RET_OK;
}

cis_ret_t cisnet_create(cisnet_t* ctx,const char* host)
{

    char szBuffer[24] = {0};
    uint32_t readlen = 0;
    uint8_t len = 0;

    (*ctx) = (cisnet_t)malloc(sizeof(struct st_cisnet_context));
    (*ctx)->sock = 0;
    (*ctx)->port = 5683;


    FILE* f = fopen("host","r");
    if(f != NULL && fread(szBuffer,1,sizeof(szBuffer) - 1,f) > 0)
    {
        strcpy_s((*ctx)->host,sizeof((*ctx)->host),szBuffer);
    }else
    {
        strcpy_s((*ctx)->host,sizeof((*ctx)->host),host);
    }
    
    if(f != NULL){
        fclose(f);
    }
    
    return CIS_RET_OK;
}

void     cisnet_destroy(cisnet_t ctx)
{


}

cis_ret_t cisnet_connect(cisnet_t ctx)
{
    pthread_t tid;
    int sock;
    struct sockaddr_in saddr;
    struct addrinfo hints;
    struct addrinfo *servinfo = NULL;
    struct addrinfo *p;
    int s;
    struct sockaddr *sa;
    socklen_t sl;

    
    memset(&hints, 0, sizeof(hints));
    hints.ai_family = AF_INET;
    hints.ai_socktype = SOCK_DGRAM;

    LOGD("cisnet_connect");
    //TODO:port for socket.
    if (0 != net_getAddrInfo(ctx->host,ctx->port, &hints, &servinfo) || servinfo == NULL) 
    {
        printf("net_getAddrInfo error.\n");
        return CIS_RET_ERROR;
    }
    // we test the various addresses
    s = -1;
    for(p = servinfo ; p != NULL && s == -1 ; p = p->ai_next)
    {
        s = socket(p->ai_family, p->ai_socktype, p->ai_protocol);
        if (s >= 0)
        {
            sa = p->ai_addr;
            sl = p->ai_addrlen;

            memcpy(&saddr,(struct sockaddr_in *)(sa),sizeof(saddr));
            inet_ntop(saddr.sin_family, &saddr.sin_addr, ctx->host, INET_ADDRSTRLEN);

            LOGD("try connect ip:%s\r\n",ctx->host);
            if (-1 == connect(s, p->ai_addr, p->ai_addrlen))
            {
                net_Close(s);
                s = -1;
                LOGD("try connect failed.");
            }else{
                net_Close(s);
                memcpy(&(gServerAddr), sa, sl);
                g_addrlen = sl;
                break;
            }
        }
    }

    if (s <= -1)
    {
        return CIS_RET_ERROR;
    }

    sock = _socket(0,AF_INET);
    if (sock < 0)
    {
        LOGD("Failed to open socket: %d %s\r\n", errno, strerror(errno));
        return -1;
    }
    ctx->sock = sock;
    g_sock = sock;

    g_callback.onEvent(ctx,cisnet_event_connected,NULL,g_callback.userData);

    pthread_create(&tid, NULL, _thread, (void *)ctx);

    return CIS_RET_OK;
}

cis_ret_t cisnet_disconnect(cisnet_t ctx)
{
    return 1;
}

cis_ret_t cisnet_write(cisnet_t ctx,const uint8_t * buffer,uint32_t  length)
{
    int nbSent;
    size_t offset;
    char s[INET_ADDRSTRLEN];

    struct sockaddr_in saddr;

    memcpy(&saddr,(struct sockaddr_in *)&(gServerAddr),sizeof(saddr));
    inet_ntop(saddr.sin_family, &saddr.sin_addr, s, INET_ADDRSTRLEN);

    offset = 0;
    while (offset != length)
    {
        nbSent = sendto(ctx->sock, (const char*)buffer + offset, length - offset, 0, (struct sockaddr *)&saddr, g_addrlen);

        if (nbSent == -1){
            printf("socket sendto [%s:%d] failed.\r\n",s,ntohs(saddr.sin_port));
            return -1;
        }else{
            printf("socket sendto [%s:%d] %d bytes\r\n",s,ntohs(saddr.sin_port),nbSent);
        }
        offset += nbSent;
    }

    return CIS_RET_OK;
}

cis_ret_t cisnet_read(cisnet_t ctx,uint8_t** buffer,uint32_t *length)
{
    if(g_packetlist != NULL){
        st_net_packet* delNode;
        *buffer = g_packetlist->buffer;
        *length = g_packetlist->length;
        g_packetlist = (st_net_packet* )CIS_LIST_RM(g_packetlist,g_packetlist->msgid,&delNode);
        free(delNode);
        return CIS_RET_OK;
    }

    return CIS_RET_ERROR;
}

cis_ret_t cisnet_free(cisnet_t ctx,uint8_t* buffer,uint32_t length)
{
    free(buffer);
    return CIS_RET_ERROR;
}


static int _socket(uint16_t localPort,int ai_family)
{
    struct sockaddr_in addr;

	int sock = net_Socket(ai_family,SOCK_DGRAM, IPPROTO_UDP);
	if (sock < 0){
		return -1;
	}


	addr.sin_family = ai_family;
	addr.sin_port = htons(localPort);
	addr.sin_addr.s_addr = htonl(INADDR_ANY);
	if(bind(sock,(struct sockaddr*)&addr,sizeof(struct sockaddr)) != 0){
		net_Close(sock);
		printf("socket bind failed errno=%d\n",errno);
		return -1;
	}


	return sock;
}



static void* _thread(void* arg)
{


    cisnet_t ctx = (cisnet_t)arg;
	int sock = g_sock;
	while(0 == g_quit)
	{
		struct timeval tv = {5,0};
		fd_set readfds;
		int result;

		FD_ZERO(&readfds);
		FD_SET(sock, &readfds);
		/*
			* This part will set up an interruption until an event happen on SDTIN or the socket until "tv" timed out (set
			* with the precedent function)
			*/
		result = select(FD_SETSIZE, &readfds, NULL, NULL, &tv);

		if (result < 0)
		{
			if (errno != EINTR)
			{
				printf("Error in select(): %d %s\r\n", errno, strerror(errno));
			}
		}
		else if (result > 0)
		{
			uint8_t buffer[MAX_PACKET_SIZE];
			int numBytes;

			/*
				* If an event happens on the socket
				*/
			if (FD_ISSET(sock, &readfds))
			{
				struct sockaddr_storage addr;
				socklen_t addrLen;

				addrLen = sizeof(addr);

				/*
					* We retrieve the data received
					*/
				numBytes = recvfrom(sock, (char*)buffer, MAX_PACKET_SIZE, 0, (struct sockaddr *)&addr, &addrLen);

				if (numBytes < 0)
				{
					if(errno == 0)continue;
					printf("Error in recvfrom(): %d %s\r\n", errno, strerror(errno));
				}
				else if (numBytes > 0)
				{
					char s[INET_ADDRSTRLEN];
					uint16_t  port;
			
					struct sockaddr_in *saddr = (struct sockaddr_in *)&addr;
					inet_ntop(saddr->sin_family, &saddr->sin_addr, s, INET_ADDRSTRLEN);
					port = saddr->sin_port;

					printf("\r\n%d bytes received from [%s]:%hu\r\n", numBytes, s, ntohs(port));
					
                    uint8_t* data = (uint8_t*)malloc(numBytes);
                    memcpy(data,buffer,numBytes);

                    st_net_packet *packet = (st_net_packet*)malloc(sizeof(st_net_packet));
                    packet->next = NULL;
                    packet->buffer = data;
                    packet->length = numBytes;
                    packet->msgid = cissys_gettime();
                    g_packetlist = (st_net_packet*)CIS_LIST_ADD(g_packetlist,packet);
				}
			}
		}
	}

	printf("Error in socket recv thread exit..");
	return NULL;
}





d20171103_d1.6/deps/winbase/nbsock_win.c
#include "nbsock_win.h"
#include <stdlib.h>
#include <stdio.h>
#include <cis_log.h>
#include "string_util.h"

int net_Init(void)
{
    WSADATA wsaData;
    if (WSAStartup(MAKEWORD(1,1), &wsaData))
        return 0;
    return 1;
}

void net_Uninit(void)
{
    WSACleanup();
}

int net_SetNonBlock(int socket, int enable)
{
    return ioctlsocket(socket, FIONBIO, (u_long*)(&enable)) == 0;
}

int net_Socket (int family, int socktype, int proto)
{
	int fd;

	fd = socket (family, socktype, proto);
	if (fd == -1)
	{
		LOGE( "cannot create socket, error no: %d.\n", net_errno);
		return -1;
	}
	
	net_SetNonBlock( fd, 1);
    return fd;
}

int net_Connect( const char *host, int port, int type, int proto, int time_out)
{
	struct addrinfo hints, *res, *ptr;
    const char      *psz_realhost;
    int             i_realport, i_val, i_handle = -1;

    memset( &hints, 0, sizeof( hints ) );
    hints.ai_socktype = type;
    hints.ai_protocol = proto;

	psz_realhost = host;
    i_realport = port;

    LOGI("net: connecting to %s port %d", psz_realhost,  i_realport );

    i_val = net_getAddrInfo( psz_realhost, i_realport, &hints, &res );

    if( i_val )
    {
        LOGE("cannot resolve %s port %d : %s", psz_realhost,
                 i_realport, gai_strerror( i_val ) );
        return -1;
    }

    for( ptr = res; ptr != NULL; ptr = ptr->ai_next )
    {
		int fd = net_Socket( ptr->ai_family,
			ptr->ai_socktype, ptr->ai_protocol );
		if( fd == -1 )
		{
			LOGE( "socket error" );
			continue;
		}

        if( connect( fd, ptr->ai_addr, ptr->ai_addrlen ) )
        {
            int val;
			struct timeval tv, *tvptr;
			fd_set wfdset, efdset;

            if( net_errno != TX_EINPROGRESS && net_errno != TX_EINTR )
            {
                LOGE( "connection failed, error: %d\n", net_errno);
                goto next_ai;
            }

			LOGD( "wait for the connect to complete or timeout.\n");
			/* wait for the connect to complete or timeout */
			FD_ZERO(&wfdset);
			FD_SET(fd, &wfdset);
			FD_ZERO(&efdset);
			FD_SET(fd, &efdset);

			if (time_out < 0) {
				tvptr = NULL;
			}
			else {
				/* casts for winsock/timeval definition */
				tv.tv_sec =  time_out/1000;
				tv.tv_usec = time_out*1000;
				tvptr = &tv;
			}
			
			val = select(FD_SETSIZE+1, NULL, &wfdset, &efdset, tvptr);

			if (val <= 0 ) {
				LOGE( "select failed or timeout while connect, error: %d\n", net_errno);
				goto next_ai;
			}
		
            /* There is NO WAY around checking SO_ERROR.
             * Don't ifdef it out!!! */
            if ( net_getSockoptInt( fd, SOL_SOCKET, SO_ERROR, &val) || val)
            {
                errno = val;
                LOGE( "connection failed");
                goto next_ai;
            }
        }  //if connect

        LOGI("connection succeeded (socket = %d)", fd );
        i_handle = fd; /* success! */
        break;

next_ai: /* failure */
        net_Close( fd );
        continue;
    }

    freeaddrinfo( res );

    if( i_handle == -1 )
        return -1;

    return i_handle;

}

int net_getNameInfo( const struct sockaddr *sa, int salen,
	char *host, int hostlen, int *portnum, int flags )
{
	char psz_servbuf[6], *psz_serv;
	int i_servlen, i_val;

	flags |= NI_NUMERICSERV;
	if( portnum != NULL )
	{
		psz_serv = psz_servbuf;
		i_servlen = sizeof( psz_servbuf );
	}
	else
	{
		psz_serv = NULL;
		i_servlen = 0;
	}

	i_val = getnameinfo(sa, salen, host, hostlen, psz_serv, i_servlen, flags);

	if( portnum != NULL )
		*portnum = atoi( psz_serv );

	return i_val;
}

int net_getAddrInfo( const char *node, int i_port, 
	const struct addrinfo *p_hints, struct addrinfo **res )
{
    int ret;
	struct addrinfo hints;
    char psz_buf[NI_MAXHOST], psz_service[6];

    /*
     * In VLC, we always use port number as integer rather than strings
     * for historical reasons (and portability).
     */
    if( ( i_port > 65535 ) || ( i_port < 0 ) )
    {
        LOGE( "invalid port number %d specified", i_port );
        return EAI_SERVICE;
    }

    /* cannot overflow */
    str_snprintf( psz_service, 6, "%d", i_port );

    /* Check if we have to force ipv4 or ipv6 */
    memset (&hints, 0, sizeof (hints));
    if (p_hints != NULL)
    {
        const int safe_flags =
            AI_PASSIVE |
            AI_CANONNAME |
            AI_NUMERICHOST |
            AI_NUMERICSERV |
#ifdef AI_ALL
            AI_ALL |
#endif
#ifdef AI_ADDRCONFIG
            AI_ADDRCONFIG |
#endif
#ifdef AI_V4MAPPED
            AI_V4MAPPED |
#endif
            0;

        hints.ai_family = p_hints->ai_family;
        hints.ai_socktype = p_hints->ai_socktype;
        hints.ai_protocol = p_hints->ai_protocol;
        /* Unfortunately, some flags chang the layout of struct addrinfo, so
         * they cannot be copied blindly from p_hints to &hints. Therefore, we
         * only copy flags that we know for sure are "safe".
         */
        hints.ai_flags = p_hints->ai_flags & safe_flags;
    }

    /* We only ever use port *numbers* */
    hints.ai_flags |= AI_NUMERICSERV;

    /*
     * VLC extensions :
     * - accept "" as NULL
     * - ignore square brackets
     */
    if (node != NULL)
    {
        if (node[0] == '[')
        {
            size_t len = strlen (node + 1);
            if ((len <= sizeof (psz_buf)) && (node[len] == ']'))
            {
                memcpy (psz_buf, node + 1, len - 1);
                psz_buf[len - 1] = '\0';
                node = psz_buf;
            }
        }
        if (node[0] == '\0')
            node = NULL;
    }

    
//    node = ToLocale (node); //convert to utf8
	//Always assume node is defined under utf8
 /*
     * Winsock tries to resolve numerical IPv4 addresses as AAAA
     * and IPv6 addresses as A... There comes the bug-to-bug fix.
     */
    if ((hints.ai_flags & AI_NUMERICHOST) == 0)
    {
        hints.ai_flags |= AI_NUMERICHOST;
        ret = getaddrinfo (node, psz_service, &hints, res);
        if (ret == 0)
            return ret;
        hints.ai_flags &= ~AI_NUMERICHOST;
    }

    ret = getaddrinfo (node, psz_service, &hints, res);

    return ret;
}


static IP_INTERFACE_INFO* getNetInterfaceInfo()
{
    ULONG               ulOutBufLen;
    DWORD               dwRetVal;

    IP_INTERFACE_INFO*  pInterfaceInfo;
    pInterfaceInfo = (IP_INTERFACE_INFO *) malloc(sizeof (IP_INTERFACE_INFO));
    ulOutBufLen = sizeof(IP_INTERFACE_INFO);

    if (GetInterfaceInfo(pInterfaceInfo, &ulOutBufLen) ==
        ERROR_INSUFFICIENT_BUFFER) 
    {
        free(pInterfaceInfo);
        pInterfaceInfo = (IP_INTERFACE_INFO *) malloc(ulOutBufLen);
    }

    if ((dwRetVal = GetInterfaceInfo(pInterfaceInfo, &ulOutBufLen)) != NO_ERROR) 
    {
        LOGE("GetInterfaceInfo failed with error: %d", dwRetVal);
        free( pInterfaceInfo);
        return NULL;
    }

    LOGD("  Num Adapters: %ld\n\n", pInterfaceInfo->NumAdapters);
    return pInterfaceInfo;
}






d20171103_d1.6/deps/winbase/nbsock_win.h
#ifndef _NETWORK_IO_HEADER_
#define _NETWORK_IO_HEADER_


#pragma comment(lib,"Ws2_32.lib")
#pragma comment(lib, "iphlpapi.lib")
#include <winsock2.h>
#include <ws2tcpip.h>
#include <iphlpapi.h>
//#include <stdint.h>
#include <cis_def.h>


/*#   define ENETUNREACH WSAENETUNREACH*/
#   define net_errno (WSAGetLastError())

#ifndef IN_LOOPBACK
#define IN_LOOPBACK(a) ((((long int) (a)) & 0xff000000) == 0x7f000000)
#endif

/* Microsoft: same semantic, same value, different name... go figure */
# define SHUT_RD SD_RECEIVE
# define SHUT_WR SD_SEND
# define SHUT_RDWR SD_BOTH
# define net_Close( fd ) closesocket ((SOCKET)fd)


/* Portable network names/addresses resolution layer */

/* GAI( GetAddressInfo) error codes */
# ifndef EAI_BADFLAGS
#  define EAI_BADFLAGS -1
# endif
# ifndef EAI_NONAME
#  define EAI_NONAME -2
# endif
# ifndef EAI_AGAIN
#  define EAI_AGAIN -3
# endif
# ifndef EAI_FAIL
#  define EAI_FAIL -4
# endif
# ifndef EAI_NODATA
#  define EAI_NODATA -5
# endif
# ifndef EAI_FAMILY
#  define EAI_FAMILY -6
# endif
# ifndef EAI_SOCKTYPE
#  define EAI_SOCKTYPE -7
# endif
# ifndef EAI_SERVICE
#  define EAI_SERVICE -8
# endif
# ifndef EAI_ADDRFAMILY
#  define EAI_ADDRFAMILY -9
# endif
# ifndef EAI_MEMORY
#  define EAI_MEMORY -10
# endif
#ifndef EAI_OVERFLOW
#  define EAI_OVERFLOW -11
#endif
# ifndef EAI_SYSTEM
#  define EAI_SYSTEM -12
# endif


# ifndef NI_MAXHOST
#  define NI_MAXHOST 1025
#  define NI_MAXSERV 32
# endif
# define NI_MAXNUMERICHOST 64

#ifndef AI_NUMERICSERV
# define AI_NUMERICSERV 0
#endif

int net_Init(void);

void net_Uninit(void);

int net_SetNonBlock(int socket, int enable);
int net_Socket (int family, int socktype, int proto);

//return the socket fd for the connection, <=0 for failed case
//time_out is at 1/1000 second unit
int net_Connect( const char *host, int port, 
	int socktype, int protocol, int time_out);

int net_getNameInfo( const struct sockaddr *sa, int salen,	
	char *host, int hostlen, int *portnum, int flags );

// ref doc: http://en.wikipedia.org/wiki/Getaddrinfo
int net_getAddrInfo( const char *node,	int i_port, 
	const struct addrinfo *p_hints, struct addrinfo **res );


static int net_setSockoptInt( int fd, int level, int optname, int optval)
{
    return setsockopt( fd, level, optname, (char*)&optval, sizeof( int));
}

static int net_setSockoptPtr( int fd, int level, int optname, void* optval, int optlen)
{
    return setsockopt( fd, level, optname, (char*)optval, optlen);}

static int net_getSockoptInt( int fd, int level, int optname, int* val)
{
	int len = sizeof( int);
    return getsockopt( fd ,level, optname, (char*)val, &len);
}

static int net_getSockoptPtr( int fd, int level, int optname, void* optval, int* optlen)
{
	int len = sizeof( int);
    return getsockopt( fd ,level, optname, (char*)optval, optlen);
}

//other interfaces
/*
connect select listen inet_pton inet_ntop bind accept and etc
*/

#define TX_EINTR                   WSAEINTR
#define TX_EAGAIN                  WSAEWOULDBLOCK
// Same as EAGAIN, just like many definitions under gnu and other system, so it's ok to use one of them
#define TX_EWOULDBLOCK             WSAEWOULDBLOCK   
#define TX_EINPROGRESS             WSAEINPROGRESS
#define TX_EALREADY                WSAEALREADY
#define TX_ENOTSOCK                WSAENOTSOCK
#define TX_EDESTADDRREQ            WSAEDESTADDRREQ
#define TX_EMSGSIZE                WSAEMSGSIZE
#define TX_EPROTOTYPE              WSAEPROTOTYPE
#define TX_ENOPROTOOPT             WSAENOPROTOOPT
#define TX_EPROTONOSUPPORT         WSAEPROTONOSUPPORT
#define TX_ESOCKTNOSUPPORT         WSAESOCKTNOSUPPORT
#define TX_EOPNOTSUPP              WSAEOPNOTSUPP
#define TX_EPFNOSUPPORT            WSAEPFNOSUPPORT
#define TX_EAFNOSUPPORT            WSAEAFNOSUPPORT
#define TX_EADDRINUSE              WSAEADDRINUSE
#define TX_EADDRNOTAVAIL           WSAEADDRNOTAVAIL
#define TX_ENETDOWN                WSAENETDOWN
#define TX_ENETUNREACH             WSAENETUNREACH
#define TX_ENETRESET               WSAENETRESET
#define TX_ECONNABORTED            WSAECONNABORTED
#define TX_ECONNRESET              WSAECONNRESET
#define TX_ENOBUFS                 WSAENOBUFS
#define TX_EISCONN                 WSAEISCONN
#define TX_ENOTCONN                WSAENOTCONN
#define TX_ESHUTDOWN               WSAESHUTDOWN
#define TX_ETOOMANYREFS            WSAETOOMANYREFS
#define TX_ETIMEDOUT               WSAETIMEDOUT
#define TX_ECONNREFUSED            WSAECONNREFUSED
#define TX_ELOOP                   WSAELOOP
#define TX_ENAMETOOLONG            WSAENAMETOOLONG
#define TX_EHOSTDOWN               WSAEHOSTDOWN
#define TX_EHOSTUNREACH            WSAEHOSTUNREACH
#define TX_ENOTEMPTY               WSAENOTEMPTY
#define TX_EPROCLIM                WSAEPROCLIM
#define TX_EUSERS                  WSAEUSERS
#define TX_EDQUOT                  WSAEDQUOT
#define TX_ESTALE                  WSAESTALE
#define TX_EREMOTE                 WSAEREMOTE



#endif /* _BASE_NETWORK_IO_HEADER_ */






d20171103_d1.6/deps/winbase/nbsys_win.c
#include <cis_if_sys.h>
#include <cis_def.h>
#include <cis_config.h>
#include "timers_win.h"
#include <stdio.h>
#include <string.h>
#include <malloc.h>
#include <stdlib.h>

static uint32_t startTime = 0;
cis_ret_t cissys_init(const cis_cfg_sys_t* cfg)
{
    startTime = cissys_gettime();
    return 1;
}

uint32_t cissys_gettime()
{
    uint64_t rtime = 0;
    struct timespec t;
    t.tv_sec = t.tv_nsec = 0;
    clock_gettime(CLOCK_MONOTONIC, &t);
    rtime = (((t.tv_sec)*1000000000LL + t.tv_nsec));
    rtime = rtime / 1000 / 1000;
    rtime -= startTime;
    return (uint32_t)rtime;
}

void    cissys_sleepms(uint32_t ms)
{
    struct timespec request = {0,0};
    request.tv_sec = ms / 1000;
    request.tv_nsec = (ms % 1000) * 1000000;
    clock_nanosleep(CLOCK_REALTIME,0,&request,0);
}

#include <windows.h>
void    cissys_logwrite(uint8_t* buffer,uint32_t length)
{
    OutputDebugString((char*)buffer);
}

void*     cissys_malloc(size_t length)
{
    return malloc(length);
}

void    cissys_free(void* buffer)
{
    free(buffer);
}


void* cissys_memset( void* s, int c, size_t n)
{
	return memset( s, c, n);
}

void* cissys_memcpy(void* dst, const void* src, size_t n)
{
	return memcpy( dst, src, n);
}

void* cissys_memmove(void* dst, const void* src, size_t n)
{
	return memmove( dst, src, n);
}

int cissys_memcmp( const void* s1, const void* s2, size_t n)
{
	return memcmp( s1, s2, n);
}

void    cissys_fault(uint16_t id)
{
    printf("fall in cissys_fault.id=%d\r\n",id);
    exit(0);
}

void    cissys_wdog()
{

}

#include <stdlib.h> 
#include <time.h>
uint32_t 	cissys_rand()
{
    srand(cissys_gettime());
    union{
        uint8_t varray[4];
        uint32_t vint;
    }val;

    for(int i=0;i<4;i++)
    {
        val.varray[i]=rand()%0xFF;
    }
    
    return val.vint;
}


#include <memory.h>
uint8_t	cissys_getIMEI(uint8_t* buffer,uint32_t maxlen)
{
    //const char* str = "imeiwb1";
    char* pBuffer = NULL;
    uint32_t readlen = 0;
    uint8_t len = 0;
    FILE* f = fopen("imei","r");
    if(f == NULL)
    {
        return 0;
    }
    
    pBuffer = (char*)malloc(maxlen);
    readlen = fread(pBuffer,1,maxlen,f);
    if(readlen <= 0)
    {
        free(pBuffer);
        fclose(f);
        return 0;
    }
    pBuffer[readlen] = '\0';

    len = strlen(pBuffer);
    if(maxlen < len)return 0;
    memcpy(buffer,pBuffer,len);
    free(pBuffer);
    return len;
}
uint8_t    cissys_getIMSI(uint8_t* buffer,uint32_t maxlen)
{
    //const char* str = "imsiwb1";
    char* pBuffer = NULL;
    uint32_t readlen = 0;
    uint8_t len = 0;
    FILE* f = fopen("imsi","r");
    if(f == NULL)
    {
        return 0;
    }

    pBuffer = (char*)malloc(maxlen);
    readlen = fread(pBuffer,1,maxlen,f);
    if(readlen <= 0)
    {
        free(pBuffer);
        fclose(f);
        return 0;
    }
    pBuffer[readlen] = '\0';

    len = strlen(pBuffer);
    if(maxlen < len)return 0;
    memcpy(buffer,pBuffer,len);
    free(pBuffer);
    return len;
}





d20171103_d1.6/deps/winbase/string_util.h
#ifndef _STRING_UTIL_H_

#define _STRING_UTIL_H_



#pragma once





#include <stdarg.h>   // va_list

#include <stdlib.h>

#include <stdio.h>

#ifdef COMPILER_GCC

	#include <ctype.h>

#endif





//va_copy for vc++

#if !defined( va_copy) && defined( COMPILER_MSVC)

#define va_copy(dst, src) ((dst) = (src))

#endif





int  inline str_snprintf(char* buffer, size_t size, const char* format, ...);

int inline str_snprintf(char* buffer, size_t size, const char* format, ...) {

int result;

va_list arguments;

va_start(arguments, format);

result = vsnprintf_s(buffer, size,size, format, arguments);

va_end(arguments);

return result;

}











#endif  //_STRING_UTIL_H_






d20171103_d1.6/deps/winbase/timers_win.c
/*
 * Copyright (c) 2011, Dongsheng Song <songdongsheng@live.cn>
 *
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *     http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

/**
 * @file clock.c
 * @brief Implementation Code of POSIX Time Routines
 */
#include "timers_win.h"
#include <stdio.h>
#include <errno.h>
#include <winsock2.h>
#include <time.h>


#define INT64_C(x)		((x) + (INT64_MAX - INT64_MAX))
#define UINT64_C(x)		((x) + (UINT64_MAX - UINT64_MAX))


#define  DELTA_EPOCH_IN_100NS   INT64_C(116444736000000000) 
#define  MAX_SLEEP_IN_MS   4294967294UL 
#define  POW10_2   INT64_C(100) 
#define  POW10_3   INT64_C(1000) 
#define  POW10_4   INT64_C(10000) 
#define  POW10_6   INT64_C(1000000) 
#define  POW10_7   INT64_C(10000000) 
#define  POW10_9   INT64_C(1000000000) 



#if defined(_MSC_VER) || defined(_MSC_EXTENSIONS)
#	define DELTA_EPOCH_IN_MICROSECS  11644473600000000Ui64
#else
#	define DELTA_EPOCH_IN_MICROSECS  11644473600000000ULL
#endif

int gettimeofday(struct timeval *tv, struct timezone *tz)
{
	FILETIME ft;
	unsigned __int64 tmpres = 0;
	static int tzflag;

	if (tv) {
		GetSystemTimeAsFileTime(&ft);

		tmpres |= ft.dwHighDateTime;
		tmpres <<= 32;
		tmpres |= ft.dwLowDateTime;

		/*converting file time to unix epoch*/
		tmpres /= 10;  /*convert into microseconds*/
		tmpres -= DELTA_EPOCH_IN_MICROSECS; 
		tv->tv_sec = (long)(tmpres / 1000000UL);
		tv->tv_usec = (long)(tmpres % 1000000UL);
	}
	if (tz) {
		if (!tzflag) {
			_tzset();
			tzflag++;
		}
		tz->tz_minuteswest = _timezone / 60;
		tz->tz_dsttime = _daylight;
	}

	return 0;
}

static int lc_set_errno(int result)
{
	if (result != 0) {
		errno = result;
		return -1;
	}
	return 0;
};


/**
 * Get the resolution of the specified clock clock_id and
 * stores it in the struct struct timespec pointed to by res.
 * @param  clock_id The clock_id argument is the identifier of the particular
 *         clock on which to act. The following clocks are supported:
 * <pre>
 *     CLOCK_REALTIME  System-wide real-time clock. Setting this clock
 *                 requires appropriate privileges.
 *     CLOCK_MONOTONIC Clock that cannot be set and represents monotonic
 *                 time since some unspecified starting point.
 *     CLOCK_PROCESS_CPUTIME_ID High-resolution per-process timer from the CPU.
 *     CLOCK_THREAD_CPUTIME_ID  Thread-specific CPU-time clock.
 * </pre>
 * @param  res The pointer to a struct timespec structure to receive the time
 *         resolution.
 * @return If the function succeeds, the return value is 0.
 *         If the function fails, the return value is -1,
 *         with errno set to indicate the error.
 */
int clock_getres(clockid_t clock_id, struct timespec *res)
{
    switch(clock_id) {
    case CLOCK_MONOTONIC:
        {
            LARGE_INTEGER pf;

            if (QueryPerformanceFrequency(&pf) == 0)
                return lc_set_errno(EINVAL);

            res->tv_sec = 0;
            res->tv_nsec = (int) ((POW10_9 + (pf.QuadPart >> 1)) / pf.QuadPart);
            if (res->tv_nsec < 1)
                res->tv_nsec = 1;

            return 0;
        }

    case CLOCK_REALTIME:
    case CLOCK_PROCESS_CPUTIME_ID:
    case CLOCK_THREAD_CPUTIME_ID:
        {
            DWORD   timeAdjustment, timeIncrement;
            BOOL    isTimeAdjustmentDisabled;

            (void) GetSystemTimeAdjustment(&timeAdjustment, &timeIncrement, &isTimeAdjustmentDisabled);
            res->tv_sec = 0;
            res->tv_nsec = timeIncrement * 100;

            return 0;
        }
    default:
        break;
    }

    return lc_set_errno(EINVAL);
}


/**
 * Get the time of the specified clock clock_id and stores it in the struct
 * struct timespec pointed to by tp.
 * @param  clock_id The clock_id argument is the identifier of the particular
 *         clock on which to act. The following clocks are supported:
 * <pre>
 *     CLOCK_REALTIME  System-wide real-time clock. Setting this clock
 *                 requires appropriate privileges.
 *     CLOCK_MONOTONIC Clock that cannot be set and represents monotonic
 *                 time since some unspecified starting point.
 *     CLOCK_PROCESS_CPUTIME_ID High-resolution per-process timer from the CPU.
 *     CLOCK_THREAD_CPUTIME_ID  Thread-specific CPU-time clock.
 * </pre>
 * @param  tp The pointer to a struct timespec structure to receive the time.
 * @return If the function succeeds, the return value is 0.
 *         If the function fails, the return value is -1,
 *         with errno set to indicate the error.
 */
int clock_gettime(clockid_t clock_id, struct timespec *tp)
{
    unsigned __int64 t;
    LARGE_INTEGER pf, pc;
    union {
        unsigned __int64 u64;
        FILETIME ft;
    }  ct, et, kt, ut;

    switch(clock_id) {
    case CLOCK_REALTIME:
        {
            GetSystemTimeAsFileTime(&ct.ft);
            t = ct.u64 - DELTA_EPOCH_IN_100NS;
            tp->tv_sec = t / POW10_7;
            tp->tv_nsec = ((int) (t % POW10_7)) * 100;

            return 0;
        }

    case CLOCK_MONOTONIC:
        {
            if (QueryPerformanceFrequency(&pf) == 0)
                return lc_set_errno(EINVAL);

            if (QueryPerformanceCounter(&pc) == 0)
                return lc_set_errno(EINVAL);

            tp->tv_sec = pc.QuadPart / pf.QuadPart;
            tp->tv_nsec = (int) (((pc.QuadPart % pf.QuadPart) * POW10_9 + (pf.QuadPart >> 1)) / pf.QuadPart);
            if (tp->tv_nsec >= POW10_9) {
                tp->tv_sec ++;
                tp->tv_nsec -= POW10_9;
            }

            return 0;
        }

    case CLOCK_PROCESS_CPUTIME_ID:
        {
        if(0 == GetProcessTimes(GetCurrentProcess(), &ct.ft, &et.ft, &kt.ft, &ut.ft))
            return lc_set_errno(EINVAL);
        t = kt.u64 + ut.u64;
        tp->tv_sec = t / POW10_7;
        tp->tv_nsec = ((int) (t % POW10_7)) * 100;

        return 0;
        }

    case CLOCK_THREAD_CPUTIME_ID: 
        {
            if(0 == GetThreadTimes(GetCurrentThread(), &ct.ft, &et.ft, &kt.ft, &ut.ft))
                return lc_set_errno(EINVAL);
            t = kt.u64 + ut.u64;
            tp->tv_sec = t / POW10_7;
            tp->tv_nsec = ((int) (t % POW10_7)) * 100;

            return 0;
        }

    default:
        break;
    }

    return lc_set_errno(EINVAL);
}

/**
 * Sleep for the specified time.
 * @param  clock_id This argument should always be CLOCK_REALTIME (0).
 * @param  flags 0 for relative sleep interval, others for absolute waking up.
 * @param  request The desired sleep interval or absolute waking up time.
 * @param  remain The remain amount of time to sleep.
 *         The current implemention just ignore it.
 * @return If the function succeeds, the return value is 0.
 *         If the function fails, the return value is -1,
 *         with errno set to indicate the error.
 */
int clock_nanosleep(clockid_t clock_id, int flags,
                           const struct timespec *request,
                           struct timespec *remain)
{
    struct timespec tp;

    if (clock_id != CLOCK_REALTIME)
        return lc_set_errno(EINVAL);

    if (flags == 0)
        return _nanosleep(request, remain);

    /* TIMER_ABSTIME = 1 */
    clock_gettime(CLOCK_REALTIME, &tp);

    tp.tv_sec = request->tv_sec - tp.tv_sec;
    tp.tv_nsec = request->tv_nsec - tp.tv_nsec;
    if (tp.tv_nsec < 0) {
        tp.tv_nsec += POW10_9;
        tp.tv_sec --;
    }

    return _nanosleep(&tp, remain);
}

/**
 * Set the time of the specified clock clock_id.
 * @param  clock_id This argument should always be CLOCK_REALTIME (0).
 * @param  tp The requested time.
 * @return If the function succeeds, the return value is 0.
 *         If the function fails, the return value is -1,
 *         with errno set to indicate the error.
 */
int clock_settime(clockid_t clock_id, const struct timespec *tp)
{
    SYSTEMTIME st;

    union {
        unsigned __int64 u64;
        FILETIME ft;
    }  t;

    if (clock_id != CLOCK_REALTIME)
        return lc_set_errno(EINVAL);

    t.u64 = tp->tv_sec * (__int64) POW10_7 + tp->tv_nsec / 100 + DELTA_EPOCH_IN_100NS;
    if (FileTimeToSystemTime(&t.ft, &st) == 0)
        return lc_set_errno(EINVAL);

    if (SetSystemTime(&st) == 0)
        return lc_set_errno(EPERM);

    return 0;
}

/**
 * Sleep for the specified time.
 * @param  request The desired amount of time to sleep.
 * @param  remain The remain amount of time to sleep.
 * @return If the function succeeds, the return value is 0.
 *         If the function fails, the return value is -1,
 *         with errno set to indicate the error.
 */
int _nanosleep(const struct timespec *request, struct timespec *remain)
{
    unsigned long ms, rc = 0;
    unsigned __int64 u64, want, real;

    union {
        unsigned __int64 ns100;
        FILETIME ft;
    }  _start, _end;

    if (request->tv_sec < 0 || request->tv_nsec < 0 || request->tv_nsec >= POW10_9) {
        errno = EINVAL;
        return -1;
    }

    if (remain != NULL) GetSystemTimeAsFileTime(&_start.ft);

    want = u64 = request->tv_sec * POW10_3 + request->tv_nsec / POW10_6;
    while (u64 > 0 && rc == 0) {
        if (u64 >= MAX_SLEEP_IN_MS) ms = MAX_SLEEP_IN_MS;
        else ms = (unsigned long) u64;

        u64 -= ms;
        rc = SleepEx(ms, TRUE);
    }

    if (rc != 0) { /* WAIT_IO_COMPLETION (192) */
        if (remain != NULL) {
            GetSystemTimeAsFileTime(&_end.ft);
            real = (_end.ns100 - _start.ns100) / POW10_4;

            if (real >= want) u64 = 0;
            else u64 = want - real;

            remain->tv_sec = u64 / POW10_3;
            remain->tv_nsec = (long) (u64 % POW10_3) * POW10_6;
        }

		return lc_set_errno( EINTR);
    }

    return 0;
}







d20171103_d1.6/deps/winbase/timers_win.h

#ifndef _TIMERS_WIN_H_
#define _TIMERS_WIN_H_




#ifndef ENOTSUP
#define ENOTSUP         129 /* This is the value in VC 2010. */
#endif

#ifndef ETIMEDOUT
#define ETIMEDOUT       138 /* This is the value in VC 2010. */
#endif


/**
 * @defgroup clock POSIX Time Routines
 */

#ifndef __clockid_t_defined
typedef int clockid_t;
#define __clockid_t_defined     0x01
#endif  //__clockid_t_defined

#ifndef HAVE_STRUCT_TIMESPEC
#define HAVE_STRUCT_TIMESPEC	0x01
struct timespec {
	long tv_sec;
	long tv_nsec;
};
#endif /* HAVE_STRUCT_TIMESPEC */

/* We have POSIX timers.  */
#ifndef _POSIX_TIMERS
#define _POSIX_TIMERS           200809L
#endif

/* The monotonic clock might be available.  */
#ifndef _POSIX_MONOTONIC_CLOCK
#define _POSIX_MONOTONIC_CLOCK  0x00
#endif

/* The CPU-time clocks are available.  */
#ifndef _POSIX_CPUTIME
#define _POSIX_CPUTIME          200809L
#endif

/* The Clock support in threads are available.  */
#ifndef _POSIX_THREAD_CPUTIME
#define _POSIX_THREAD_CPUTIME   200809L
#endif

#ifndef TIMER_ABSTIME
#define TIMER_ABSTIME				0x01
#endif

#ifndef CLOCK_REALTIME
#define CLOCK_REALTIME              0x00
#endif

#ifndef CLOCK_MONOTONIC
#define CLOCK_MONOTONIC             0x01
#endif

#ifndef CLOCK_PROCESS_CPUTIME_ID
#define CLOCK_PROCESS_CPUTIME_ID    0x02
#endif

#ifndef CLOCK_THREAD_CPUTIME_ID
#define CLOCK_THREAD_CPUTIME_ID     0x03
#endif

#include <errno.h>
#include <cis_def.h>
//#include <stdint.h>

struct timezone
{
	int  tz_minuteswest; /* minutes W of Greenwich */
	int  tz_dsttime;     /* type of dst correction */
};


int gettimeofday(struct timeval *tv, struct timezone *tz);

#ifdef __cplusplus
extern "C" {
#endif

int clock_getres(clockid_t clock_id, struct timespec *res);
int clock_gettime(clockid_t clock_id, struct timespec *tp);
int clock_settime(clockid_t clock_id, const struct timespec *tp);
int clock_nanosleep(clockid_t clock_id, int flags, const struct timespec *request, struct timespec *remain);
int _nanosleep(const struct timespec *request, struct timespec *remain);

#ifdef __cplusplus
};
#endif

#endif //_TIMERS_WIN_H_




d20171103_d1.6/include/cis_api.h
/************************************************************************/
/* nb-iot middle software of china mobile api                           */
/************************************************************************/

#ifndef _CIS_API_H_
#define _CIS_API_H_

#include "cis_config.h"
#include "cis_def.h"

#ifdef __cplusplus
extern "C" {
#endif

struct st_cis_context;



typedef struct st_cis_version       cis_version_t;
typedef struct st_cis_data          cis_data_t;
typedef struct st_cis_observe_attr  cis_observe_attr_t;
typedef struct st_cis_inst_bitmap   cis_inst_bitmap_t;
typedef struct st_cis_res_config    cis_res_config_t;
typedef struct st_cis_callback      cis_callback_t;
typedef struct st_uri               cis_uri_t;

typedef cis_ret_t (*cis_read_callback_t)            (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid);
typedef cis_ret_t (*cis_write_callback_t)           (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid);
typedef cis_ret_t (*cis_exec_callback_t)            (void* context,cis_uri_t* uri,const uint8_t* buffer,uint32_t length,cis_mid_t mid);
typedef cis_ret_t (*cis_observe_callback_t)         (void* context,cis_uri_t* uri,bool flag,cis_mid_t mid);
typedef cis_ret_t (*cis_discover_callback_t)        (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid);
typedef cis_ret_t (*cis_set_params_callback_t)      (void* context,cis_uri_t* uri,cis_observe_attr_t parameters,cis_mid_t mid);
typedef void      (*cis_event_callback_t)           (void* context,cis_evt_t id);


#define LIFETIME_INVALID      ((uint32_t)0xFFFFFFFF)
#define LIFETIME_LIMIT_MIN    ((uint32_t)0x0000000F)
#define LIFETIME_LIMIT_MAX    ((uint32_t)0x0FFFFFFF)


#define URI_INVALID           ((uint16_t)0xFFFF)
#define URI_MAX_ID            ((uint16_t)0xFFFF)
#define URI_FLAG_OBJECT_ID    (uint8_t)0x04
#define URI_FLAG_INSTANCE_ID  (uint8_t)0x02
#define URI_FLAG_RESOURCE_ID  (uint8_t)0x01

#define CIS_URI_IS_SET_INSTANCE(uri) (((uri)->flag & URI_FLAG_INSTANCE_ID) != 0)
#define CIS_URI_IS_SET_RESOURCE(uri) (((uri)->flag & URI_FLAG_RESOURCE_ID) != 0)

struct st_uri
{
	uint8_t      flag;           // indicates which segments are set
	cis_oid_t    objectId;
	cis_iid_t    instanceId;
	cis_rid_t    resourceId;
};

CIS_API cis_ret_t    cis_uri_make         (cis_oid_t oid,cis_iid_t iid,cis_rid_t rid, cis_uri_t* uri);
CIS_API cis_ret_t    cis_uri_update       (cis_uri_t* uri);

CIS_API cis_data_t * cis_data_new         (int count);
CIS_API void         cis_data_free        (int count,cis_data_t * data);

typedef enum
{
    cis_data_type_undefine = 0,
    cis_data_type_string,
    cis_data_type_opaque,
    cis_data_type_integer,
    cis_data_type_float,
    cis_data_type_bool,
    cis_data_type_link,

    cis_data_type_object,
    cis_data_type_object_instance,
}cis_datatype_t;

struct st_cis_callback
{
    cis_read_callback_t      onRead;
    cis_write_callback_t     onWrite;
    cis_exec_callback_t      onExec;
    cis_observe_callback_t   onObserve;
	cis_discover_callback_t   onDiscover;
	cis_set_params_callback_t onSetParams;
    cis_event_callback_t     onEvent;
};


struct st_cis_data
{
    uint16_t             id;
    cis_datatype_t      type;
    
    struct
    {
        uint32_t    length;
        uint8_t*    buffer;
    }asBuffer;

    union
    {
        bool            asBoolean;
        int64_t         asInteger;
        double          asFloat;

        struct
        {
            uint32_t    count;
            struct st_cis_data* array;
        }asChildren;

        struct
        {
            cis_oid_t     objectId;
            cis_iid_t     instId;
        }asObjLink;
    } value;
} ;


struct st_cis_version
{
    uint8_t     major;
    uint8_t     minor;
};

struct st_cis_observe_attr
{
    uint8_t     toSet;
    uint8_t     toClear;
    cis_time_t    minPeriod;
    cis_time_t    maxPeriod;
    float       greaterThan;
    float       lessThan;
    float       step;
};

struct st_cis_inst_bitmap
{
    uint8_t         instanceCount;
    uint8_t         instanceBytes;
    const uint8_t*  instanceBitmap;
};

struct st_cis_res_config
{
	//TODO:
    cis_rid_t attributeCount;
    cis_rid_t actionCount;
};


CIS_API cis_ret_t    cis_init             (void** context,cis_time_t lifetime,void* config,uint32_t config_len);
CIS_API cis_ret_t    cis_deinit           (void* context);

CIS_API cis_ret_t    cis_register         (void* context,const cis_callback_t* cb);
CIS_API cis_ret_t    cis_unregister       (void* context);

CIS_API cis_ret_t    cis_addobject        (void* context,cis_oid_t objectid,const cis_inst_bitmap_t* bitmap,const cis_res_config_t* resource);
CIS_API cis_ret_t    cis_delobject        (void* context,cis_oid_t objectid);

CIS_API cis_ret_t    cis_pump             (void* context);
CIS_API cis_ret_t    cis_change           (void* context,cis_oid_t objectid,cis_iid_t instid,cis_rid_t rid);
CIS_API cis_ret_t    cis_version          (void* context,cis_version_t* version);

CIS_API cis_ret_t    cis_update_reg       (void* context,cis_time_t lifetime,bool withObjects);




/*
 * @return 
 */
CIS_API cis_ret_t    cis_notify           (void* context,cis_ret_t result,cis_data_t* value,uint16_t count,cis_mid_t mid);

#ifdef __cplusplus
};
#endif


#endif//_CIS_API_H_





d20171103_d1.6/include/cis_config.h
#ifndef _CIS_CONFIG_H_
#define _CIS_CONFIG_H_

#include "cis_def.h"


#ifdef __cplusplus
extern "C" {
#endif

typedef enum enum_cis_cfgid
{
    cis_cfgid_init   = 0x01,
    cis_cfgid_net    = 0x02,
    cis_cfgid_sys    = 0x03
}cis_cfgid_t;

typedef struct st_cis_cfg_init  cis_cfg_init_t;
typedef struct st_cis_cfg_net   cis_cfg_net_t;
typedef struct st_cis_cfg_sys   cis_cfg_sys_t;
typedef struct st_cis_cfg_vdata cis_cfgdata_t;
typedef struct st_cis_cfg_ret   cis_cfgret_t;

struct st_cis_cfg_vdata
{
    uint16_t len;
    uint8_t* data;
};


struct st_cis_cfg_init
{
    
};


struct st_cis_cfg_net
{
    uint16_t      mtu;
    uint8_t       linktype;
    uint8_t       bandtype;

    cis_cfgdata_t apn;
    cis_cfgdata_t username;
    cis_cfgdata_t password;
    cis_cfgdata_t host;
    cis_cfgdata_t user_data;
};


struct st_cis_cfg_sys
{
    bool log_enabled;
    uint8_t log_ext_output;
    uint8_t log_output_type;
    uint8_t log_output_level;
    uint16_t log_buffer_size;
    cis_cfgdata_t user_data;
};


struct st_cis_cfg_ret
{
    union
    {
       cis_cfg_init_t* cfg_init;
       cis_cfg_net_t* cfg_net;
       cis_cfg_sys_t* cfg_sys;
    }data;
};


cis_ret_t cis_config_init(void* config,uint16_t config_len);
cis_ret_t cis_config_get(cis_cfgid_t cfgid,cis_cfgret_t* ret);

#ifdef __cplusplus
};
#endif


#endif //_CIS_CONFIG_H_





d20171103_d1.6/include/cis_def.h
#ifndef _CIS_DEFINITION_HEADER_
#define _CIS_DEFINITION_HEADER_

//some pre-defined macro
//#define  LWM2M_LITTLE_ENDIAN
#define  LWM2M_BIG_ENDIAN
//#define LWM2M_WITH_LOGS

//////////////////////////////////////
#if defined( CIS_WIN32 )
#    if defined( CIS_EXPORT )
#        define CIS_API __declspec(dllexport)
#    endif
#    if defined( CIS_IMPORT )
#        define CIS_API __declspec(dllimport)
#    endif  // defined(NB_EXPORTS)
#elif defined( CIS_LINUX )
// Do not upstream, this will be added later upstream,
// after this file is renamed to base_export.h. Not
// cherry-picking that since the #define's also change
#define CIS_API __attribute__((visibility("default")))

#elif defined( CIS_EMBED )
#include <stdbool.h>
#include <time.h>
#else
#error "Please select the target platform used in your application."
#endif


#if !defined( CIS_API )
#define     CIS_API
#endif

#include <stdint.h>
#include <stdlib.h>

#ifndef TRUE
#define  TRUE (1)
#endif

#ifndef FALSE
#define  FALSE (0)
#endif

typedef int32_t      cis_evt_t;
typedef int32_t      cis_ret_t;
typedef uint32_t     cis_oid_t;
typedef uint8_t      cis_iid_t;
typedef uint16_t     cis_rid_t;
typedef uint16_t     cis_mid_t;   //message id
typedef int32_t      cis_time_t;  //normally in second unit

/*
 *
 */
#ifndef     CIS_VERSION_MAJOR
#define     CIS_VERSION_MAJOR                   1
#endif
#ifndef     CIS_VERSION_MINOR
#define     CIS_VERSION_MINOR                   6
#endif

/*
 * 
 */
#ifndef     CIS_ENABLE_ASYNCALLBACK
#define     CIS_ENABLE_ASYNCALLBACK             0
#endif

#ifndef     CIS_ENABLE_BLOCK
#define     CIS_ENABLE_BLOCK                    1
#endif

#ifndef     CIS_ENABLE_MEMORYTRACE
#define     CIS_ENABLE_MEMORYTRACE              0
#endif

#ifndef     CIS_ENABLE_BOOTSTRAP
#define     CIS_ENABLE_BOOTSTRAP                0
#endif




/*
 * Event code
 */
#define     CIS_EVENT_REG_SUCCESS               (cis_evt_t)0x01
#define     CIS_EVENT_REG_FAILED                (cis_evt_t)0x02
#define     CIS_EVENT_LIFETIME_TIMEOUT          (cis_evt_t)0x03
#define     CIS_EVENT_STATUS_HALT               (cis_evt_t)0x04
#define     CIS_EVENT_UPDATE_SUCCESS            (cis_evt_t)0x05


/*
 * Error code
 */
#define     CIS_RET_OK                           (cis_ret_t)0x00
#define     CIS_RET_NO_ERROR                     CIS_RET_OK
#define     CIS_RET_ERROR                        (cis_ret_t)-0x01
#define     CIS_RET_FAILED                       CIS_RET_ERROR
#define     CIS_RET_INVILID                      (cis_ret_t)-0x02
#define     CIS_RET_EXIST                        (cis_ret_t)-0x03
#define     CIS_RET_PARAMETER_ERR                (cis_ret_t)-0x04
#define     CIS_RET_MEMORY_ERR                   (cis_ret_t)-0x05
#define     CIS_RET_NOT_FOUND                    (cis_ret_t)-0x06
#define     CIS_RET_TIMEOUT                      (cis_ret_t)-0x07

/*
 *
 */


//...sync with COAP status definitions
//coap error code 
#define     CIS_COAP_204_CHANGED                (uint8_t)0x44
#define     CIS_COAP_205_CONTENT                (uint8_t)0x45
#define     CIS_COAP_400_BAD_REQUEST            (uint8_t)0x80
#define     CIS_COAP_401_UNAUTHORIZED           (uint8_t)0x81
#define     CIS_COAP_404_NOT_FOUND              (uint8_t)0x84
#define     CIS_COAP_405_METHOD_NOT_ALLOWED     (uint8_t)0x85
#define     CIS_COAP_503_SERVICE_UNAVAILABLE    (uint8_t)0xA3



#define     CIS_CALLBACK_READ_SUCCESS            CIS_COAP_205_CONTENT
#define     CIS_CALLBACK_WRITE_SUCCESS           CIS_COAP_204_CHANGED
#define     CIS_CALLBACK_EXECUTE_SUCCESS         CIS_COAP_204_CHANGED
#define     CIS_CALLBACK_OBSERVE_SUCCESS         CIS_COAP_205_CONTENT
#define     CIS_CALLBACK_OBSERVE_PARAMS_SUCCESS  CIS_COAP_204_CHANGED
#define     CIS_CALLBACK_NOTIFY_SUCCESS  CIS_COAP_205_CONTENT

#define     CIS_CALLBACK_BAD_REQUEST             CIS_COAP_400_BAD_REQUEST
#define     CIS_CALLBACK_UNAUTHORIZED            CIS_COAP_401_UNAUTHORIZED
#define     CIS_CALLBACK_NOT_FOUND               CIS_COAP_404_NOT_FOUND
#define     CIS_CALLBACK_METHOD_NOT_ALLOWED      CIS_COAP_405_METHOD_NOT_ALLOWED
#define     CIS_CALLBACK_SERVICE_UNAVAILABLE     CIS_COAP_503_SERVICE_UNAVAILABLE


#define     CIS_CONFIG_MEMORYTRACE_TIME           (60)
#define     CIS_CONFIG_ASYNPACKET_TIMEOUT         (10)

#define     CIS_CONFIG_CONNECT_INTERVAL_TIME      (2)
#define     CIS_CONFIG_REG_INTERVAL_TIME          (5)

#define     CIS_COFNIG_REG_QUERY_SIZE             (256)
#define     CIS_COFNIG_REG_PAYLOAD_SIZE           (512)

// the maximum payload transfered by block1 we accumulate per server
#define     CIS_CONFIG_BLOCK1_SIZE_MAX            2048


#endif //_CIS_DEFINITION_HEADER_






d20171103_d1.6/include/cis_if_net.h
/************************************************************************/
/* nb-iot middle software of china mobile api                           */
/************************************************************************/

#ifndef _CIS_INTERFACE_NET_H_
#define _CIS_INTERFACE_NET_H_

#include "cis_config.h"
#include "cis_def.h"


#ifdef __cplusplus
extern "C" {
#endif

typedef enum
{
    cisnet_event_unknow = 0,
    cisnet_event_connected,
    cisnet_event_disconnect,
	cisnet_event_timeout
}cisnet_event_t;

typedef enum
{
    cisnet_linktype_nonip = 0,
    cisnet_linktype_udp,
    cisnet_linktype_tcp,
}cisnet_linktype_t;

typedef enum
{
    cisnet_bandtype_nb = 0,
    cisnet_bandtype_gsm,
    cisnet_bandtype_lte,
    cisnet_bandtype_emtc,
}cisnet_bandtype_t;



typedef struct st_cisnet_context* cisnet_t;
typedef cis_ret_t (*cisnet_event_callback_t)(cisnet_t netctx,cisnet_event_t id,void* param,void* userData);

typedef struct st_cisnet_callback
{
    void* userData;
    cisnet_event_callback_t onEvent;
}cisnet_callback_t;


typedef struct st_cisnet_config
{
    uint16_t           mtu;
    cisnet_linktype_t  linktype;
    cisnet_bandtype_t  bandtype;

    uint8_t*      apn;
    uint16_t      apnlen;

    uint8_t*      username;
    uint16_t      usernamelen;

    uint8_t*      password;
    uint16_t      passwordlen;

    uint8_t*      data;
    uint16_t      datalen;

}cisnet_config_t;


cis_ret_t cisnet_init        (const cisnet_config_t* config,cisnet_callback_t cb);
cis_ret_t cisnet_create      (cisnet_t* ctx,const char* host);
void      cisnet_destroy     (cisnet_t ctx);
cis_ret_t cisnet_connect     (cisnet_t ctx);
cis_ret_t cisnet_disconnect  (cisnet_t ctx);
cis_ret_t cisnet_write       (cisnet_t ctx,const uint8_t* buffer,uint32_t length);
cis_ret_t cisnet_read        (cisnet_t ctx,uint8_t** buffer,uint32_t *length);
cis_ret_t cisnet_free        (cisnet_t ctx,uint8_t* buffer,uint32_t length);

#ifdef __cplusplus
};
#endif

#endif//_CIS_INTERFACE_NET_H_





d20171103_d1.6/include/cis_if_sys.h
/************************************************************************/
/* nb-iot middle software of china mobile api                           */
/************************************************************************/

#include "cis_def.h"
#include "cis_config.h"

#ifndef _CIS_INTERFACE_SYS_H_
#define _CIS_INTERFACE_SYS_H_

#define NBSYS_IMEI_MAXLENGTH    (16)
#define NBSYS_IMSI_MAXLENGTH    (16)

#ifdef __cplusplus
extern "C" {
#endif

cis_ret_t   cissys_init(const cis_cfg_sys_t* cfg);
//negative return value for error;return millisecond;
uint32_t    cissys_gettime(void);
void        cissys_sleepms(uint32_t ms);
void        cissys_logwrite(uint8_t* buffer,uint32_t length);
void*       cissys_malloc(size_t length);
void        cissys_free(void* ptr);

void*       cissys_memset(void* s, int c, size_t n);
void*       cissys_memcpy(void* dst, const void* src, size_t n);
void*       cissys_memmove(void* dst, const void* src, size_t n);
int         cissys_memcmp(const void* s1, const void* s2, size_t n);
void        cissys_fault(uint16_t id);
void        cissys_assert(bool flag);

uint32_t    cissys_rand(void);
uint8_t     cissys_getIMEI(uint8_t* buffer,uint32_t maxlen);
uint8_t     cissys_getIMSI(uint8_t* buffer,uint32_t maxlen);

void        cissys_lockcreate(void** mutex);
void        cissys_lockdestory(void* mutex);
cis_ret_t   cissys_lock(void* mutex,uint32_t ms);
void        cissys_unlock(void* mutex);

#ifdef __cplusplus
};
#endif

#endif//_CIS_INTERFACE_SYS_H_





d20171103_d1.6/include/cis_internals.h
#ifndef _CIS_INTERNALS_H_
#define _CIS_INTERNALS_H_


#include <string.h>
#include <stdio.h>
#include <stdarg.h>

#include "er-coap-13/er-coap-13.h"
#include "cis_def.h"
#include "cis_list.h"
#include "cis_api.h"
#include "cis_if_net.h"
#include "cis_if_sys.h"
#include "cis_log.h"

#define DEFAULT_LIFETIME  86400

#ifdef LWM2M_SUPPORT_JSON
#define REG_LWM2M_RESOURCE_TYPE     ">;rt=\"oma.lwm2m\";ct=1543,"   // Temporary value
#define REG_LWM2M_RESOURCE_TYPE_LEN 25
#else
#define REG_LWM2M_RESOURCE_TYPE     ">;rt=\"oma.lwm2m\","
#define REG_LWM2M_RESOURCE_TYPE_LEN 17
#endif
#define REG_START           "<"
#define REG_DEFAULT_PATH    "/"

#define URI_HEADER_HOST_LEN       7   // "coap://"
#define URI_TAILER_HOST_LEN       5   // ":5683"

#define REG_OBJECT_MIN_LEN  5   // "</n>,"
#define REG_PATH_END        ">,"
#define REG_PATH_SEPARATOR  "/"

#define REG_OBJECT_PATH             "<%s/%hu>,"
#define REG_OBJECT_INSTANCE_PATH    "<%s/%hu/%hu>,"

#define URI_REGISTRATION_SEGMENT        "rd"
#define URI_REGISTRATION_SEGMENT_LEN    2
#define URI_BOOTSTRAP_SEGMENT           "bs"
#define URI_BOOTSTRAP_SEGMENT_LEN       2

#define QUERY_TEMPLATE      "ep="
#define QUERY_LENGTH        3       // strlen("ep=")
#define QUERY_SMS           "sms="
#define QUERY_SMS_LEN       4
#define QUERY_LIFETIME      "lt="
#define QUERY_LIFETIME_LEN  3
#define QUERY_VERSION       "lwm2m="
#define QUERY_VERSION_LEN   6
#define QUERY_BINDING       "b="
#define QUERY_BINDING_LEN   2
#define QUERY_DELIMITER     "&"

#define QUERY_VERSION_FULL      "lwm2m=1.0"
#define QUERY_VERSION_FULL_LEN  9

#define REG_URI_START       '<'
#define REG_URI_END         '>'
#define REG_DELIMITER       ','
#define REG_ATTR_SEPARATOR  ';'
#define REG_ATTR_EQUALS     '='
#define REG_ATTR_TYPE_KEY           "rt"
#define REG_ATTR_TYPE_KEY_LEN       2
#define REG_ATTR_TYPE_VALUE         "\"oma.lwm2m\""
#define REG_ATTR_TYPE_VALUE_LEN     11
#define REG_ATTR_CONTENT_KEY        "ct"
#define REG_ATTR_CONTENT_KEY_LEN    2
#define REG_ATTR_CONTENT_JSON       "1543"   // Temporary value
#define REG_ATTR_CONTENT_JSON_LEN   4

#define ATTR_SERVER_ID_STR       "ep="
#define ATTR_SERVER_ID_LEN       3
#define ATTR_MIN_PERIOD_STR      "pmin="
#define ATTR_MIN_PERIOD_LEN      5
#define ATTR_MAX_PERIOD_STR      "pmax="
#define ATTR_MAX_PERIOD_LEN      5
#define ATTR_GREATER_THAN_STR    "gt="
#define ATTR_GREATER_THAN_LEN    3
#define ATTR_LESS_THAN_STR       "lt="
#define ATTR_LESS_THAN_LEN       3
#define ATTR_STEP_STR            "st="
#define ATTR_STEP_LEN            3
#define ATTR_DIMENSION_STR       "dim="
#define ATTR_DIMENSION_LEN       4

//Need add define in spec
#define URI_MAX_STRING_LEN    18      // /65535/65535/65535
#define _PRV_64BIT_BUFFER_SIZE 8

#define LINK_ITEM_START             "<"
#define LINK_ITEM_START_SIZE        1
#define LINK_ITEM_END               ">,"
#define LINK_ITEM_END_SIZE          2
#define LINK_ITEM_DIM_START         ">;dim="
#define LINK_ITEM_DIM_START_SIZE    6
#define LINK_ITEM_ATTR_END          ","
#define LINK_ITEM_ATTR_END_SIZE     1
#define LINK_URI_SEPARATOR          "/"
#define LINK_URI_SEPARATOR_SIZE     1
#define LINK_ATTR_SEPARATOR         ";"
#define LINK_ATTR_SEPARATOR_SIZE    1

#define ATTR_FLAG_NUMERIC (uint8_t)(ATTR_FLAG_LESS_THAN | ATTR_FLAG_GREATER_THAN | ATTR_FLAG_STEP)


#define CIS_ATTR_FLAG_MIN_PERIOD      (uint8_t)0x01
#define CIS_ATTR_FLAG_MAX_PERIOD      (uint8_t)0x02
#define CIS_ATTR_FLAG_GREATER_THAN    (uint8_t)0x04
#define CIS_ATTR_FLAG_LESS_THAN       (uint8_t)0x08
#define CIS_ATTR_FLAG_STEP            (uint8_t)0x10


#define STR_STATUS(S)                                               \
    ((S) == STATE_UNCREATED ? "STATE_UNCREATED" :                   \
    ((S) == STATE_LINK_CREATED ? "STATE_CONNECT_CREATED" :       \
    ((S) == STATE_CONNECT_PENDING ? "STATE_CONNECT_WAIT" :             \
    ((S) == STATE_CONNECTED ? "STATE_CONNECTED" :                   \
    ((S) == STATE_REG_PENDING ? "STATE_REG_PENDING" :               \
    ((S) == STATE_REGISTERED ? "STATE_REGISTERED" :                 \
    ((S) == STATE_REG_FAILED ? "STATE_REG_FAILED" :                 \
    ((S) == STATE_REG_UPDATE_PENDING ? "STATE_REG_UPDATE_PENDING" : \
    ((S) == STATE_REG_UPDATE_NEEDED ? "STATE_REG_UPDATE_NEEDED" :   \
    ((S) == STATE_REG_UPDATE_NEEDED_WITHOBJECTS ? "STATE_REG_UPDATE_NEEDED_WITHOBJECTS" :   \
    ((S) == STATE_DEREG_PENDING ? "STATE_DEREG_PENDING" :           \
    ((S) == STATE_BS_HOLD_OFF ? "STATE_BS_HOLD_OFF" :               \
    ((S) == STATE_BS_INITIATED ? "STATE_BS_INITIATED" :             \
    ((S) == STATE_BS_PENDING ? "STATE_BS_PENDING" :                 \
    ((S) == STATE_BS_FINISHED ? "STATE_BS_FINISHED" :               \
    ((S) == STATE_BS_FAILED ? "STATE_BS_FAILED" :                   \
    "Unknown"))))))))))))))))

#define STR_MEDIA_TYPE(M)                                \
    ((M) == LWM2M_CONTENT_TEXT ? "LWM2M_CONTENT_TEXT" :      \
    ((M) == LWM2M_CONTENT_LINK ? "LWM2M_CONTENT_LINK" :      \
    ((M) == LWM2M_CONTENT_OPAQUE ? "LWM2M_CONTENT_OPAQUE" :  \
    ((M) == LWM2M_CONTENT_TLV ? "LWM2M_CONTENT_TLV" :        \
    ((M) == LWM2M_CONTENT_TLV_NEW ? "LWM2M_CONTENT_TLV_NEW" : \
    ((M) == LWM2M_CONTENT_JSON ? "LWM2M_CONTENT_JSON" :      \
    "Unknown"))))))

#define STR_STATE(S)                                \
    ((S) == PUMP_STATE_HALT ? "STATE_HALT" :      \
    ((S) == PUMP_STATE_INITIAL ? "STATE_INITIAL" :      \
    ((S) == PUMP_STATE_BOOTSTRAPPING ? "PUMP_STATE_BOOTSTRAPPING" :      \
    ((S) == PUMP_STATE_CONNECTING ? "STATE_CONNECTING" :      \
    ((S) == PUMP_STATE_REGISTER_REQUIRED ? "STATE_REGISTER_REQUIRED" :      \
    ((S) == PUMP_STATE_REGISTERING ? "STATE_REGISTERING" :      \
    ((S) == PUMP_STATE_READY ? "STATE_READY" :      \
    ((S) == PUMP_STATE_DISCONNECTED ? "STATE_DISCONNECTED" :      \
    "Unknown"))))))))


#define LOG_URI(URI)                                                                \
{                                                                                   \
    if ((URI) != NULL)																\
    {                                                                               \
    LOG_PRINT("URI:(%d",(URI)->objectId);                                       \
    if (CIS_URI_IS_SET_INSTANCE(URI)) LOG_PRINT("/%d", (URI)->instanceId);      \
    if (CIS_URI_IS_SET_RESOURCE(URI)) LOG_PRINT("/%d", (URI)->resourceId);      \
    LOG_PRINT(")\r\n");                                                         \
    }                                                                               \
}																					 



typedef enum
{
    STATE_UNCREATED = 0,      // not connect or boostrap not started
	STATE_LINK_PENDING,		  // link create requested
	STATE_LINK_CREATED,		  //
    STATE_CONNECT_PENDING,    // connect resuested but not connect successful;
    STATE_CONNECTED,          // not registered,but connected
    STATE_REG_PENDING,        // registration pending
    STATE_REG_FAILED,         // last registration failed
    STATE_REGISTERED,         // successfully registered
    STATE_REG_UPDATE_PENDING, // registration update pending
    STATE_REG_UPDATE_NEEDED,  // registration update required
    STATE_REG_UPDATE_NEEDED_WITHOBJECTS,
    STATE_DEREG_PENDING,      // deregistration pending
    STATE_BS_HOLD_OFF,
    STATE_BS_INITIATED,
    STATE_BS_PENDING,
    STATE_BS_FINISHED,
    STATE_BS_FAILED,
} et_status_t;

typedef enum
{
    BINDING_UNKNOWN = 0,
    BINDING_U,   // UDP
    BINDING_UQ,  // UDP queue mode
    BINDING_S,   // SMS
    BINDING_SQ,  // SMS queue mode
    BINDING_US,  // UDP plus SMS
    BINDING_UQS  // UDP queue mode plus SMS
} et_binding_t;

typedef enum
{
    PUMP_STATE_HALT = -1,
    PUMP_STATE_INITIAL,
	PUMP_STATE_BOOTSTRAPPING,
    PUMP_STATE_CONNECTING,
    PUMP_STATE_REGISTER_REQUIRED,
    PUMP_STATE_REGISTERING,

    PUMP_STATE_READY,
    PUMP_STATE_DISCONNECTED,
} et_client_state_t;

typedef enum
{
    LWM2M_CONTENT_TEXT      = 0,        // Also used as undefined
    LWM2M_CONTENT_LINK      = 40,
    LWM2M_CONTENT_OPAQUE    = 42,
    LWM2M_CONTENT_TLV       = 1542,     // Temporary value
    LWM2M_CONTENT_TLV_NEW   = 11542,    // Temporary value
    LWM2M_CONTENT_JSON      = 1543      // Temporary value
} et_media_type_t;

typedef enum
{
    ASYN_TYPE_READ = 0,
    ASYN_TYPE_WRITE,
    ASYN_TYPE_EXECUTE,
    ASYN_TYPE_OBSERVE,
    ASYN_TYPE_OBSERVE_CANCEL,
}et_asyn_type_t;

typedef enum
{
    cis_data_type_multiple_resource = 0xFF,
}et_datatype_ex_t;

#if CIS_ENABLE_BLOCK
/*
 * LWM2M block1 data
 *
 * Temporary data needed to handle block1 request.
 * Currently support only one block1 request by server.
 */
typedef struct cis_block1_data cis_block1_data_t;

struct cis_block1_data
{
    uint8_t *             block1buffer;     // data buffer
    size_t                block1bufferSize; // buffer size
    uint16_t              lastmid;          // mid of the last message received
};

#endif//CIS_ENABLE_BLOCK


/////
typedef enum   et_cis_datatype      et_data_type_t;
typedef struct st_cis_data          st_data_t;
typedef struct st_cis_observe_attr  st_observe_attr_t;
typedef struct st_cis_callback      st_callback_t;
typedef struct st_cisnet_context    st_cisnet_t;
typedef struct st_cis_context       st_context_t;
typedef struct st_object            st_object_t;
typedef struct st_message           st_message_t;
typedef struct st_server            st_server_t;
typedef struct st_observed          st_observed_t;
typedef struct st_uri               st_uri_t;
typedef struct st_transaction       st_transaction_t;


typedef void (*cis_result_callback_t) (uint16_t clientID, st_uri_t * uriP, int status, et_media_type_t format, uint8_t * data, int dataLength, void * userData);
typedef void (*cis_transaction_callback_t) (st_transaction_t * transacP, void * message);


struct st_object
{
    struct st_object *  next;               // for internal use only.
    cis_oid_t             objID;
    uint8_t             instBitmapBytes;
    cis_iid_t             instBitmapCount;
    uint8_t*            instBitmapPtr;
    cis_rid_t             attributeCount;
    cis_rid_t             actionCount;
    void *              userData;
};

struct st_message
{
	struct st_message * next;               // for internal use only.
	cis_mid_t             mid;
    et_asyn_type_t      type;        
    uint8_t             token_len;
    uint8_t             token[COAP_TOKEN_LEN];
    st_uri_t            uri;
	cis_time_t			time;
	et_media_type_t     format;
};

struct st_server
{
    struct st_server * next;   // matches lwm2m_list_t::next
    uint16_t          secObjInstID; // matches lwm2m_list_t::id
    uint16_t          shortID;      // servers short ID, may be 0 for bootstrap server
    char*             host;         // server ip address, by strdup
    cis_time_t        registration; // date of the last registration in sec or end of client hold off time for bootstrap servers
    et_binding_t      binding;      // client connection mode with this server
    void *            sessionH;     // as cisnet_t
    
    et_status_t       status;
    char *            location;
    bool              dirty;

#if CIS_ENABLE_BLOCK
    cis_block1_data_t *   block1Data;
#endif//CIS_ENABLE_BLOCK
} ;


#define STRING_ID_MAX_LEN 6
/////
#define URI_FLAG_DM           (uint8_t)0x00
#define URI_FLAG_DELETE_ALL   (uint8_t)0x10
#define URI_FLAG_REGISTRATION (uint8_t)0x20
#define URI_FLAG_BOOTSTRAP    (uint8_t)0x40

#define URI_MASK_TYPE (uint8_t)0x70
#define URI_MASK_ID   (uint8_t)0x07

// defined in observe.c
/*
 * LWM2M result callback
 *
 * When used with an observe, if 'data' is not nil, 'status' holds the observe counter.
 */

typedef struct
{
    st_uri_t uri;
    cis_result_callback_t callback;
    void * userData;
} dm_data_t;

typedef enum
{
    URI_DEPTH_OBJECT,
    URI_DEPTH_OBJECT_INSTANCE,
    URI_DEPTH_RESOURCE,
    URI_DEPTH_RESOURCE_INSTANCE
} uri_depth_t;

struct st_observed
{
	struct st_observed * next;
	uint16_t msgid;
	st_uri_t uri;
	bool update;
    bool actived;
	st_observe_attr_t * parameters;
	uint8_t token[8];
	size_t tokenLen;
	cis_time_t lastTime;
	uint32_t counter;
	uint16_t lastMid;
    et_media_type_t format;
	union
	{
		int64_t asInteger;
		double  asFloat;
	} lastValue;
};

struct st_transaction
{
    st_transaction_t *  next;  // matches lwm2m_list_t::next
    uint16_t            mID;   // matches lwm2m_list_t::id
	st_server_t*        server;
    uint8_t             ack_received; // indicates, that the ACK was received
    cis_time_t            response_timeout; // timeout to wait for response, if token is used. When 0, use calculated acknowledge timeout.
    uint8_t             retrans_counter;
    cis_time_t            retrans_time;
    char                objStringID[STRING_ID_MAX_LEN];
    char                instanceStringID[STRING_ID_MAX_LEN];
    char                resourceStringID[STRING_ID_MAX_LEN];
    void *              message;
    uint16_t            buffer_len;
    uint8_t *           buffer;
    cis_transaction_callback_t callback;
    void *              userData;
};


struct st_cis_context
{
    char*               endpointName;
    char *              altPath;
    uint16_t            nextMID;
    et_client_state_t   state;
    st_server_t*        server;
	st_message_t *      messageList;
    uint16_t            objectNum;
    st_object_t *       objectList;

    st_observed_t *     observedList;
    st_transaction_t *  transactionList;

    st_callback_t       callback;
	st_server_t *       bootstrapServer;

    cis_time_t          lasttime;
    cis_time_t          lifetime;
};

/*
 * LWM2M Link Attributes
 * Used for observation parameters.
 */
#define ATTR_FLAG_MIN_PERIOD      (uint8_t)0x01
#define ATTR_FLAG_MAX_PERIOD      (uint8_t)0x02
#define ATTR_FLAG_GREATER_THAN    (uint8_t)0x04
#define ATTR_FLAG_LESS_THAN       (uint8_t)0x08
#define ATTR_FLAG_STEP            (uint8_t)0x10

#define TLV_HEADER_MAX_LENGTH       6

#define CIS_MIN(a,b) ((a) < (b) ? (a) : (b))
#define CIS_MAX(a,b) ((a) < (b) ? (b) : (a))
#define CIS_CLAMP(i,v,x) (CIS_MAX(CIS_MIN(v,x), i))

// defined in uri.c
// Parse an URI in LWM2M format and fill the uri.
// Return the number of characters read from buffer or 0 in case of error.
// Valid URIs: /1, /1/, /1/2, /1/2/, /1/2/3
// Invalid URIs: /, //, //2, /1//, /1//3, /1/2/3/, /1/2/3/4
int         uri_stringToUri(const char * buffer, size_t buffer_len, st_uri_t * uriP);
st_uri_t *  uri_decode(char * altPath, multi_option_t *uriPath);
int         uri_getNumber(uint8_t * uriString, size_t uriLength);
int         uri_toString(st_uri_t * uriP, uint8_t * buffer, size_t bufferLen, uri_depth_t * depthP);
int         uri_make(cis_oid_t objectId,cis_iid_t instanceId,cis_rid_t resourceId, st_uri_t * uriP);
bool        uri_exist(const st_uri_t * uri1,const st_uri_t * uri2);

st_transaction_t * transaction_new(coap_message_type_t type, coap_method_t method, char * altPath, st_uri_t * uriP, uint16_t mID, uint8_t token_len, uint8_t* token);
bool        transaction_send(st_context_t * contextP, st_transaction_t * transacP);
void        transaction_free(st_transaction_t * transacP);
void        transaction_remove(st_context_t * contextP, st_transaction_t * transacP);
void        transaction_removeAll(st_context_t* contextP);

bool        transaction_handleResponse(st_context_t * contextP,coap_packet_t * message, coap_packet_t * response);
void        transaction_step(st_context_t * contextP, cis_time_t currentTime, cis_time_t * timeoutP);

coap_status_t   object_read(st_context_t * contextP, st_uri_t * uriP, int * sizeP, st_data_t ** dataP,coap_packet_t* message);
coap_status_t   object_readSerialize(st_context_t * contextP, st_uri_t * uriP, et_media_type_t * formatP, uint8_t ** bufferP, size_t * lengthP,coap_packet_t* message);
coap_status_t   object_write(st_context_t * contextP, st_uri_t * uriP, et_media_type_t format, uint8_t * buffer, size_t length,coap_packet_t* message);
coap_status_t   object_execute(st_context_t * contextP, st_uri_t * uriP, uint8_t * buffer, size_t length,coap_packet_t* message);
coap_status_t   object_discover( st_context_t * contextP,
	st_uri_t * uriP,
	int * sizeP,
struct st_cis_data ** dataP,
	coap_packet_t* message );
coap_status_t   object_writeInstance(st_context_t * contextP,st_uri_t * uriP,st_data_t * dataP);

bool            object_isInstanceNew(st_context_t * contextP, cis_oid_t  objectId, cis_iid_t  instanceId);
int             object_getRegisterPayload(st_context_t * contextP, uint8_t * buffer, size_t length);
coap_status_t   object_asynAckData(st_context_t * context,st_message_t* message,cis_data_t* value,uint16_t size,cis_ret_t result);
coap_status_t   object_asynAckNodata(st_context_t * context,st_message_t* message,cis_ret_t result);
void            object_removeAll(st_context_t* context);


// defined in management.c
st_server_t *   management_makeServerList(st_context_t * contextP,bool bootstrap);
void*           management_createConnect(st_context_t * context,st_server_t* serverP);
bool            management_connectServer(st_context_t * context,st_server_t* serverP);
void            management_disconnectServer(st_context_t * context,st_server_t* serverP);
coap_status_t   management_handleRequest(st_context_t * contextP,st_uri_t * uriP,coap_packet_t * message,coap_packet_t * response);
void            management_destoryServer(st_context_t * context,st_server_t * serverP);
void            management_refreshDirtyServer(st_context_t * contextP);

//Observe
coap_status_t   observe_asynAckNodata(st_context_t * context,st_message_t* message,cis_ret_t result);
coap_status_t   observe_asynNotify(st_context_t* contextP,const st_observed_t* observe,st_data_t* data,uint16_t count);
void            observe_removeAll(st_context_t* contextP);

coap_status_t   observe_handleRequest(st_context_t * contextP, st_uri_t * uriP,coap_packet_t * message, coap_packet_t * response);
void            observe_cancel(st_context_t * contextP, uint16_t mid, st_uri_t* uriP);
coap_status_t   observe_setParameters(st_context_t * contextP, st_uri_t * uriP,st_observe_attr_t * attrP,cis_mid_t mid);
void            observe_step(st_context_t * contextP, cis_time_t currentTime, cis_time_t * timeoutP);
bool            observe_handleNotify(st_context_t * contextP, coap_packet_t * message, coap_packet_t * response);
st_observed_t * observe_findByUri(st_context_t * contextP, st_uri_t * uriP);
st_observed_t * observe_findByMsgid(st_context_t * contextP, cis_mid_t mid);
void            observe_resource_value_changed(st_context_t * contextP, st_uri_t * uriP);


/*
* defined in cis_discover.c
*/
int discover_serialize( st_context_t *contextP,st_uri_t *uriP,int size,st_data_t *dataP,uint8_t **bufferP );

// defined in registration.c

// send a registration update to the server
// If withObjects is true, the registration update contains the object list.
int             registration_update_registration(st_context_t * contextP, bool withObjects);
coap_status_t   registration_handleRequest(st_context_t * contextP, st_uri_t * uriP, coap_packet_t * message, coap_packet_t * response);
void            registration_deregister(st_context_t * contextP);
coap_status_t   registration_start(st_context_t * contextP);
void            registration_step(st_context_t * contextP, cis_time_t currentTime, cis_time_t * timeoutP);
et_status_t     registration_getStatus(st_context_t * contextP);


// defined in tlv.c
int             tlv_parse(uint8_t * buffer, size_t bufferLen, st_data_t ** dataP);
size_t          tlv_serialize(bool isInstance, int size, st_data_t * dataP, uint8_t ** bufferP);

//new coming in tlv.c
/*
 * Utility function to parse TLV buffers directly
 *
 * Returned value: number of bytes parsed
 * buffer: buffer to parse
 * buffer_len: length in bytes of buffer
 * oType: (OUT) type of the parsed TLV record. can be:
 *          - LWM2M_TYPE_OBJECT
 *          - LWM2M_TYPE_OBJECT_INSTANCE
 *          - LWM2M_TYPE_MULTIPLE_RESOURCE
 *          - LWM2M_TYPE_OPAQUE
 * oID: (OUT) ID of the parsed TLV record
 * oDataIndex: (OUT) index of the data of the parsed TLV record in the buffer
 * oDataLen: (OUT) length of the data of the parsed TLV record
 */


int         tlv_decode_TLV(const uint8_t * buffer, size_t buffer_len, cis_datatype_t * oType, uint16_t * oID, size_t * oDataIndex, size_t * oDataLen);

// defined in json.c
#ifdef LWM2M_SUPPORT_JSON
int         json_parse(st_uri_t * uriP, uint8_t * buffer, size_t bufferLen, st_data_t ** dataP);
size_t      json_serialize(st_uri_t * uriP, int size, st_data_t * tlvP, uint8_t ** bufferP);
#endif


#if CIS_ENABLE_BLOCK
// defined in block1.c
coap_status_t   coap_block1_handler(cis_block1_data_t ** block1Data, uint16_t mid, uint8_t * buffer, size_t length, uint16_t blockSize, uint32_t blockNum, bool blockMore, uint8_t ** outputBuffer, size_t * outputLength);
void            free_block1_buffer(cis_block1_data_t * block1Data);
#endif//CIS_ENABLE_BLOCK

// defined in utils.c

int             utils_check_bigendian();
cis_datatype_t  utils_depthToDatatype(uri_depth_t depth);

et_binding_t    utils_stringToBinding(uint8_t *buffer, size_t length);
et_media_type_t utils_convertMediaType(coap_content_type_t type);
int             utils_isAltPathValid(const char * altPath);
size_t          utils_intToText(int64_t data, uint8_t * string, size_t length);
size_t          utils_floatToText(double data, uint8_t * string, size_t length);
int             utils_plainTextToInt64(uint8_t * buffer, int length, int64_t * dataP);
int             utils_plainTextToFloat64(uint8_t * buffer, int length, double * dataP);
size_t          utils_int64ToPlainText(int64_t data, uint8_t ** bufferP);
size_t          utils_float64ToPlainText(double data, uint8_t ** bufferP);
size_t          utils_boolToPlainText(bool data, uint8_t ** bufferP);

int             utils_opaqueToInt(const uint8_t * buffer, size_t buffer_len, int64_t * dataP);
int             utils_opaqueToFloat(const uint8_t * buffer, size_t buffer_len, double * dataP);
size_t          utils_encodeInt(int64_t data, uint8_t data_buffer[_PRV_64BIT_BUFFER_SIZE]);
size_t          utils_encodeFloat(double data, uint8_t data_buffer[_PRV_64BIT_BUFFER_SIZE]);
size_t          utils_base64ToOpaque(uint8_t * dataP, size_t dataLen, uint8_t ** bufferP);
size_t          utils_opaqueToBase64(uint8_t * dataP, size_t dataLen, uint8_t ** bufferP);
size_t          utils_base64Encode(uint8_t * dataP, size_t dataLen, uint8_t * bufferP, size_t bufferLen);

int             utils_stringCopy(char * buffer, size_t length, const char * str);
int             utils_intCopy(char * buffer, size_t length, int32_t value);
void            utils_copyValue(void * dst, const void * src, size_t len);
char *          utils_strdup(const char * str);
// Compare at most the n first bytes of s1 and s2, return 0 if they match
int             utils_strncmp(const char * s1, const char * s2, size_t n);
int             utils_strncasecmp(const char * s1, const char * s2, size_t n);
int             utils_strlen(const char *str);
int             utils_strtoi(const char *str, char **endptr);
int             utils_vsnprintf(char *buf, size_t buf_size, const char *fmt, va_list args);
int             utils_snprintf(char* buffer, size_t size, const char* format, ...);
st_server_t *   utils_findBootstrapServer(st_context_t * contextP,void * fromSessionH);


// defined in bootstrap.c
void            bootstrap_step(st_context_t * context, cis_time_t currentTime, cis_time_t* timeoutP);
coap_status_t   bootstrap_handleCommand(st_context_t * context, st_uri_t * uriP, st_server_t * serverP, coap_packet_t * message, coap_packet_t * response);
coap_status_t   bootstrap_handleDeleteAll(st_context_t * context, void * fromSessionH);
coap_status_t   bootstrap_handleFinish(st_context_t * context, void * fromSessionH);
void            bootstrap_init(st_context_t * context);
void            bootstrap_create(st_context_t * context);
void            bootstrap_destory(st_context_t * context);
et_status_t     bootstrap_getStatus(st_context_t * context);

// This function must return the number of seconds elapsed since origin.
// The origin (Epoch, system boot, etc...) does not matter as this
// function is used only to determine the elapsed time since the last call to it.
// In case of error, this must return a negative value.
// Per POSIX specifications, time_t is a signed integer.
int32_t utils_gettime_s(void);



//end of new implementation

//packet.c
// dispatch received data to liblwm2m
bool packet_asyn_push_message(st_context_t * context,const coap_packet_t* packet,et_asyn_type_t type);
void packet_asyn_remove_message(st_context_t * context,cis_mid_t mid,st_message_t** node);
void packet_asyn_removeAll(st_context_t * context);


void packet_handle_packet(st_context_t * contextP, void* session, uint8_t * buffer, int length);
void packet_step(st_context_t *context, cis_time_t currentTime, cis_time_t * timeoutP);

coap_status_t   packet_send(st_context_t * contextP, coap_packet_t * message);


/////memory related
#if CIS_ENABLE_MEMORYTRACE
// same functions as above with caller location for debugging purposes
void *  cis_trace_malloc(size_t size, const char * file, const char * function, int lineno);
void    cis_trace_free(void * mem, const char * file, const char * function, int lineno);

#define cis_malloc(S) cis_trace_malloc(S, __FILE__, __FUNCTION__, __LINE__)
#define cis_free(M)   cis_trace_free(M, __FILE__, __FUNCTION__, __LINE__)

void trace_print(int loops, int level);
void trace_status(int* blocks, size_t* size);

#else

// Allocate a block of size bytes of memory, returning a pointer to the beginning of the block.
void *  cis_malloc(size_t s);
// Deallocate a block of memory previously allocated by lwm2m_malloc() or lwm2m_strdup()
void    cis_free(void * p);
// Allocate a memory block, duplicate the string str in it and return a pointer to this new block.

#endif

//others about memory manipulation
#define  cis_memset(a1,a2,a3) cissys_memset(a1,a2,a3)
#define  cis_memcpy(a1,a2,a3) cissys_memcpy(a1,a2,a3)
#define  cis_memmove(a1,a2,a3) cissys_memmove(a1,a2,a3)
#define  cis_memcmp(a1,a2,a3) cissys_memcmp(a1,a2,a3)


//data.c
cis_data_t *data_new(int size);
int         data_parse(st_uri_t * uriP, uint8_t * buffer, size_t bufferLen, et_media_type_t format, st_data_t ** dataP);
size_t      data_serialize(st_uri_t * uriP, int size, st_data_t * dataP, et_media_type_t * formatP, uint8_t ** bufferP);
int         data_copy(st_data_t* dst,const st_data_t* src);
void        data_free(int size, st_data_t * dataP);
void        data_encode_string(const char * string, st_data_t * dataP);
void        data_encode_nstring(const char * string, size_t length, st_data_t * dataP);
void        data_encode_opaque(uint8_t * buffer, size_t length, st_data_t * dataP);

void        data_encode_int(int64_t value, st_data_t * dataP);
int         data_decode_int(const st_data_t * dataP, int64_t * valueP);
void        data_encode_float(double value, st_data_t * dataP);
int         data_decode_float(const st_data_t * dataP, double * valueP);
void        data_encode_bool(bool value, st_data_t * dataP);
int         data_decode_bool(const st_data_t * dataP, bool * valueP);
void        data_encode_objlink(cis_oid_t objectId, cis_iid_t objectInstanceId, st_data_t * dataP);
void        data_encode_instances(st_data_t * subDataP, size_t count, st_data_t * dataP);
void        data_include(st_data_t * subDataP, size_t count, st_data_t * dataP);

#endif//_CIS_INTERNALS_H_





d20171103_d1.6/include/cis_list.h
#ifndef _CIS_LIST_H_
#define _CIS_LIST_H_

#include "cis_def.h"
/*
 * Utility functions for sorted linked list
 */

typedef struct _cis_list_t
{
    struct _cis_list_t * next;
    uint16_t             id; 
} cis_list_t;

// defined in list.c
// Add 'node' to the list 'head' and return the new list
CIS_API cis_list_t *  cis_list_add(cis_list_t * head, cis_list_t * node);
// Return the node with ID 'id' from the list 'head' or NULL if not found
CIS_API cis_list_t *  cis_list_find(cis_list_t * head, uint16_t id);
// Remove the node with ID 'id' from the list 'head' and return the new list
CIS_API cis_list_t *  cis_list_remove(cis_list_t * head, uint16_t id, cis_list_t ** nodeP);
// Return the lowest unused ID in the list 'head'
CIS_API uint16_t      cis_list_newId(cis_list_t * head);
// Free a list. Do not use if nodes contain allocated pointers as it calls lwm2m_free on nodes only.
// If the nodes of the list need to do more than just "free()" their instances, don't use lwm2m_list_free().
CIS_API void          cis_list_free(cis_list_t * head);

#define CIS_LIST_ADD(H,N)   cis_list_add((cis_list_t *)H, (cis_list_t *)N);
#define CIS_LIST_RM(H,I,N)  cis_list_remove((cis_list_t *)H, I, (cis_list_t **)N);
#define CIS_LIST_FIND(H,I)  cis_list_find((cis_list_t *)H, I)
#define CIS_LIST_FREE(H)    cis_list_free((cis_list_t *)H)


#endif //_CIS_LIST_H_





d20171103_d1.6/include/cis_log.h
#ifndef _NB_DEBUG_H_
#define _NB_DEBUG_H_


#	include <stdio.h>
#	include <stdarg.h>

#include "cis_if_sys.h"
#include "cis_api.h"
#include "cis_def.h"


#define LOG_EXOUTPUT_TIME_MSK    (0x01)
#define LOG_EXOUTPUT_FILE_MSK    (0x02)
#define LOG_EXOUTPUT_LINE_MSK    (0x04)




#define LOG_LEVEL_ERROR		(0x00)
#define LOG_LEVEL_WARNING	(0x01)
#define LOG_LEVEL_INFO		(0x02)
#define	LOG_LEVEL_DEBUG		(0x03)


#define	LOG_TEXT_SIZE_MIN					(64)
#define	LOG_TEXT_SIZE_MAX					(2048)
#define LOG_PREFIX_SIZE_MAX				    (32)
//////////////////////////////////////////////////////////////////////////
#define	LOG_GLOBAL_ENABLED					1
#define LOG_DUMP_ENABLED                    1
#define LOG_OUTPUT_EXTINFO					1

//////////////////////////////////////////////////////////////////////////
#ifndef LOG_TAG
#define	LOG_TAG				"cis"
#endif

//////////////////////////////////////////////////////////////////////////
#define STRINGIFY(x)  #x
#define STRCONCAT(x, y)  #x#y

#define AJOIN(X, Y) A_DO_JOIN(X, Y)
#define A_DO_JOIN(X, Y) A_DO_JOIN2(X, Y)
#define A_DO_JOIN2(X, Y) X##Y

extern int utils_strlen(const char *str);
extern int utils_vsnprintf(char *buf, size_t buf_size, const char *fmt, va_list args);
extern int utils_snprintf(char* buffer, size_t size, const char* format, ...);

extern bool     gLogEnabled;
extern uint8_t  gLogLevel;
extern uint8_t  gLogExoutput;
extern uint16_t gLogBufferLength;

static inline void logOutput(uint32_t level, const char *tag, const char* format, ...)
{
	va_list va;
	int len, len2,space;
	char* pBuffer;

    if(!gLogEnabled ||
        level > gLogLevel)
        return;

    if(tag == NULL)
		tag = "TAG";

    pBuffer = (char*)cissys_malloc(gLogBufferLength);
    /*space "\n\0"*/
    space = gLogBufferLength - 2;
	len = utils_snprintf(pBuffer, LOG_PREFIX_SIZE_MAX, "#%s,%d:", tag,level);
	utils_snprintf( pBuffer, LOG_PREFIX_SIZE_MAX, "#%s,%d:", tag,level);
    space -= len;
	va_start(va, format);
    len2 = utils_vsnprintf( pBuffer+len, space ,format, va);
	va_end(va);
	len += (len2>0?len2:space);

	if(len < gLogBufferLength - 2){
		pBuffer[len] = '\n';
		pBuffer[len+1] = '\0';
	}else{
		pBuffer[gLogBufferLength - 5] = '.';
		pBuffer[gLogBufferLength - 4] = '.';
		pBuffer[gLogBufferLength - 3] = '?';
		pBuffer[gLogBufferLength - 2] = '\n';
		pBuffer[gLogBufferLength - 1] = '\0';
	}

	cissys_logwrite((uint8_t*)pBuffer,utils_strlen(pBuffer));
    cissys_free(pBuffer);
};



static inline void logData(const char* format, ...)
{
	va_list va;
	int len;
	char* pBuffer;

    if(!gLogEnabled)
        return;
    
    pBuffer = (char*)cissys_malloc(gLogBufferLength);

	va_start(va, format);
	len = utils_vsnprintf( pBuffer,gLogBufferLength - 1,format, va);
	va_end(va);

    if(len < gLogBufferLength - 1){
        pBuffer[len+1] = '\0';
    }

	cissys_logwrite((uint8_t*)pBuffer,utils_strlen(pBuffer));
    cissys_free(pBuffer);
};


#if LOG_GLOBAL_ENABLED
#	if LOG_OUTPUT_EXTINFO

static inline const char* cutFileName(const char* s){
    uint16_t len = utils_strlen(s);
    while((*(s + len) != 0x5C && *(s + len) != 0x2F) && len > 0) len--;
    if(len <= 0)return "";
    return (s + len + 1);
};

#		define LOGE(fmt, ...) logOutput( LOG_LEVEL_ERROR,	LOG_TAG, STRCONCAT( "%s, line:%d, ", fmt), cutFileName(__FILE__), __LINE__, ##__VA_ARGS__)
#		define LOGW(fmt, ...) logOutput( LOG_LEVEL_WARNING, LOG_TAG, STRCONCAT( "%s, line:%d, ", fmt), cutFileName(__FILE__), __LINE__, ##__VA_ARGS__)
#		define LOGI(fmt, ...) logOutput( LOG_LEVEL_INFO,	LOG_TAG, STRCONCAT( "%s, line:%d, ", fmt), cutFileName(__FILE__), __LINE__, ##__VA_ARGS__)
#		define LOGD(fmt, ...) logOutput( LOG_LEVEL_DEBUG,	LOG_TAG, STRCONCAT( "%s, line:%d, ", fmt), cutFileName(__FILE__), __LINE__, ##__VA_ARGS__)
#		define LOG_PRINT(fmt, ...) logData( fmt, ##__VA_ARGS__)
#	else
#		define LOGE(fmt, ...) logOutput( LOG_LEVEL_ERROR,	LOG_TAG, fmt, ##__VA_ARGS__)
#		define LOGW(fmt, ...) logOutput( LOG_LEVEL_WARNING, LOG_TAG, fmt, ##__VA_ARGS__)
#		define LOGI(fmt, ...) logOutput( LOG_LEVEL_INFO,	LOG_TAG, fmt, ##__VA_ARGS__)
#		define LOGD(fmt, ...) logOutput( LOG_LEVEL_DEBUG,	LOG_TAG, fmt, ##__VA_ARGS__)
#		define LOG_PRINT(fmt, ...) logData( fmt, ##__VA_ARGS__)
#	endif
#else
#	define LOGE(fmt, ...) do {} while(0)
#	define LOGW(fmt, ...) do {} while(0)
#	define LOGI(fmt, ...) do {} while(0)
#	define LOGD(fmt, ...) do {} while(0)
#	define LOG_PRINT(fmt, ...) do {} while(0)
#endif

#if LOG_DUMP_ENABLED
#   define DUMP_BUF(b,l)	log_dump(NULL,b,l,0)
#   define LOG_BUF(t,b,l)	log_dump(t,b,l,0)
#else
#	define DUMP_BUF(b,l)    do {} while(0)
#	define LOG_BUF(t,b,l)   do {} while(0)
#endif//LOG_DUMP_ENABLED


#ifdef __cplusplus
extern "C" {
#endif

void log_config(bool enable,uint8_t exoutput,uint8_t level,uint16_t bufsize);

#if LOG_DUMP_ENABLED
void log_dump(const char* title,const uint8_t * buffer,int length,int indent);
#endif//LOG_DUMP_ENABLED


#ifdef __cplusplus
};
#endif

#endif




d20171103_d1.6/include/er-coap-13.h
/*
 * Copyright (c) 2013, Institute for Pervasive Computing, ETH Zurich
 * All rights reserved.
 *
 * Redistribution and use in source and binary forms, with or without
 * modification, are permitted provided that the following conditions
 * are met:
 * 1. Redistributions of source code must retain the above copyright
 *    notice, this list of conditions and the following disclaimer.
 * 2. Redistributions in binary form must reproduce the above copyright
 *    notice, this list of conditions and the following disclaimer in the
 *    documentation and/or other materials provided with the distribution.
 * 3. Neither the name of the Institute nor the names of its contributors
 *    may be used to endorse or promote products derived from this software
 *    without specific prior written permission.
 *
 * THIS SOFTWARE IS PROVIDED BY THE INSTITUTE AND CONTRIBUTORS ``AS IS'' AND
 * ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
 * IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
 * ARE DISCLAIMED.  IN NO EVENT SHALL THE INSTITUTE OR CONTRIBUTORS BE LIABLE
 * FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
 * DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
 * OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
 * HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
 * LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
 * OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
 * SUCH DAMAGE.
 *
 * This file is part of the Contiki operating system.
 */

/**
 * \file
 *      An implementation of the Constrained Application Protocol (draft 12)
 * \author
 *      Matthias Kovatsch <kovatsch@inf.ethz.ch>
 * \contributors
 *    David Navarro, Intel Corporation - Adapt to usage in liblwm2m
 */


#ifndef COAP_13_H_
#define COAP_13_H_

#include <stdint.h>
#include <stddef.h> /* for size_t */

typedef size_t coap_status_t;

//coap error code 
#define COAP_NO_ERROR                   (uint8_t)0x00
#define COAP_IGNORE                     (uint8_t)0x01

#define COAP_201_CREATED                (uint8_t)0x41
#define COAP_202_DELETED                (uint8_t)0x42
#define COAP_204_CHANGED                (uint8_t)0x44
#define COAP_205_CONTENT                (uint8_t)0x45
#define COAP_231_CONTINUE               (uint8_t)0x5F
#define COAP_400_BAD_REQUEST            (uint8_t)0x80
#define COAP_401_UNAUTHORIZED           (uint8_t)0x81
#define COAP_402_BAD_OPTION             (uint8_t)0x82
#define COAP_404_NOT_FOUND              (uint8_t)0x84
#define COAP_405_METHOD_NOT_ALLOWED     (uint8_t)0x85
#define COAP_406_NOT_ACCEPTABLE         (uint8_t)0x86
#define COAP_408_REQ_ENTITY_INCOMPLETE  (uint8_t)0x88
#define COAP_413_ENTITY_TOO_LARGE       (uint8_t)0x8F
#define COAP_500_INTERNAL_SERVER_ERROR  (uint8_t)0xA0
#define COAP_501_NOT_IMPLEMENTED        (uint8_t)0xA1
#define COAP_503_SERVICE_UNAVAILABLE    (uint8_t)0xA3
#define COAP_505_PROXYING_NOT_SUPPORTED (uint8_t)0xA5
#define COAP_UNKOWN_ERROR               (uint8_t)0xC0
/*
 * The maximum buffer size that is provided for resource responses and must be respected due to the limited IP buffer.
 * Larger data must be handled by the resource and will be sent chunk-wise through a TCP stream or CoAP blocks.
 */
#ifndef REST_MAX_CHUNK_SIZE
#define REST_MAX_CHUNK_SIZE     128
#endif

#define COAP_DEFAULT_MAX_AGE                 60
#define COAP_RESPONSE_TIMEOUT                2
//TODO add marco to modify
#define COAP_MAX_RETRANSMIT                  4
#define COAP_ACK_RANDOM_FACTOR               1.5

#define COAP_MAX_TRANSMIT_WAIT               ((COAP_RESPONSE_TIMEOUT * ( (1 << (COAP_MAX_RETRANSMIT + 1) ) - 1) * COAP_ACK_RANDOM_FACTOR))

#define COAP_HEADER_LEN                      4 /* | version:0x03 type:0x0C tkl:0xF0 | code | mid:0x00FF | mid:0xFF00 | */
#define COAP_ETAG_LEN                        8 /* The maximum number of bytes for the ETag */
#define COAP_TOKEN_LEN                       8 /* The maximum number of bytes for the Token */
#define COAP_MAX_ACCEPT_NUM                  2 /* The maximum number of accept preferences to parse/store */

#define COAP_MAX_OPTION_HEADER_LEN           5

#define COAP_HEADER_VERSION_MASK             0xC0
#define COAP_HEADER_VERSION_POSITION         6
#define COAP_HEADER_TYPE_MASK                0x30
#define COAP_HEADER_TYPE_POSITION            4
#define COAP_HEADER_TOKEN_LEN_MASK           0x0F
#define COAP_HEADER_TOKEN_LEN_POSITION       0

#define COAP_HEADER_OPTION_DELTA_MASK        0xF0
#define COAP_HEADER_OPTION_SHORT_LENGTH_MASK 0x0F

/*
 * Conservative size limit, as not all options have to be set at the same time.
 */
//TODO used for blocksize
#ifndef COAP_MAX_HEADER_SIZE
/*                            Hdr CoT Age  Tag              Obs  Tok               Blo strings */
#define COAP_MAX_HEADER_SIZE  (4 + 3 + 5 + 1+COAP_ETAG_LEN + 3 + 1+COAP_TOKEN_LEN + 4 + 30) /* 70 */
#endif /* COAP_MAX_HEADER_SIZE */

#define COAP_MAX_PACKET_SIZE  (COAP_MAX_HEADER_SIZE + REST_MAX_CHUNK_SIZE)
/*                                        0/14          48 for IPv6 (28 for IPv4) */
#if COAP_MAX_PACKET_SIZE > (UIP_BUFSIZE - UIP_LLH_LEN - UIP_IPUDPH_LEN)
//#error "UIP_CONF_BUFFER_SIZE too small for REST_MAX_CHUNK_SIZE"
#endif


/* Bitmap for set options */
enum { OPTION_MAP_SIZE = sizeof(uint8_t) * 8 };
#define SET_OPTION(packet, opt) ((packet)->options[opt / OPTION_MAP_SIZE] |= 1 << (opt % OPTION_MAP_SIZE))
#define IS_OPTION(packet, opt) ((packet)->options[opt / OPTION_MAP_SIZE] & (1 << (opt % OPTION_MAP_SIZE)))

#ifndef MIN
#define MIN(a, b) ((a) < (b)? (a) : (b))
#endif /* MIN */

/* CoAP message types */
typedef enum
{
  COAP_TYPE_CON, /* confirmables */
  COAP_TYPE_NON, /* non-confirmables */
  COAP_TYPE_ACK, /* acknowledgements */
  COAP_TYPE_RST  /* reset */
} coap_message_type_t;

/* CoAP request method codes */
typedef enum
{
  COAP_GET = 1,
  COAP_POST,
  COAP_PUT,
  COAP_DELETE
} coap_method_t;

/* CoAP response codes */
// typedef enum {
//   COAP_NO_ERROR = 0,
// 
//   CREATED_2_01 = 65,                    /* CREATED */
//   DELETED_2_02 = 66,                    /* DELETED */
//   VALID_2_03 = 67,                      /* NOT_MODIFIED */
//   COAP_204_CHANGED = 68,                    /* CHANGED */
//   COAP_205_CONTENT = 69,                    /* OK */
// 
//   COAP_400_BAD_REQUEST = 128,               /* BAD_REQUEST */
//   UNAUTHORIZED_4_01 = 129,              /* UNAUTHORIZED */
//   COAP_402_BAD_OPTION = 130,                /* BAD_OPTION */
//   FORBIDDEN_4_03 = 131,                 /* FORBIDDEN */
//   COAP_404_NOT_FOUND = 132,                 /* NOT_FOUND */
//   METHOD_NOT_ALLOWED_4_05 = 133,        /* METHOD_NOT_ALLOWED */
//   COAP_406_NOT_ACCEPTABLE = 134,            /* NOT_ACCEPTABLE */
//   PRECONDITION_FAILED_4_12 = 140,       /* BAD_REQUEST */
//   REQUEST_ENTITY_TOO_LARGE_4_13 = 141,  /* REQUEST_ENTITY_TOO_LARGE */
//   UNSUPPORTED_MEDIA_TYPE_4_15 = 143,    /* UNSUPPORTED_MEDIA_TYPE */
// 
//   COAP_500_INTERNAL_SERVER_ERROR = 160,     /* INTERNAL_SERVER_ERROR */
//   COAP_501_NOT_IMPLEMENTED = 161,           /* NOT_IMPLEMENTED */
//   BAD_GATEWAY_5_02 = 162,               /* BAD_GATEWAY */
//   SERVICE_UNAVAILABLE_5_03 = 163,       /* SERVICE_UNAVAILABLE */
//   GATEWAY_TIMEOUT_5_04 = 164,           /* GATEWAY_TIMEOUT */
//   PROXYING_NOT_SUPPORTED_5_05 = 165,    /* PROXYING_NOT_SUPPORTED */
// 
//   /* Erbium errors */
//   MEMORY_ALLOCATION_ERROR = 192,
//   PACKET_SERIALIZATION_ERROR,
// 
//   /* Erbium hooks */
//   MANUAL_RESPONSE
// 
// } coap_status_t_org;

/* CoAP header options */
typedef enum 
{
  COAP_OPTION_IF_MATCH = 1,       /* 0-8 B */
  COAP_OPTION_URI_HOST = 3,       /* 1-255 B */
  COAP_OPTION_ETAG = 4,           /* 1-8 B */
  COAP_OPTION_IF_NONE_MATCH = 5,  /* 0 B */
  COAP_OPTION_OBSERVE = 6,        /* 0-3 B */
  COAP_OPTION_URI_PORT = 7,       /* 0-2 B */
  COAP_OPTION_LOCATION_PATH = 8,  /* 0-255 B */
  COAP_OPTION_URI_PATH = 11,      /* 0-255 B */
  COAP_OPTION_CONTENT_TYPE = 12,  /* 0-2 B */
  COAP_OPTION_MAX_AGE = 14,       /* 0-4 B */
  COAP_OPTION_URI_QUERY = 15,     /* 0-270 B */
  COAP_OPTION_ACCEPT = 17,        /* 0-2 B */
  COAP_OPTION_TOKEN = 19,         /* 1-8 B */
  COAP_OPTION_LOCATION_QUERY = 20, /* 1-270 B */
  COAP_OPTION_BLOCK2 = 23,        /* 1-3 B */
  COAP_OPTION_BLOCK1 = 27,        /* 1-3 B */
  COAP_OPTION_SIZE = 28,          /* 0-4 B */
  COAP_OPTION_PROXY_URI = 35,     /* 1-270 B */
} coap_option_t;

/* CoAP Content-Types */
typedef enum 
{
  TEXT_PLAIN = 0,
  TEXT_XML = 1, /* Indented types are not in the initial registry. */
  TEXT_CSV = 2,
  TEXT_HTML = 3,
  IMAGE_GIF = 21,
  IMAGE_JPEG = 22,
  IMAGE_PNG = 23,
  IMAGE_TIFF = 24,
  AUDIO_RAW = 25,
  VIDEO_RAW = 26,
  APPLICATION_LINK_FORMAT = 40,
  APPLICATION_XML = 41,
  APPLICATION_OCTET_STREAM = 42,
  APPLICATION_RDF_XML = 43,
  APPLICATION_SOAP_XML = 44,
  APPLICATION_ATOM_XML = 45,
  APPLICATION_XMPP_XML = 46,
  APPLICATION_EXI = 47,
  APPLICATION_FASTINFOSET = 48,
  APPLICATION_SOAP_FASTINFOSET = 49,
  APPLICATION_JSON = 50,
  APPLICATION_X_OBIX_BINARY = 51,

  CONTENT_TYPE_MAX = 0xFFFF
} coap_content_type_t;

typedef struct _multi_option_t 
{
  struct _multi_option_t *next;
  uint8_t is_static;
  uint8_t len;
  uint8_t *data;
} multi_option_t;

/* Parsed message struct */
typedef struct 
{
  uint8_t *buffer; /* pointer to CoAP header / incoming packet buffer / memory to serialize packet */

  uint8_t version;
  coap_message_type_t type;
  uint8_t code;
  uint16_t mid;

  uint8_t options[COAP_OPTION_PROXY_URI / OPTION_MAP_SIZE + 1]; /* Bitmap to check if option is set */

  coap_content_type_t content_type; /* Parse options once and store; allows setting options in random order  */
  uint32_t max_age;
  size_t proxy_uri_len;
  const uint8_t *proxy_uri;
  uint8_t etag_len;
  uint8_t etag[COAP_ETAG_LEN];
  size_t uri_host_len;
  const uint8_t *uri_host;
  multi_option_t *location_path;
  uint16_t uri_port;
  size_t location_query_len;
  uint8_t *location_query;
  multi_option_t *uri_path;
  uint32_t observe;
  uint8_t token_len;
  uint8_t token[COAP_TOKEN_LEN];
  uint8_t accept_num;
  uint16_t accept[COAP_MAX_ACCEPT_NUM];
  uint8_t if_match_len;
  uint8_t if_match[COAP_ETAG_LEN];
  uint32_t block2_num;
  uint8_t block2_more;
  uint16_t block2_size;
  uint32_t block2_offset;
  uint32_t block1_num;
  uint8_t block1_more;
  uint16_t block1_size;
  uint32_t block1_offset;
  uint32_t size;
  multi_option_t *uri_query;
  uint8_t if_none_match;

  uint16_t payload_len;
  uint8_t *payload;

} coap_packet_t;

/* Option format serialization*/
#define COAP_SERIALIZE_INT_OPTION(number, field, text)  \
    if (IS_OPTION(coap_pkt, number)) { \
      PRINTF(text" [%u]\n", coap_pkt->field); \
      option += coap_serialize_int_option(number, current_number, option, coap_pkt->field); \
      current_number = number; \
    }
#define COAP_SERIALIZE_BYTE_OPTION(number, field, text)      \
    if (IS_OPTION(coap_pkt, number)) { \
      PRINTF(text" %u [0x%02X%02X%02X%02X%02X%02X%02X%02X]\n", coap_pkt->field##_len, \
        coap_pkt->field[0], \
        coap_pkt->field[1], \
        coap_pkt->field[2], \
        coap_pkt->field[3], \
        coap_pkt->field[4], \
        coap_pkt->field[5], \
        coap_pkt->field[6], \
        coap_pkt->field[7] \
      ); /*FIXME always prints 8 bytes */ \
      option += coap_serialize_array_option(number, current_number, option, coap_pkt->field, coap_pkt->field##_len, '\0'); \
      current_number = number; \
    }
#define COAP_SERIALIZE_STRING_OPTION(number, field, splitter, text)      \
    if (IS_OPTION(coap_pkt, number)) { \
      PRINTF(text" [%.*s]\n", coap_pkt->field##_len, coap_pkt->field); \
      option += coap_serialize_array_option(number, current_number, option, (uint8_t *) coap_pkt->field, coap_pkt->field##_len, splitter); \
      current_number = number; \
    }
#define COAP_SERIALIZE_MULTI_OPTION(number, field, text)      \
        if (IS_OPTION(coap_pkt, number)) { \
          PRINTF(text); \
          PRINTF("\n"); \
          option += coap_serialize_multi_option(number, current_number, option, coap_pkt->field); \
          current_number = number; \
        }
#define COAP_SERIALIZE_ACCEPT_OPTION(number, field, text)  \
    if (IS_OPTION(coap_pkt, number)) { \
      int i; \
      for (i=0; i<coap_pkt->field##_num; ++i) \
      { \
        PRINTF(text" [%u]\n", coap_pkt->field[i]); \
        option += coap_serialize_int_option(number, current_number, option, coap_pkt->field[i]); \
        current_number = number; \
      } \
    }
#define COAP_SERIALIZE_BLOCK_OPTION(number, field, text)      \
    if (IS_OPTION(coap_pkt, number)) \
    { \
      PRINTF(text" [%lu%s (%u B/blk)]\n", coap_pkt->field##_num, coap_pkt->field##_more ? "+" : "", coap_pkt->field##_size); \
      uint32_t block = coap_pkt->field##_num << 4; \
      if (coap_pkt->field##_more) block |= 0x8; \
      block |= 0xF & coap_log_2(coap_pkt->field##_size/16); \
      PRINTF(text" encoded: 0x%lX\n", block); \
      option += coap_serialize_int_option(number, current_number, option, block); \
      current_number = number; \
    }

/* To store error code and human-readable payload */
extern const char *coap_error_message;

uint16_t coap_get_mid(void);

void    coap_init_message(void *packet, coap_message_type_t type, uint8_t code, uint16_t mid);
size_t  coap_serialize_get_size(void *packet);
size_t  coap_serialize_message(void *packet, uint8_t *buffer);
coap_status_t coap_parse_message(void *request, uint8_t *data, uint16_t data_len);
void    coap_free_header(void *packet);

char *  coap_get_multi_option_as_string(multi_option_t * option);
void    coap_add_multi_option(multi_option_t **dst, uint8_t *option, size_t option_len, uint8_t is_static);
void    free_multi_option(multi_option_t *dst);

int     coap_get_query_variable(void *packet, const char *name, const char **output);
int     coap_get_post_variable(void *packet, const char *name, const char **output);

/*-----------------------------------------------------------------------------------*/

int coap_set_status_code(void *packet, unsigned int code);

unsigned int coap_get_header_content_type(void *packet);
int coap_set_header_content_type(void *packet, unsigned int content_type);

int coap_get_header_accept(void *packet, const uint16_t **accept);
int coap_set_header_accept(void *packet, uint16_t accept);

int coap_get_header_max_age(void *packet, uint32_t *age);
int coap_set_header_max_age(void *packet, uint32_t age);

int coap_get_header_etag(void *packet, const uint8_t **etag);
int coap_set_header_etag(void *packet, const uint8_t *etag, size_t etag_len);

int coap_get_header_if_match(void *packet, const uint8_t **etag);
int coap_set_header_if_match(void *packet, const uint8_t *etag, size_t etag_len);

int coap_get_header_if_none_match(void *packet);
int coap_set_header_if_none_match(void *packet);

int coap_get_header_token(void *packet, const uint8_t **token);
int coap_set_header_token(void *packet, const uint8_t *token, size_t token_len);

int coap_get_header_proxy_uri(void *packet, const char **uri); /* In-place string might not be 0-terminated. */
int coap_set_header_proxy_uri(void *packet, const char *uri);

int coap_get_header_uri_host(void *packet, const char **host); /* In-place string might not be 0-terminated. */
int coap_set_header_uri_host(void *packet, const char *host);

int coap_get_header_uri_path(void *packet, const char **path); /* In-place string might not be 0-terminated. */
int coap_set_header_uri_path(void *packet, const char *path);
int coap_set_header_uri_path_segment(void *packet, const char *path);

int coap_get_header_uri_query(void *packet, const char **query); /* In-place string might not be 0-terminated. */
int coap_set_header_uri_query(void *packet, const char *query);

int coap_get_header_location_path(void *packet, const char **path); /* In-place string might not be 0-terminated. */
int coap_set_header_location_path(void *packet, const char *path); /* Also splits optional query into Location-Query option. */

int coap_get_header_location_query(void *packet, const char **query); /* In-place string might not be 0-terminated. */
int coap_set_header_location_query(void *packet, char *query);

int coap_get_header_observe(void *packet, uint32_t *observe);
int coap_set_header_observe(void *packet, uint32_t observe);

int coap_get_header_block2(void *packet, uint32_t *num, uint8_t *more, uint16_t *size, uint32_t *offset);
int coap_set_header_block2(void *packet, uint32_t num, uint8_t more, uint16_t size);

int coap_get_header_block1(void *packet, uint32_t *num, uint8_t *more, uint16_t *size, uint32_t *offset);
int coap_set_header_block1(void *packet, uint32_t num, uint8_t more, uint16_t size);

int coap_get_header_size(void *packet, uint32_t *size);
int coap_set_header_size(void *packet, uint32_t size);

int coap_get_payload(void *packet, const uint8_t **payload);
int coap_set_payload(void *packet, const void *payload, size_t length);

#endif /* COAP_13_H_ */





d20171103_d1.6/include/std_object.h
#ifndef STD_OBJECT_H_
#define STD_OBJECT_H_

#include "../cis_api.h"
#include "../cis_internals.h"
extern int g_reboot;


typedef enum et_std_objectid
{
    std_object_security	= 0,
    std_object_count = 1,
}cis_std_objectid;


/*
 * Standard Object IDs
 */
#define CIS_SECURITY_OBJECT_ID            0



/*
 * Resource IDs for the LWM2M Security Object
 */
#define CIS_SECURITY_URI_ID                 0
#define CIS_SECURITY_BOOTSTRAP_ID           1
#define CIS_SECURITY_SECURITY_ID            2
#define CIS_SECURITY_PUBLIC_KEY_ID          3
#define CIS_SECURITY_SERVER_PUBLIC_KEY_ID   4
#define CIS_SECURITY_SECRET_KEY_ID          5
#define CIS_SECURITY_SMS_SECURITY_ID        6
#define CIS_SECURITY_SMS_KEY_PARAM_ID       7
#define CIS_SECURITY_SMS_SECRET_KEY_ID      8
#define CIS_SECURITY_SMS_SERVER_NUMBER_ID   9
#define CIS_SECURITY_SHORT_SERVER_ID        10
#define CIS_SECURITY_HOLD_OFF_ID            11

#define CIS_SECURITY_MODE_PRE_SHARED_KEY  0
#define CIS_SECURITY_MODE_RAW_PUBLIC_KEY  1
#define CIS_SECURITY_MODE_CERTIFICATE     2
#define CIS_SECURITY_MODE_NONE            3


typedef uint8_t (*std_object_read_callback)(uint16_t instanceId,int * numDataP, st_data_t ** dataArrayP,st_object_t * objectP);
typedef uint8_t (*std_object_exec_callback)(uint16_t instanceId,uint16_t resourceId,uint8_t * buffer,int length,st_object_t * objectP);
typedef uint8_t (*std_object_write_callback)(uint16_t instanceId,int numData,st_data_t * dataArray,st_object_t * objectP);

struct st_std_object_callback
{
    std_object_read_callback onRead;
    std_object_write_callback onWrite;
    std_object_exec_callback onExec;
};

struct st_std_object_callback_mapping
{
    uint8_t             stdObjectId;
    struct st_std_object_callback cb;
};


/*
 * object.c
 */

cis_ret_t std_object_read_handler(uint16_t instanceId,int * numDataP, st_data_t ** dataArrayP,st_object_t * objectP);
cis_ret_t std_object_exec_handler(uint16_t instanceId,uint16_t resourceId,uint8_t * buffer,int length,st_object_t * objectP);
cis_ret_t std_object_write_handler(uint16_t instanceId,int numData,st_data_t * dataArray,st_object_t * objectP);

cis_ret_t std_object_writeInstance(st_context_t * contextP,st_uri_t * uriP, st_data_t * dataP);
cis_list_t* std_object_get_securitys();


/*
 * object_security.c
 */
st_object_t *   std_object_create_security(int serverId, const char* serverHost,char * bsPskId, char * psk, uint16_t pskLen, bool isBootstrap);
void            std_object_clean_security(st_object_t * objectP);
void            std_object_display_security(st_object_t * objectP);
void            std_object_copy_security(st_object_t * objectDest, st_object_t * objectSrc);
char *          std_object_get_server_host(uint16_t secObjInstID);


#endif /* STD_OBJECT_H_ */





d20171103_d1.6/sample/asyn_mode/cis_asyn_defs.h
#ifndef _OBJECT_DEFS_H_
#define _OBJECT_DEFS_H_

#include "cis_api.h"


#define SAMPLE_OBJECT_MAX       2

#define SAMPLE_OID_A	        (3301)
#define SAMPLE_OID_B		    (3200)

#define SAMPLE_A_INSTANCE_COUNT        3
#define SAMPLE_A_INSTANCE_BITMAP      "101"

#define SAMPLE_B_INSTANCE_COUNT        5
#define SAMPLE_B_INSTANCE_BITMAP      "11011"

typedef struct st_sample_object
{
    cis_oid_t         oid;
    uint16_t          instCount;
    const char*       instBitmap;
    const cis_rid_t*  attrListPtr;
    uint16_t          attrCount;
    const cis_rid_t*  actListPtr;
    uint16_t          actCount;
}st_sample_object;


//////////////////////////////////////////////////////////////////////////
//a object

typedef struct st_object_a{
    int32_t intValue;
    float   floatValue;
    bool    boolValue;
    char    strValue[1024];


    //flag;
    uint8_t update;
}st_object_a;


typedef struct st_instance_a
{
    cis_iid_t   instId;
    bool        enabled;
    st_object_a instance;
}st_instance_a;


enum{
    attributeA_intValue	    = 1,
    attributeA_floatValue	= 2,
    attributeA_boolValue 	= 3,
    attributeA_stringValue	= 4,
};

enum{
    actionA_action	        = 100,
};


static const cis_rid_t const_AttrIds_a[] = {
    attributeA_intValue,
    attributeA_floatValue,
    attributeA_boolValue,
    attributeA_stringValue,
};


static const cis_rid_t const_ActIds_a[] = {
    actionA_action,
};


//////////////////////////////////////////////////////////////////////////
//b object

typedef struct st_object_b
{
    int32_t intValue;
    float   floatValue;
    bool    boolValue;
    char    strValue[1024];

    //flag;
    uint8_t update;
}st_object_b;


typedef struct st_instance_b
{
    cis_iid_t instId;
    bool    enabled;
    st_object_b instance;
}st_instance_b;


enum{
    attributeB_intValue	= 5503,
    attributeB_floatValue	= 8881,
    attributeB_stringValue	= 5750,
};

enum{
    actionB_1	        = 100,
    actionB_close	        = 101,
};


static const cis_rid_t const_AttrIds_b[] = {
    attributeB_intValue,
    attributeB_floatValue,
    attributeB_stringValue,
};


static const cis_rid_t const_ActIds_b[] = {
    actionB_1,
    actionB_close,
};


    
    

#endif//_OBJECT_DEFS_H_




d20171103_d1.6/sample/asyn_mode/cis_asyn_entry.c
#include <stdio.h>
#include <stdlib.h>
#include <cis_def.h>
#include <cis_api.h>
#include <cis_if_sys.h>
#include <cis_api.h>
#include "cis_asyn_defs.h"
#include <string.h>


static void      prv_check_update();
static cis_ret_t prv_write_resouce  (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid);
static cis_ret_t prv_read           (void* context,cis_uri_t* uri,cis_mid_t mid);
static cis_ret_t prv_read_data      (void* context,cis_uri_t* uri,cis_data_t* value);
static cis_ret_t prv_write          (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid);
static cis_ret_t prv_exec           (void* context,cis_uri_t* uri,const uint8_t* value,uint32_t length,cis_mid_t mid);
static cis_ret_t prv_params         (void* context,cis_uri_t* uri,cis_observe_attr_t parameters,cis_mid_t mid);



static cis_ret_t cis_on_read        (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid);
static cis_ret_t cis_on_write       (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid);
static cis_ret_t cis_on_exec        (void* context,cis_uri_t* uri,const uint8_t* value,uint32_t length,cis_mid_t mid);
static cis_ret_t cis_on_observe     (void* context,cis_uri_t* uri,bool flag,cis_mid_t mid);
static cis_ret_t cis_on_params      (void* context,cis_uri_t* uri,cis_observe_attr_t parameters,cis_mid_t mid);
static void      cis_on_event       (void* context,cis_evt_t eid);




static void* g_context = NULL;
static bool g_shutdown = false;
static cis_time_t g_lifetime_last = 0;
static cis_time_t g_lifetime = 0;
static cis_time_t g_notify_last = 0;

static st_sample_object     g_objectList[SAMPLE_OBJECT_MAX];
static st_instance_a        g_instList_a[SAMPLE_A_INSTANCE_COUNT];
static st_instance_b        g_instList_b[SAMPLE_B_INSTANCE_COUNT];

typedef enum{
	ASYN_CALLBACK_UNKNOWN = 0,
	ASYN_CALLBACK_READ,
	ASYN_CALLBACK_WRITE,
	ASYN_CALLBACK_EXECUTE,
	ASYN_CALLBACK_OBSERVE,
	ASYN_CALLBACK_SETPARAMS,
}et_callback_flag;

static struct st_observe_info
{
    bool    enabled;
    cis_uri_t uri;
    cis_mid_t mid;
    cis_observe_attr_t params;
};

static struct st_callback_info
{
	//asyn call
	et_callback_flag flag; //callback flag
	cis_uri_t uri;
	cis_data_t* read_value;
	cis_data_t* write_value;
	cis_mid_t mid;
	int count;
	cis_observe_attr_t params;
	uint8_t * excutebuffer;
	uint32_t excutelength;
};
static struct st_callback_info g_callback;
#define ASYN_OBSERVE_LIST_SIZE  20
static struct st_observe_info g_observe_list[ASYN_OBSERVE_LIST_SIZE] = {0};
static int  g_observe_count = 0;

static void prv_reset_callback_info()
{
	g_callback.flag = ASYN_CALLBACK_UNKNOWN;
	g_callback.mid = 0;
	g_callback.read_value = NULL;
	g_callback.write_value = NULL;
	g_callback.uri.objectId = (cis_oid_t)URI_MAX_ID;
	g_callback.uri.instanceId = (cis_iid_t)URI_MAX_ID;
	g_callback.uri.resourceId = (cis_rid_t)URI_MAX_ID;
	g_callback.uri.flag = 0;
	g_callback.excutebuffer = NULL;
	g_callback.excutelength = 0;
};

static void prv_make_sample_data()
{
    int i = 0;
    int instIndex;
    int instCount;
    for (i= 0;i<SAMPLE_OBJECT_MAX ; i++)
    {
        st_sample_object* obj = &g_objectList[i];
        switch(i){
        case 0:
            {
                obj->oid = SAMPLE_OID_A;
                obj->instBitmap = SAMPLE_A_INSTANCE_BITMAP;
                instCount = SAMPLE_A_INSTANCE_COUNT;
                for (instIndex = 0;instIndex < instCount;instIndex++)
                {
                    if(obj->instBitmap[instIndex] != '1'){
                        g_instList_a[instIndex].instId = instIndex;
                        g_instList_a[instIndex].enabled = false;
                    }else
                    {
                        g_instList_a[instIndex].instId = instIndex;
                        g_instList_a[instIndex].enabled = true;

                        g_instList_a[instIndex].instance.boolValue = true;
                        g_instList_a[instIndex].instance.floatValue = (float)cissys_rand() * 10.0 / 0xFFFFFFFF;
                        g_instList_a[instIndex].instance.intValue = cissys_rand() % 100;
                        strcpy(g_instList_a[instIndex].instance.strValue,"temp test");
                    }
                }
                obj->attrCount = sizeof(const_AttrIds_a) / sizeof(cis_rid_t);
                obj->attrListPtr = const_AttrIds_a;

                obj->actCount = sizeof(const_ActIds_a) / sizeof(cis_rid_t);
                obj->actListPtr = const_ActIds_a;
            }
            break;
        case 1:
            {
                obj->oid = SAMPLE_OID_B;
                obj->instBitmap = SAMPLE_B_INSTANCE_BITMAP;
                instCount = SAMPLE_B_INSTANCE_COUNT;
                for (instIndex = 0;instIndex < instCount;instIndex++)
                {
                    if(obj->instBitmap[instIndex] != '1'){
                        g_instList_b[instIndex].instId = instIndex;
                        g_instList_b[instIndex].enabled = false;
                    }else
                    {
                        g_instList_b[instIndex].instId = instIndex;
                        g_instList_b[instIndex].enabled = true;

                        g_instList_b[instIndex].instance.boolValue = true;
                        g_instList_b[instIndex].instance.floatValue = cissys_rand() * 10.0 / 0xFFFFFFFF;
                        g_instList_b[instIndex].instance.intValue = 555;
                        strcpy(g_instList_b[instIndex].instance.strValue,"test");
                    }
                }

                obj->attrCount = sizeof(const_AttrIds_b) / sizeof(cis_rid_t);
                obj->attrListPtr = const_AttrIds_b;

                obj->actCount = sizeof(const_ActIds_b) / sizeof(cis_rid_t);
                obj->actListPtr = const_ActIds_b;
            }
            break;
        }
    }
}




int cis_asyn_entry(void* config_bin,uint32_t config_size)
{
    cis_version_t ver;
    int index = 0;

	cis_callback_t callback;
	callback.onRead = cis_on_read;
	callback.onWrite = cis_on_write;
	callback.onExec = cis_on_exec;
    callback.onObserve = cis_on_observe;
    callback.onSetParams = cis_on_params;
    callback.onEvent = cis_on_event;

    g_lifetime = 60;
    /*init sample data*/
    prv_make_sample_data();


    cis_version(g_context,&ver);
    printf("CIS SDK Version:%u.%u\n",ver.major,ver.minor);


    if(cis_init(&g_context,g_lifetime,config_bin,config_size) != CIS_RET_OK){
        printf("cis sync entry init failed.\n");
        return -1;
    }

    for (index= 0;index<SAMPLE_OBJECT_MAX ; index++)
    {
        cis_res_config_t resconfig;
        cis_inst_bitmap_t bitmap;

        uint16_t instCount,instBytes;
        const char* instAsciiPtr;
        uint8_t * instPtr;
        cis_oid_t oid;
        int16_t i;
        st_sample_object* obj = &g_objectList[index];

        oid = obj->oid;
        instCount = strlen(obj->instBitmap);
        instBytes = (instCount - 1) / 8 + 1;
        instAsciiPtr = obj->instBitmap;

        instPtr = (uint8_t*)cissys_malloc(instBytes);
        memset(instPtr,0,instBytes);
        
        for (i = 0;i < instCount;i++)
        {
            uint8_t instBytePos = i / 8;
            uint8_t instByteOffset = 7 - (i % 8);
            if(instAsciiPtr[i] == '1'){
                instPtr[instBytePos] += 0x01 << instByteOffset;
            }
        }

        resconfig.attributeCount = obj->attrCount;
        resconfig.actionCount = obj->actCount;
        bitmap.instanceCount = instCount;
        bitmap.instanceBitmap = instPtr;
        bitmap.instanceBytes = instBytes;

        cis_addobject(g_context,oid,&bitmap,&resconfig);
        cissys_free(instPtr);
    }
    g_lifetime_last = cissys_gettime();
    cis_register(g_context,&callback);
	g_shutdown = false;
	while(!g_shutdown){
        
        /*pump function*/
		cis_pump(g_context);

        /*update lifetime*/
        uint32_t nowtime = cissys_gettime();
        if(nowtime - g_lifetime_last > ((g_lifetime * 1000) * 0.9)){
            g_lifetime_last = cissys_gettime();
            cis_update_reg(g_context,LIFETIME_INVALID,false);
        }
        
        switch (g_callback.flag)
		{
		case 0:
			break;
		case ASYN_CALLBACK_READ:
			{
				//read and notify
				uint8_t result = prv_read(g_context,&g_callback.uri,g_callback.mid);
				prv_reset_callback_info();
			}
			break;
		case ASYN_CALLBACK_WRITE:
			{
				//write and notify
				uint8_t result = prv_write(g_context,&g_callback.uri,g_callback.write_value,g_callback.mid);
				cis_notify(g_context,result,NULL,0,g_callback.mid);
				prv_reset_callback_info();
			}
			break;
		case ASYN_CALLBACK_EXECUTE:
			{
				//exec and notify
				uint8_t result = prv_exec(g_context,&g_callback.uri,g_callback.excutebuffer,g_callback.excutelength,g_callback.mid);
				cis_notify(g_context,result,NULL,0,g_callback.mid);
				prv_reset_callback_info();
			}
			break;
		case ASYN_CALLBACK_SETPARAMS:
			{
				//set parameters and notify
				uint8_t result = prv_params(g_context,&g_callback.uri,g_callback.params,g_callback.mid);
				cis_notify(g_context,result,NULL,0,g_callback.mid);
				prv_reset_callback_info();
			}
			break;
		default:
			break;
		}



        /*data notify*/
        if(nowtime - g_notify_last > 10 * 1000){
            g_notify_last = nowtime;
            for(int i =0 ;i< g_observe_count;i++){
                if(g_observe_list[i].enabled){
                    if(g_observe_list[i].mid == 0)continue;
                    if(g_observe_list[i].uri.flag == 0)continue;
                    //prv_read(g_context,&g_observe_list[i].uri,g_observe_list[i].mid);
                }
            }
        }

        /*don't delay or sleep here*/
	}
    cis_unregister(g_context);
    cis_deinit(g_context);
	return 0;
}


//////////////////////////////////////////////////////////////////////////
//private callback funcation;

cis_ret_t prv_write_resource		        (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid)
{
    uint8_t index;
    cis_iid_t instId;
    st_sample_object* object = NULL;

    if(CIS_URI_IS_SET_RESOURCE(uri))
    {
        printf("prv_write_resource:(%d/%d/%d)\n",uri->objectId,uri->instanceId,uri->resourceId);
    }
    else
    {
        return CIS_CALLBACK_METHOD_NOT_ALLOWED;
    }

    if(!CIS_URI_IS_SET_INSTANCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }

    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }

    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }


    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeA_intValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.intValue = atoi((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.intValue = value->value.asInteger;
                    }
                }
                else if(uri->resourceId == attributeA_floatValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.floatValue = atof((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.floatValue = value->value.asFloat;
                    }
                   }
                else if(uri->resourceId == attributeA_boolValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.boolValue = atoi((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.boolValue = value->value.asBoolean;
                    }
 
                }
                else if(uri->resourceId == attributeA_stringValue)
                {
                    strncpy(inst->instance.strValue,(char*)value->asBuffer.buffer,sizeof(inst->instance.strValue));

                 }else{
                    return CIS_CALLBACK_METHOD_NOT_ALLOWED;
                }
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeB_intValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.intValue = atoi((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.intValue = value->value.asInteger;
                    }
                }
                else if(uri->resourceId == attributeB_floatValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.floatValue = atof((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.floatValue = value->value.asFloat;
                    }
                }
            
                else if(uri->resourceId == attributeB_stringValue)
                {
                    strncpy(inst->instance.strValue,(char*)value->asBuffer.buffer,sizeof(inst->instance.strValue));
                }else{
                    return CIS_CALLBACK_METHOD_NOT_ALLOWED;
                }
            }
        }
        break;
    }

    return CIS_CALLBACK_WRITE_SUCCESS;
}


cis_ret_t prv_read	 (void* context,cis_uri_t* uri,cis_mid_t mid)
{
	cis_data_t * dataP;
	int result = CIS_CALLBACK_READ_SUCCESS;

	if (CIS_URI_IS_SET_INSTANCE(uri) && CIS_URI_IS_SET_RESOURCE(uri))//single resouce
	{
		dataP = cis_data_new(1);

		if (dataP != NULL)
		{
			memset(dataP, 0, sizeof(cis_data_t));
		}
        if(prv_read_data(context,uri,dataP) == CIS_CALLBACK_READ_SUCCESS)
        {
            cis_notify(context,result,dataP,1,mid);
        }
		cis_data_free(1,dataP);
	}
	else if(CIS_URI_IS_SET_INSTANCE(uri) && !CIS_URI_IS_SET_RESOURCE(uri))//one instance
	{
		//malloc for one instance
		dataP =  cis_data_new(1);

		if (dataP != NULL)
		{
			memset(dataP, 0, sizeof(cis_data_t));
		}

		if (dataP == NULL) 
		{
			return CIS_CALLBACK_NOT_FOUND;
		}

		dataP->type = cis_data_type_object_instance;
		if(prv_read_data(context,uri,dataP) == CIS_CALLBACK_READ_SUCCESS)
        {
            cis_notify(context,result,dataP,1,mid);
        }
		cis_data_free(1,dataP);
	}else if(!CIS_URI_IS_SET_INSTANCE(uri) && !CIS_URI_IS_SET_RESOURCE(uri)) // one object
	{
        int list_index = 0;
        int i = 0;
		int instCount = 0;
        cis_data_t * item;

        instCount = g_callback.count;
		dataP =  cis_data_new(instCount);
        if(dataP == NULL)
        {
            return CIS_CALLBACK_SERVICE_UNAVAILABLE;
        }

		memset(dataP, 0, instCount * sizeof(cis_data_t));
        switch(uri->objectId)
        {
        case SAMPLE_OID_A:
            {
                for(i=0;i<SAMPLE_A_INSTANCE_COUNT;i++)
                {
                    
                    st_instance_a *inst = &g_instList_a[i];
                    if(inst == NULL || inst->enabled == false){
                        continue;
                    }
                    if(list_index>=instCount)break;
                    item = &dataP[list_index];
                    item->type = cis_data_type_object_instance;
                    cis_uri_make(uri->objectId,inst->instId,URI_INVALID,uri);
                    result = prv_read_data(context,uri,item);
                    list_index++;
                }
            }
            break;
        case SAMPLE_OID_B:
            {
                for(i=0;i<SAMPLE_B_INSTANCE_COUNT;i++)
                {
                    st_instance_b *inst = &g_instList_b[i];
                    if(inst == NULL || inst->enabled == false){
                        continue;
                    }
                    if(list_index>=instCount)break;
                    item = &dataP[list_index];
                    item->type = cis_data_type_object_instance;
                    cis_uri_make(uri->objectId,inst->instId,URI_INVALID,uri);
                    result = prv_read_data(context,uri,item);
                    list_index++;
                }
            }
            break;
        };

		dataP->type = cis_data_type_object_instance;
		if(result == CIS_CALLBACK_READ_SUCCESS)
        {
            cis_notify(context,result,dataP,instCount,mid);
        }
		cis_data_free(instCount,dataP);
	}
	return result;
}




cis_ret_t prv_read_data(void* context,cis_uri_t* uri,cis_data_t* value)
{
    uint8_t index;
    st_sample_object* object = NULL;

    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }

    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }


    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeA_intValue)
                {
                    value->id = attributeA_intValue;
                    value->type = cis_data_type_integer;
                    value->value.asInteger = inst->instance.intValue;
                }
                else if(uri->resourceId == attributeA_floatValue)
                {
                    value->id = attributeA_floatValue;
                    value->type = cis_data_type_float;
                    value->value.asFloat = inst->instance.floatValue;
                }
                else if(uri->resourceId == attributeA_boolValue)
                {
                    value->id = attributeA_boolValue;
                    value->type = cis_data_type_bool;
                    value->value.asBoolean = inst->instance.boolValue;
                }
                else if(uri->resourceId == attributeA_stringValue)
                {
                    value->id = attributeA_stringValue;
                    value->type = cis_data_type_string;
                    value->asBuffer.length = strlen(inst->instance.strValue);
                    value->asBuffer.buffer = (uint8_t*)strdup(inst->instance.strValue);
                }else{
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }else{

                int cnt = 4; //attr number
                value->id = inst->instId;
                value->type = cis_data_type_object_instance;
                value->value.asChildren.count = cnt;
                value->value.asChildren.array =  cis_data_new(cnt);
                memset(value->value.asChildren.array,0,cnt*sizeof(cis_data_t));


                cis_data_t* tmpdata;
                tmpdata = &value->value.asChildren.array[0];
                tmpdata->id = attributeA_intValue;
                tmpdata->type = cis_data_type_integer;
                tmpdata->value.asInteger = inst->instance.intValue;

                tmpdata = &value->value.asChildren.array[1];
                tmpdata->id = attributeA_floatValue;
                tmpdata->type = cis_data_type_float;
                tmpdata->value.asFloat = inst->instance.floatValue;

                tmpdata = &value->value.asChildren.array[2];
                tmpdata->id = attributeA_boolValue;
                tmpdata->type = cis_data_type_bool;
                tmpdata->value.asBoolean = inst->instance.boolValue;

                tmpdata = &value->value.asChildren.array[3];
                tmpdata->id = attributeA_stringValue;
                tmpdata->type = cis_data_type_string;
                tmpdata->asBuffer.length = strlen(inst->instance.strValue);
                tmpdata->asBuffer.buffer = (uint8_t*)strdup(inst->instance.strValue);
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeB_intValue)
                {
                    value->id = attributeB_intValue;
                    value->type = cis_data_type_integer;
                    value->value.asInteger = inst->instance.intValue;
                }
                else if(uri->resourceId == attributeB_floatValue)
                {
                    value->id = attributeB_floatValue;
                    value->type = cis_data_type_float;
                    value->value.asFloat = inst->instance.floatValue;
                }
                
                else if(uri->resourceId == attributeB_stringValue)
                {
                    value->id = attributeB_stringValue;
                    value->type = cis_data_type_string;
                    value->asBuffer.length = strlen(inst->instance.strValue);
                    value->asBuffer.buffer = (uint8_t*)strdup(inst->instance.strValue);
                }else{
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }else{
                int cnt = 4; //attr number
                value->id = inst->instId;
                value->type = cis_data_type_object_instance;
                value->value.asChildren.count = cnt;
                value->value.asChildren.array =  cis_data_new(cnt);
                memset(value->value.asChildren.array,0,cnt*sizeof(cis_data_t));


                cis_data_t* tmpdata;
                tmpdata = &value->value.asChildren.array[0];
                tmpdata->id = attributeB_intValue;
                tmpdata->type = cis_data_type_integer;
                tmpdata->value.asInteger = inst->instance.intValue;


                tmpdata = &value->value.asChildren.array[1];
                tmpdata->id = attributeB_floatValue;
                tmpdata->type = cis_data_type_float;
                tmpdata->value.asFloat = inst->instance.floatValue;


                tmpdata = &value->value.asChildren.array[2];
                tmpdata->id = attributeB_stringValue;
                tmpdata->type = cis_data_type_string;
                tmpdata->asBuffer.length = strlen(inst->instance.strValue);
                tmpdata->asBuffer.buffer = (uint8_t*)strdup(inst->instance.strValue);

                value->value.asChildren.count = sizeof(const_AttrIds_a) / sizeof(cis_rid_t);
            }
        }
        break;
    }

    return CIS_CALLBACK_READ_SUCCESS;
}


cis_ret_t prv_write          (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid)
{
    int count;
    uint8_t index;
    int i;
    cis_ret_t  ret = CIS_CALLBACK_WRITE_SUCCESS;
    st_sample_object* object = NULL;

    if(!CIS_URI_IS_SET_INSTANCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }

    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }

    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }


    count = value->value.asChildren.count;
    for(i = 0;i<count;i++)
    {
        uri->resourceId = value->value.asChildren.array[i].id;
        cis_uri_update(uri);
        ret = prv_write_resource(context,uri,&value->value.asChildren.array[i],mid);
        if(ret != CIS_CALLBACK_WRITE_SUCCESS){
            break;
        }
    }

    cis_data_free(1,g_callback.write_value);
    g_callback.write_value = NULL;
    
    return ret;
}


cis_ret_t prv_exec              (void* context,cis_uri_t* uri,const uint8_t* value,uint32_t length,cis_mid_t mid)
{

    uint8_t index;
    st_sample_object* object = NULL;
    

    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }

    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }


    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(uri->resourceId == actionA_action)
            {
                /*
                *\call tempperature action;
                */
            }else{
                return CIS_CALLBACK_METHOD_NOT_ALLOWED;
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(uri->resourceId == actionB_1)
            {
                /*
                *\call light open;
                */
            }else
            if(uri->resourceId == actionB_close)
            {
                /*
                *\call light close;
                */
            }else{
                return CIS_CALLBACK_METHOD_NOT_ALLOWED;
            }
        }
        break;
    }
    return CIS_CALLBACK_EXECUTE_SUCCESS;
};






cis_ret_t prv_params         (void* context,cis_uri_t* uri,cis_observe_attr_t parameters,cis_mid_t mid)
{
    uint8_t index;
    st_sample_object* object = NULL;


    if(CIS_URI_IS_SET_RESOURCE(uri)){
        printf("prv_params:(%d/%d/%d)\n",uri->objectId,uri->instanceId,uri->resourceId);
    }
    else{
        return CIS_CALLBACK_METHOD_NOT_ALLOWED;
    }

    if(!CIS_URI_IS_SET_INSTANCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }

    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }

    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }


    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeA_intValue
                    && uri->resourceId != attributeA_floatValue
                    && uri->resourceId != attributeA_boolValue
                    && uri->resourceId != attributeA_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeB_intValue
                    && uri->resourceId != attributeB_floatValue
                    && uri->resourceId != attributeB_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    }

    return CIS_CALLBACK_OBSERVE_PARAMS_SUCCESS;
}

//////////////////////////////////////////////////////////////////////////





cis_ret_t cis_on_read		        (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid)
{

	if(mid > 0 && g_callback.flag == ASYN_CALLBACK_UNKNOWN)
	{
		g_callback.flag = ASYN_CALLBACK_READ;
		g_callback.mid = mid;
		g_callback.read_value = NULL;
        g_callback.count = value->value.asChildren.count;
		g_callback.uri.objectId = uri->objectId;
		g_callback.uri.instanceId = uri->instanceId;
		g_callback.uri.resourceId = uri->resourceId;
		g_callback.uri.flag = uri->flag;
		return CIS_CALLBACK_READ_SUCCESS;
	}

    return CIS_CALLBACK_METHOD_NOT_ALLOWED;
}

cis_ret_t cis_on_write		        (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid)
{
    int count;
    int i;
    st_sample_object* object = NULL;

    if(CIS_URI_IS_SET_RESOURCE(uri)){
        printf("cis_on_write:(%d/%d/%d)\n",uri->objectId,uri->instanceId,uri->resourceId);
    }
    else{
        printf("cis_on_write:(%d/%d)\n",uri->objectId,uri->instanceId);
    }

    if(mid > 0 && g_callback.flag == ASYN_CALLBACK_UNKNOWN)
    {
        cis_data_t* target = cis_data_new(1);

        target->value.asChildren.count = value->value.asChildren.count;
        count = target->value.asChildren.count;
        target->value.asChildren.array = cis_data_new(count);
        for(i = 0;i<count;i++)
        {
            target->value.asChildren.array[i].id = value->value.asChildren.array[i].id;
            target->value.asChildren.array[i].type = value->value.asChildren.array[i].type;
            target->value.asChildren.array[i].value.asInteger = value->value.asChildren.array[i].value.asInteger;
            if(value->value.asChildren.array[i].asBuffer.length > 0){
                int len = value->value.asChildren.array[i].asBuffer.length;
                target->value.asChildren.array[i].asBuffer.buffer = (uint8_t*)cissys_malloc(len);
                cissys_memcpy(target->value.asChildren.array[i].asBuffer.buffer,value->value.asChildren.array[i].asBuffer.buffer,len);
                target->value.asChildren.array[i].asBuffer.length = len;
            }
        }

        g_callback.flag = ASYN_CALLBACK_WRITE;
        g_callback.mid = mid;
        g_callback.write_value = target;
        g_callback.uri.objectId = uri->objectId;
        g_callback.uri.instanceId = uri->instanceId;
        g_callback.uri.resourceId = uri->resourceId;
        g_callback.uri.flag = uri->flag;


        return CIS_CALLBACK_WRITE_SUCCESS;
    }

    return CIS_CALLBACK_BAD_REQUEST;
}


cis_ret_t cis_on_exec              (void* context,cis_uri_t* uri,const uint8_t* value,uint32_t length,cis_mid_t mid)
{
    if(CIS_URI_IS_SET_RESOURCE(uri)){
        printf("cis_on_exec:(%d/%d/%d)\n",uri->objectId,uri->instanceId,uri->resourceId);
    }
    else{
        return CIS_CALLBACK_METHOD_NOT_ALLOWED;
    }

    if(!CIS_URI_IS_SET_INSTANCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }

    if(mid > 0 && g_callback.flag == ASYN_CALLBACK_UNKNOWN)
    {
        g_callback.flag = ASYN_CALLBACK_EXECUTE;
        g_callback.mid = mid;
        g_callback.uri.objectId = uri->objectId;
        g_callback.uri.instanceId = uri->instanceId;
        g_callback.uri.resourceId = uri->resourceId;
        g_callback.uri.flag = uri->flag;
        return CIS_CALLBACK_EXECUTE_SUCCESS;
    }


    return CIS_CALLBACK_EXECUTE_SUCCESS;
}

#include <cis_log.h>
cis_ret_t cis_on_observe         (void* context,cis_uri_t* uri,bool flag,cis_mid_t mid)
{
    st_sample_object* object = NULL;

    if(!CIS_URI_IS_SET_INSTANCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }
    
    if(mid > 0)
    {
        if(flag){
            g_observe_list[g_observe_count].mid = mid;
            g_observe_list[g_observe_count].uri.objectId = uri->objectId;
            g_observe_list[g_observe_count].uri.instanceId = uri->instanceId;
            g_observe_list[g_observe_count].uri.resourceId = uri->resourceId;
            g_observe_list[g_observe_count].uri.flag = uri->flag;
            g_observe_list[g_observe_count].enabled = true;
            g_observe_count++;


            LOGD("cis_on_observe set(%d): %d/%d/%d\n",
                g_observe_count,
                uri->objectId,
                CIS_URI_IS_SET_INSTANCE(uri)?uri->instanceId:-1,
                CIS_URI_IS_SET_RESOURCE(uri)?uri->resourceId:-1);
            
        }else{
            int i;
            g_observe_list[g_observe_count].enabled = false;
            for (i=0;i<g_observe_count;i++)
            {
                if(g_observe_list[i].mid == mid){
                    g_observe_list[i].enabled = false;
                    break;
                }
            }
            
            LOGD("cis_on_observe cancel: %d/%d/%d\n",
                uri->objectId,
                CIS_URI_IS_SET_INSTANCE(uri)?uri->instanceId:-1,
                CIS_URI_IS_SET_RESOURCE(uri)?uri->resourceId:-1);
        }
        
        return CIS_CALLBACK_OBSERVE_SUCCESS;
    }
    return CIS_CALLBACK_BAD_REQUEST;
}


cis_ret_t cis_on_params         (void* context,cis_uri_t* uri,cis_observe_attr_t parameters,cis_mid_t mid)
{
    st_sample_object* object = NULL;


    if(CIS_URI_IS_SET_RESOURCE(uri)){
        printf("cis_on_params:(%d/%d/%d)\n",uri->objectId,uri->instanceId,uri->resourceId);
    }
    else{
        return CIS_CALLBACK_METHOD_NOT_ALLOWED;
    }

    if(!CIS_URI_IS_SET_INSTANCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }


    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeA_intValue
                    && uri->resourceId != attributeA_floatValue
                    && uri->resourceId != attributeA_boolValue
                    && uri->resourceId != attributeA_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeB_intValue
                    && uri->resourceId != attributeB_floatValue
                    && uri->resourceId != attributeB_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    }

    return CIS_CALLBACK_OBSERVE_PARAMS_SUCCESS;
}

void cis_on_event             (void* context,cis_evt_t eid)
{
    printf("cis_on_event id:%d\n",eid);
}





d20171103_d1.6/sample/asyn_mode/cis_asyn_main.c
#include <stdio.h>
#include <string.h>
#include <cis_def.h>

extern int cis_asyn_entry(void* config_bin,uint32_t config_size);


static const uint8_t config_hex[] = {0x13,0x00,0x33,
                                     0xf1,0x00,0x03,
                                     0xf2,0x00,0x21,0x05,0x00/*mtu*/,0x11/*Link&bind type*/,0x00,0x00/*vpn*/,0x00,0x00/*username*/,0x00,0x00/*password*/,
                                          0x00,0x0d/*host length*/,0x31,0x38,0x33,0x2e,0x32,0x33,0x30,0x2e,0x34,0x30,0x2e,0x34,0x30,0x00,0x04,0x4e,0x55,0x4c,0x4c,
                                     0xf3,0x00,0x0c,0xea,0x04,0x00,0x00,0x04,0x4e,0x55,0x4c,0x4c};

int main(int argc,char *argv[])
{
   while(1){
#if CIS_ENABLE_ASYNCALLBACK
       cis_asyn_entry((void*)config_hex,sizeof(config_hex));
#else
        break;
#endif
    }
    return 0;
}








d20171103_d1.6/sample/sync_mode/cis_sync_defs.h
#ifndef _OBJECT_DEFS_H_
#define _OBJECT_DEFS_H_

#include "cis_api.h"


#define SAMPLE_OBJECT_MAX       3

#define SAMPLE_OID_A	        (3301)
#define SAMPLE_OID_B		    (3200)
#define SAMPLE_OID_C		    (3201)

#define SAMPLE_A_INSTANCE_COUNT        3
#define SAMPLE_A_INSTANCE_BITMAP      "101"

#define SAMPLE_B_INSTANCE_COUNT        5
#define SAMPLE_B_INSTANCE_BITMAP      "11011"

#define SAMPLE_C_INSTANCE_COUNT        1
#define SAMPLE_C_INSTANCE_BITMAP      "1"





typedef struct st_sample_object
{
    cis_oid_t         oid;
    uint16_t          instCount;
    const char*       instBitmap;
    const cis_rid_t*  attrListPtr;
    uint16_t          attrCount;
    const cis_rid_t*  actListPtr;
    uint16_t          actCount;
}st_sample_object;


//////////////////////////////////////////////////////////////////////////
//a object

typedef struct st_object_a{
    int32_t intValue;
    float   floatValue;
    bool    boolValue;
    char    strValue[1024];


    //flag;
    uint8_t update;
}st_object_a;


typedef struct st_instance_a
{
    cis_iid_t   instId;
    bool        enabled;
    st_object_a instance;
}st_instance_a;


enum{
    attributeA_intValue	    = 1,
    attributeA_floatValue	= 2,
    attributeA_boolValue 	= 3,
    attributeA_stringValue	= 4,
};

enum{
    actionA_action	        = 100,
};


static const cis_rid_t const_AttrIds_a[] = {
    attributeA_intValue,
    attributeA_floatValue,
    attributeA_boolValue,
    attributeA_stringValue,
};


static const cis_rid_t const_ActIds_a[] = {
    actionA_action,
};


//////////////////////////////////////////////////////////////////////////
//b object

typedef struct st_object_b
{
    int32_t intValue;
    float   floatValue;
    bool    boolValue;
    char    strValue[1024];


    //flag;
    uint8_t update;
}st_object_b;


typedef struct st_instance_b
{
    cis_iid_t instId;
    bool    enabled;
    st_object_b instance;
}st_instance_b;


enum{
    attributeB_intValue 	= 5503,
    attributeB_floatValue	= 8881,
    attributeB_stringValue	= 5750,
};

enum{
    actionB_1	            = 5505,
};


static const cis_rid_t const_AttrIds_b[] = {
    attributeB_intValue,
    attributeB_floatValue,
    attributeB_stringValue,
};


static const cis_rid_t const_ActIds_b[] = {
    actionB_1,
};




//////////////////////////////////////////////////////////////////////////
//c object

typedef struct st_object_c
{
    bool    value5550;
    bool    value5551;
    char    value5750[128];

    //flag;
    uint8_t update;
}st_object_c;


typedef struct st_instance_c
{
    cis_iid_t instId;
    bool    enabled;
    st_object_c instance;
}st_instance_c;


enum{
    attributeC_5550	= 5550,
    attributeC_5551	= 5551,
    attributeC_5750	= 5750,
};


static const cis_rid_t const_AttrIds_c[] = {
    attributeC_5550,
    attributeC_5551,
    attributeC_5750
};




    
    

#endif//_OBJECT_DEFS_H_




d20171103_d1.6/sample/sync_mode/cis_sync_entry.c
#include <stdio.h>
#include <stdlib.h>
#include <cis_def.h>
#include <cis_api.h>
#include <cis_if_sys.h>
#include "cis_sync_defs.h"
#include <string.h>
#include "cis_api.h"

static void prv_make_sample_data();
static void prv_check_update();

static cis_ret_t cis_on_read        (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid);
static cis_ret_t cis_on_write       (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid);
static cis_ret_t cis_on_exec        (void* context,cis_uri_t* uri,const uint8_t* value,uint32_t length,cis_mid_t mid);
static cis_ret_t cis_on_observe     (void* context,cis_uri_t* uri,bool flag,cis_mid_t mid);
static cis_ret_t cis_on_discover    (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid);
static cis_ret_t cis_on_params      (void* context,cis_uri_t* uri,cis_observe_attr_t parameters,cis_mid_t mid);
static void      cis_on_event       (void* context,cis_evt_t eid);

static cis_ret_t prv_write_resource (void* context,cis_uri_t* uri,const cis_data_t* data,cis_mid_t mid);


static void* g_context = NULL;
static bool g_shutdown = false;
static cis_time_t g_lifetime_last = 0;
static cis_time_t g_lifetime = 0;


static st_sample_object     g_objectList[SAMPLE_OBJECT_MAX];
static st_instance_a        g_instList_a[SAMPLE_A_INSTANCE_COUNT];
static st_instance_b        g_instList_b[SAMPLE_B_INSTANCE_COUNT];
static st_instance_c        g_instList_c[SAMPLE_C_INSTANCE_COUNT];



int cis_sync_entry(void* config_bin,uint32_t config_size)
{
    cis_version_t ver;
    int index = 0;

	cis_callback_t callback;
	callback.onRead = cis_on_read;
	callback.onWrite = cis_on_write;
	callback.onExec = cis_on_exec;
    callback.onObserve = cis_on_observe;
	callback.onDiscover = cis_on_discover;
    callback.onSetParams = cis_on_params;
    callback.onEvent = cis_on_event;

    g_lifetime = 60;
    /*init sample data*/
    prv_make_sample_data();

    cis_version(g_context,&ver);
    printf("CIS SDK Version:%u.%u\n",ver.major,ver.minor);


    if(cis_init(&g_context,g_lifetime,config_bin,config_size) != CIS_RET_OK){
        printf("cis sync entry init failed.\n");
        return -1;
    }

    for (index= 0;index<SAMPLE_OBJECT_MAX ; index++)
    {
        cis_res_config_t resconfig;
        cis_inst_bitmap_t bitmap;

        uint8_t instCount,instBytes;
        const char* instAsciiPtr;
        uint8_t * instPtr;
        cis_oid_t oid;
        int16_t instIndex;
        st_sample_object* obj = &g_objectList[index];

        oid = obj->oid;
        instCount = strlen(obj->instBitmap);
        instBytes = (instCount - 1) / 8 + 1;
        instAsciiPtr = obj->instBitmap;

        instPtr = (uint8_t*)cissys_malloc(instBytes);
        memset(instPtr,0,instBytes);
        
        for (instIndex = 0;instIndex < instCount;instIndex++)
        {
            uint8_t instBytePos = instIndex / 8;
            uint8_t instByteOffset = 7 - (instIndex % 8);
            if(instAsciiPtr[instIndex] == '1'){
                instPtr[instBytePos] += 0x01 << instByteOffset;
            }
        }

        resconfig.attributeCount = obj->attrCount;
        resconfig.actionCount = obj->actCount;
        bitmap.instanceCount = instCount;
        bitmap.instanceBitmap = instPtr;
        bitmap.instanceBytes = instBytes;

        cis_addobject(g_context,oid,&bitmap,&resconfig);
        cissys_free(instPtr);
    }

    g_lifetime_last = cissys_gettime();
    cis_register(g_context,&callback);
	g_shutdown = false;
	while(!g_shutdown){
        
        /*pump function*/
		cis_pump(g_context);

        //check update from sensor
        prv_check_update();

        uint32_t nowtime = cissys_gettime();
        if(nowtime - g_lifetime_last > ((g_lifetime * 1000) * 0.9)){
            g_lifetime_last = cissys_gettime();
            cis_update_reg(g_context,g_lifetime,false);
        }
        /*don't delay or sleep of long time*/
	}
    cis_unregister(g_context);
    cis_deinit(g_context);
	return 0;
}




//////////////////////////////////////////////////////////////////////////

static void prv_make_sample_data()
{
    int i = 0;
    int instIndex;
    int instCount;
    for (i= 0;i<SAMPLE_OBJECT_MAX ; i++)
    {
        st_sample_object* obj = &g_objectList[i];
        switch(i){
        case 0:
            {
                obj->oid = SAMPLE_OID_A;
                obj->instBitmap = SAMPLE_A_INSTANCE_BITMAP;
                instCount = SAMPLE_A_INSTANCE_COUNT;
                for (instIndex = 0;instIndex < instCount;instIndex++)
                {
                    if(instIndex == 0){
                        if(obj->instBitmap[instIndex] != '1'){
                            g_instList_a[instIndex].instId = instIndex;
                            g_instList_a[instIndex].enabled = false;
                        }else
                        {
                            cissys_sleepms(200);
                            g_instList_a[instIndex].instId = instIndex;
                            g_instList_a[instIndex].enabled = true;

                            g_instList_a[instIndex].instance.boolValue = true;
                            g_instList_a[instIndex].instance.update = 0;
                            g_instList_a[instIndex].instance.floatValue = 1.0;
                            g_instList_a[instIndex].instance.intValue = 1;
                            strcpy(g_instList_a[instIndex].instance.strValue,"Test1");
                        }

                    }else
                    {
                        if(obj->instBitmap[instIndex] != '1'){
                            g_instList_a[instIndex].instId = instIndex;
                            g_instList_a[instIndex].enabled = false;
                        }
                        else
                        {
                            cissys_sleepms(200);
                            g_instList_a[instIndex].instId = instIndex;
                            g_instList_a[instIndex].enabled = true;

                            g_instList_a[instIndex].instance.boolValue = true;
                            g_instList_a[instIndex].instance.update = 0;
                            g_instList_a[instIndex].instance.floatValue = 2.0;
                            g_instList_a[instIndex].instance.intValue = 2;
                            strcpy(g_instList_a[instIndex].instance.strValue,"Test2");
                        }

                    }
                }
                obj->attrCount = sizeof(const_AttrIds_a) / sizeof(cis_rid_t);
                obj->attrListPtr = const_AttrIds_a;

                obj->actCount = sizeof(const_ActIds_a) / sizeof(cis_rid_t);
                obj->actListPtr = const_ActIds_a;

            }
            break;
        case 1:
            {
                obj->oid = SAMPLE_OID_B;
                obj->instBitmap = SAMPLE_B_INSTANCE_BITMAP;
                instCount = SAMPLE_B_INSTANCE_COUNT;
                for (instIndex = 0;instIndex < instCount;instIndex++)
                {
                    
                    if(obj->instBitmap[instIndex] != '1'){
                        g_instList_b[instIndex].instId = instIndex;
                        g_instList_b[instIndex].enabled = false;
                    }else
                    {
                        cissys_sleepms(200);
                        g_instList_b[instIndex].instId = instIndex;
                        g_instList_b[instIndex].enabled = true;

                        g_instList_b[instIndex].instance.boolValue = true;
                        g_instList_b[instIndex].instance.update = 0;
                        g_instList_b[instIndex].instance.floatValue = cissys_rand() * 10.0 / 0xFFFFFFFF;
                        g_instList_b[instIndex].instance.intValue = 555;
                        strcpy(g_instList_b[instIndex].instance.strValue,"test");
                    }
                }

                obj->attrCount = sizeof(const_AttrIds_b) / sizeof(cis_rid_t);
                obj->attrListPtr = const_AttrIds_b;

                obj->actCount = sizeof(const_ActIds_b) / sizeof(cis_rid_t);
                obj->actListPtr = const_ActIds_b;
            }
            break;
        
        case 2:
            {
                obj->oid = SAMPLE_OID_C;
                obj->instBitmap = SAMPLE_C_INSTANCE_BITMAP;
                instCount = SAMPLE_C_INSTANCE_COUNT;
                for (instIndex = 0;instIndex < instCount;instIndex++)
                {

                    if(obj->instBitmap[instIndex] != '1'){
                        g_instList_c[instIndex].instId = instIndex;
                        g_instList_c[instIndex].enabled = false;
                    }else
                    {
                        cissys_sleepms(200);
                        g_instList_c[instIndex].instId = instIndex;
                        g_instList_c[instIndex].enabled = true;

                        g_instList_c[instIndex].instance.value5550 = true;
                        g_instList_c[instIndex].instance.value5551 = false;
                        g_instList_c[instIndex].instance.update = 0;
                        
                        strcpy(g_instList_c[instIndex].instance.value5750,"test");
                    }
                }

                obj->attrCount = sizeof(const_AttrIds_c) / sizeof(cis_rid_t);
                obj->attrListPtr = const_AttrIds_b;

                obj->actCount = 0;
                obj->actListPtr = NULL;
            }
            break;
        default:
            break;
        }
    }
}



void prv_check_update()
{
    int objectIndex;
    int resIndex;
    int instIndex;
    int instCount;
    for (objectIndex= 0;objectIndex<SAMPLE_OBJECT_MAX ; objectIndex++)
    {
        st_sample_object* obj = &g_objectList[objectIndex];
        switch(objectIndex){
        case 0:
            {
                obj->oid = SAMPLE_OID_A;
                obj->instBitmap = SAMPLE_A_INSTANCE_BITMAP;
                instCount = SAMPLE_A_INSTANCE_COUNT;
                for (instIndex = 0;instIndex < instCount;instIndex++)
                {
                    if(obj->instBitmap[instIndex] == '1')
                    {
                        for(resIndex = 0;resIndex<obj->attrCount;resIndex++){
                            if(g_instList_a[instIndex].instance.update & (0x01 << resIndex)){
                                printf("cis_change:(%d/%d/%d)\n",obj->oid,instIndex,obj->attrListPtr[resIndex]);
								cis_change(g_context,obj->oid,instIndex,obj->attrListPtr[resIndex]);
                                g_instList_a[instIndex].instance.update = 0;
                            }
                        }
                    }
                }
            }
            break;
        case 1:
            {
                obj->oid = SAMPLE_OID_B;
                obj->instBitmap = SAMPLE_B_INSTANCE_BITMAP;
                instCount = SAMPLE_B_INSTANCE_COUNT;
                for (instIndex = 0;instIndex < instCount;instIndex++)
                {
                    if(obj->instBitmap[instIndex] == '1')
                    {  
                        for(resIndex = 0;resIndex<obj->attrCount;resIndex++){
                            if(g_instList_b[instIndex].instance.update & (0x01 << resIndex)){
                                printf("cis_change:(%d/%d/%d)\n",obj->oid,instIndex,obj->attrListPtr[resIndex]);
								cis_change(g_context,obj->oid,instIndex,obj->attrListPtr[resIndex]);
                                g_instList_b[instIndex].instance.update = 0;
                            }
                        }
                    }
                }
            }
            break;
        case 2:
            {
                obj->oid = SAMPLE_OID_C;
                obj->instBitmap = SAMPLE_C_INSTANCE_BITMAP;
                instCount = SAMPLE_C_INSTANCE_COUNT;
                for (instIndex = 0;instIndex < instCount;instIndex++)
                {
                    if(obj->instBitmap[instIndex] == '1')
                    {  
                        for(resIndex = 0;resIndex<obj->attrCount;resIndex++){
                            if(g_instList_c[instIndex].instance.update & (0x01 << resIndex)){
                                printf("cis_change:(%d/%d/%d)\n",obj->oid,instIndex,obj->attrListPtr[resIndex]);
                                cis_change(g_context,obj->oid,instIndex,obj->attrListPtr[resIndex]);
                                g_instList_c[instIndex].instance.update = 0;
                            }
                        }
                    }
                }
            }
            break;
        }
    }
}

//////////////////////////////////////////////////////////////////////////
//private callback funcation;

cis_ret_t cis_on_read		        (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid)
{
    uint8_t index;
    st_sample_object* object = NULL;

    if(!CIS_URI_IS_SET_INSTANCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }

    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }
    
    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }

    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeA_intValue)
                {
                    value->id = attributeA_intValue;
                    value->type = cis_data_type_integer;
                    value->value.asInteger = inst->instance.intValue;
                }
                else if(uri->resourceId == attributeA_floatValue)
                {
                    value->id = attributeA_floatValue;
                    value->type = cis_data_type_float;
                    value->value.asFloat = inst->instance.floatValue;
                }
                else if(uri->resourceId == attributeA_boolValue)
                {
                    value->id = attributeA_boolValue;
                    value->type = cis_data_type_bool;
                    value->value.asBoolean = inst->instance.boolValue;
                }
                else if(uri->resourceId == attributeA_stringValue)
                {
                    value->id = attributeA_stringValue;
                    value->type = cis_data_type_string;
                    value->asBuffer.length = strlen(inst->instance.strValue);
                    value->asBuffer.buffer = (uint8_t*)strdup(inst->instance.strValue);
                }else{
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }else{
                cis_data_t* tmpdata;

                uint16_t attrcount = sizeof(const_AttrIds_a) / sizeof(cis_rid_t);
                //LOG_ASSERT(value->value.asChildren.count == attrcount);
                if(value->value.asChildren.count != attrcount)
                {
                    printf("ASSERT WARNNING!\n");
                }

                tmpdata = &value->value.asChildren.array[0];
                tmpdata->id = attributeA_intValue;
                tmpdata->type = cis_data_type_integer;
                tmpdata->value.asInteger = inst->instance.intValue;

                tmpdata = &value->value.asChildren.array[1];
                tmpdata->id = attributeA_floatValue;
                tmpdata->type = cis_data_type_float;
                tmpdata->value.asFloat = inst->instance.floatValue;
            
                tmpdata = &value->value.asChildren.array[2];
                tmpdata->id = attributeA_boolValue;
                tmpdata->type = cis_data_type_bool;
                tmpdata->value.asBoolean = inst->instance.boolValue;
           
                tmpdata = &value->value.asChildren.array[3];
                tmpdata->id = attributeA_stringValue;
                tmpdata->type = cis_data_type_string;
                tmpdata->asBuffer.length = strlen(inst->instance.strValue);
                tmpdata->asBuffer.buffer = (uint8_t*)strdup(inst->instance.strValue);
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeB_intValue)
                {
                    value->id = attributeB_intValue;
                    value->type = cis_data_type_integer;
                    value->value.asInteger = inst->instance.intValue;
                }
                else if(uri->resourceId == attributeB_floatValue)
                {
                    value->id = attributeB_floatValue;
                    value->type = cis_data_type_float;
                    value->value.asFloat = inst->instance.floatValue;
                }
                else if(uri->resourceId == attributeB_stringValue)
                {
                    value->id = attributeB_stringValue;
                    value->type = cis_data_type_string;
                    value->asBuffer.length = strlen(inst->instance.strValue);
                    value->asBuffer.buffer = (uint8_t*)strdup(inst->instance.strValue);
                }else{
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }else{
                cis_data_t* tmpdata;
                uint16_t attrcount = sizeof(const_AttrIds_b) / sizeof(cis_rid_t);
                //ASSERT(value->value.asChildren.count == attrcount);
                if(value->value.asChildren.count != attrcount)
                {
                    printf("ASSERT WARNNING!\n");
                }


                tmpdata = &value->value.asChildren.array[0];
                tmpdata->id = attributeB_intValue;
                tmpdata->type = cis_data_type_integer;
                tmpdata->value.asInteger = inst->instance.intValue;
                
                tmpdata = &value->value.asChildren.array[1];
                tmpdata->id = attributeB_floatValue;
                tmpdata->type = cis_data_type_float;
                tmpdata->value.asFloat = inst->instance.floatValue;


                tmpdata = &value->value.asChildren.array[2];
                tmpdata->id = attributeB_stringValue;
                tmpdata->type = cis_data_type_string;
                tmpdata->asBuffer.length = strlen(inst->instance.strValue);
                tmpdata->asBuffer.buffer = (uint8_t*)strdup(inst->instance.strValue);

                
            }
        }
        break;
    case SAMPLE_OID_C:
        {
            if(uri->instanceId > SAMPLE_C_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_c *inst = &g_instList_c[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeC_5550)
                {
                    value->id = attributeC_5550;
                    value->type = cis_data_type_bool;
                    value->value.asBoolean = inst->instance.value5550;
                }else if(uri->resourceId == attributeC_5551)
                {
                    value->id = attributeC_5551;
                    value->type = cis_data_type_bool;
                    value->value.asBoolean = inst->instance.value5551;
                }else if(uri->resourceId == attributeC_5750)
                {
                    value->id = attributeC_5750;
                    value->type = cis_data_type_string;
                    value->asBuffer.length = strlen(inst->instance.value5750);
                    value->asBuffer.buffer = (uint8_t*)strdup(inst->instance.value5750);
                }else
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }else{
                cis_data_t* tmpdata;

                uint16_t attrcount = sizeof(const_AttrIds_c) / sizeof(cis_rid_t);
                //ASSERT(value->value.asChildren.count == attrcount);
                if(value->value.asChildren.count != attrcount)
                {
                    printf("ASSERT WARNNING!\n");
                }


                tmpdata = &value->value.asChildren.array[0];
                tmpdata->id = attributeC_5550;
                tmpdata->type = cis_data_type_bool;
                tmpdata->value.asBoolean = inst->instance.value5550;

                tmpdata = &value->value.asChildren.array[1];
                tmpdata->id = attributeC_5551;
                tmpdata->type = cis_data_type_bool;
                tmpdata->value.asBoolean = inst->instance.value5551;


                tmpdata = &value->value.asChildren.array[2];
                tmpdata->id = attributeC_5750;
                tmpdata->type = cis_data_type_string;
                tmpdata->asBuffer.length = strlen(inst->instance.value5750);
                tmpdata->asBuffer.buffer = (uint8_t*)strdup(inst->instance.value5750);

                
            }
        }
        break;
    }

    return CIS_CALLBACK_READ_SUCCESS;
}

cis_ret_t cis_on_discover		        (void* context,cis_uri_t* uri,cis_data_t* value,cis_mid_t mid)
{
	uint8_t index;
	st_sample_object* object = NULL;

	if(!CIS_URI_IS_SET_INSTANCE(uri))
	{
		return CIS_CALLBACK_BAD_REQUEST;
	}

	for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
	{
		if(g_objectList[index].oid ==  uri->objectId){
			object = &g_objectList[index];
		}
	}

	if(object == NULL){
		return CIS_CALLBACK_NOT_FOUND;
	}

    if(CIS_URI_IS_SET_RESOURCE(uri)){
        printf("cis_on_discover:(%d/%d/%d)\n",uri->objectId,uri->instanceId,uri->resourceId);
    }
    else{
        printf("cis_on_discover:(%d/%d)\n",uri->objectId,uri->instanceId);
    }


	switch(object->oid)
	{
	case SAMPLE_OID_A:
		{
			if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
				return CIS_CALLBACK_BAD_REQUEST;
			}
			st_instance_a *inst = &g_instList_a[uri->instanceId];

			if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeA_intValue
                    && uri->resourceId != attributeA_floatValue
                    && uri->resourceId != attributeA_boolValue
                    && uri->resourceId != attributeA_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }

                value->value.asObjLink.objectId = SAMPLE_OID_A;
                value->value.asObjLink.instId = uri->instanceId;
                value->type = cis_data_type_link;
                value->id = uri->resourceId;

			}else{
				
                cis_data_t* tmpdata;
                uint16_t attrcount = sizeof(const_AttrIds_a) / sizeof(cis_rid_t);
                uint16_t actcount = sizeof(const_ActIds_a) / sizeof(cis_rid_t);
                //ASSERT(value->value.asChildren.count == attrcount + actcount);
                if(value->value.asChildren.count != attrcount + actcount)
                {
                    printf("ASSERT WARNNING!\n");
                }

				tmpdata = &value->value.asChildren.array[0];
				tmpdata->id = attributeA_intValue;
				tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_A;
                tmpdata->value.asObjLink.instId = uri->instanceId;

				tmpdata = &value->value.asChildren.array[1];
				tmpdata->id = attributeA_intValue;
				tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_A;
                tmpdata->value.asObjLink.instId = uri->instanceId;

				tmpdata = &value->value.asChildren.array[2];
				tmpdata->id = attributeA_boolValue;
				tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_A;
                tmpdata->value.asObjLink.instId = uri->instanceId;

				tmpdata = &value->value.asChildren.array[3];
				tmpdata->id = attributeA_stringValue;
				tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_A;
                tmpdata->value.asObjLink.instId = uri->instanceId;

                tmpdata = &value->value.asChildren.array[4];
                tmpdata->id = actionA_action;
                tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_A;
                tmpdata->value.asObjLink.instId = uri->instanceId;
                
			}
		}
		break;
	case SAMPLE_OID_B:
		{
			if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
				return CIS_CALLBACK_BAD_REQUEST;
			}
			st_instance_b *inst = &g_instList_b[uri->instanceId];
			if(inst == NULL || inst->enabled == false){
				return CIS_CALLBACK_BAD_REQUEST;
			}

			if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeB_intValue
                    && uri->resourceId != attributeB_floatValue
                    && uri->resourceId != attributeA_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }

                value->value.asObjLink.objectId = SAMPLE_OID_B;
                value->value.asObjLink.instId = uri->instanceId;
                value->type = cis_data_type_link;
                value->id = uri->resourceId;

			}else{
				cis_data_t* tmpdata;
                uint16_t attrcount = sizeof(const_AttrIds_b) / sizeof(cis_rid_t);
                uint16_t actcount = sizeof(const_ActIds_b) / sizeof(cis_rid_t);
                //ASSERT(value->value.asChildren.count == attrcount + actcount);
                if(value->value.asChildren.count != attrcount + actcount)
                {
                    printf("ASSERT WARNNING!\n");
                }

				tmpdata = &value->value.asChildren.array[0];
				tmpdata->id = attributeB_intValue;
				tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_B;
                tmpdata->value.asObjLink.instId = uri->instanceId;


				tmpdata = &value->value.asChildren.array[1];
				tmpdata->id = attributeB_floatValue;
				tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_B;
                tmpdata->value.asObjLink.instId = uri->instanceId;

				tmpdata = &value->value.asChildren.array[2];
				tmpdata->id = attributeB_stringValue;
				tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_B;
                tmpdata->value.asObjLink.instId = uri->instanceId;


                tmpdata = &value->value.asChildren.array[3];
                tmpdata->id = actionB_1;
                tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_B;
                tmpdata->value.asObjLink.instId = uri->instanceId;

            }
		}
		break;
    case SAMPLE_OID_C:
        {
            if(uri->instanceId > SAMPLE_C_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_c *inst = &g_instList_c[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeC_5550
                    && uri->resourceId != attributeC_5551
                    && uri->resourceId != attributeC_5750)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }

                value->value.asObjLink.objectId = SAMPLE_OID_C;
                value->value.asObjLink.instId = uri->instanceId;
                value->type = cis_data_type_link;
                value->id = uri->resourceId;

            }else{
                cis_data_t* tmpdata;
                uint16_t attrcount = sizeof(const_AttrIds_c) / sizeof(cis_rid_t);
                uint16_t actcount = 0;
                //ASSERT(value->value.asChildren.count == attrcount + actcount);
                if(value->value.asChildren.count != attrcount + actcount)
                {
                    printf("ASSERT WARNNING!\n");
                }

                tmpdata = &value->value.asChildren.array[0];
                tmpdata->id = attributeC_5550;
                tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_C;
                tmpdata->value.asObjLink.instId = uri->instanceId;


                tmpdata = &value->value.asChildren.array[1];
                tmpdata->id = attributeC_5551;
                tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_C;
                tmpdata->value.asObjLink.instId = uri->instanceId;

                tmpdata = &value->value.asChildren.array[2];
                tmpdata->id = attributeC_5750;
                tmpdata->type = cis_data_type_link;
                tmpdata->value.asObjLink.objectId = SAMPLE_OID_C;
                tmpdata->value.asObjLink.instId = uri->instanceId;

            }
        }
        break;
	}

	return CIS_CALLBACK_READ_SUCCESS;
}

cis_ret_t cis_on_write		        (void* context,cis_uri_t* uri,const cis_data_t* data,cis_mid_t mid)
{
    int count;
	uint8_t index;
    int i;
	st_sample_object* object = NULL;

	if(!CIS_URI_IS_SET_INSTANCE(uri))
	{
		return CIS_CALLBACK_BAD_REQUEST;
	}

	if(CIS_URI_IS_SET_RESOURCE(uri)){
		printf("cis_on_write:(%d/%d/%d)\n",uri->objectId,uri->instanceId,uri->resourceId);
	}
	else{
		printf("cis_on_write:(%d/%d)\n",uri->objectId,uri->instanceId);
	}

	for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
	{
		if(g_objectList[index].oid ==  uri->objectId){
			object = &g_objectList[index];
		}
	}

	if(object == NULL){
		return CIS_CALLBACK_NOT_FOUND;
	}

	count = data->value.asChildren.count;

	for(i = 0;i<count;i++)
	{
		uri->resourceId = data->value.asChildren.array[i].id;
        cis_uri_update(uri);
		prv_write_resource(context,uri,&data->value.asChildren.array[i],mid);
	}
	
	return CIS_CALLBACK_WRITE_SUCCESS;	
}

cis_ret_t prv_write_resource		        (void* context,cis_uri_t* uri,const cis_data_t* value,cis_mid_t mid)
{
    uint8_t index;
    st_sample_object* object = NULL;
    uint8_t szTemp[8] = {0};
    
    
    if(!CIS_URI_IS_SET_INSTANCE(uri) || !CIS_URI_IS_SET_RESOURCE(uri))
    {
        printf("prv_write_resource failed,invalid uri");
        return CIS_CALLBACK_BAD_REQUEST;
    }

    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }

    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }

    
    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeA_intValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.intValue = atoi((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.intValue = value->value.asInteger;
                    }
                    inst->instance.update = 0x01 << 0;
                }
                else if(uri->resourceId == attributeA_floatValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.floatValue = atof((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.floatValue = value->value.asFloat;
                    }
                    inst->instance.update = 0x01 << 1;
                }
                else if(uri->resourceId == attributeA_boolValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.boolValue = atoi((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.boolValue = value->value.asBoolean;
                    }
                    inst->instance.update = 0x01 << 2;
                }
                else if(uri->resourceId == attributeA_stringValue)
                {
                    strncpy(inst->instance.strValue,(char*)value->asBuffer.buffer,sizeof(inst->instance.strValue));
                    if(value->asBuffer.length < sizeof(inst->instance.strValue))
                    {
                        inst->instance.strValue[value->asBuffer.length] = 0;
                    }
                    
                    inst->instance.update = 0x01 << 3;
                }else{
                    return CIS_CALLBACK_METHOD_NOT_ALLOWED;
                }
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeB_intValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.intValue = atoi((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.intValue = (int32_t)value->value.asInteger;
                    }
                    inst->instance.update = 0x01 << 0;
                }
                else if(uri->resourceId == attributeB_floatValue)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.floatValue = (float)atof((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.floatValue = (float)value->value.asFloat;
                    }
                    inst->instance.update = 0x01 << 1;
                }
                else if(uri->resourceId == attributeB_stringValue)
                {
                    strncpy(inst->instance.strValue,(char*)value->asBuffer.buffer,sizeof(inst->instance.strValue));
                    if(value->asBuffer.length < sizeof(inst->instance.strValue))
                    {
                        inst->instance.strValue[value->asBuffer.length] = 0;
                    }

                    inst->instance.update = 0x01 << 3;
                }else{
                    return CIS_CALLBACK_METHOD_NOT_ALLOWED;
                }
            }
        }
        break;
    case SAMPLE_OID_C:
        {
            if(uri->instanceId > SAMPLE_C_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_c *inst = &g_instList_c[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId == attributeC_5550)
                {
                    if(value->type == cis_data_type_string){
                        inst->instance.value5550 = atoi((char*)value->asBuffer.buffer);
                    }else{
                        inst->instance.value5550 = (int32_t)value->value.asBoolean;
                    }
                    inst->instance.update = 0x01 << 0;
                }else
                    if(uri->resourceId == attributeC_5551)
                    {
                        if(value->type == cis_data_type_string){
                            inst->instance.value5551 = atoi((char*)value->asBuffer.buffer);
                        }else{
                            inst->instance.value5551 = (int32_t)value->value.asBoolean;
                        }
                        inst->instance.update = 0x01 << 0;
                    }
                    else if(uri->resourceId == attributeC_5750)
                    {
                        strncpy(inst->instance.value5750,(char*)value->asBuffer.buffer,sizeof(inst->instance.value5750));
                        if(value->asBuffer.length < sizeof(inst->instance.value5750))
                        {
                            inst->instance.value5750[value->asBuffer.length] = 0;
                        }

                        inst->instance.update = 0x01 << 3;
                    }else{
                        return CIS_CALLBACK_METHOD_NOT_ALLOWED;
                    }
            }
        }
        break;
    }

    return CIS_CALLBACK_WRITE_SUCCESS;
}


cis_ret_t cis_on_exec              (void* context,cis_uri_t* uri,const uint8_t* value,uint32_t length,cis_mid_t mid)
{

    uint8_t index;
    st_sample_object* object = NULL;

    if(CIS_URI_IS_SET_RESOURCE(uri)){
        printf("cis_on_exec:(%d/%d/%d)\n",uri->objectId,uri->instanceId,uri->resourceId);
    }
    else{
        return CIS_CALLBACK_METHOD_NOT_ALLOWED;
    }

    if(!CIS_URI_IS_SET_INSTANCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }

    if(!CIS_URI_IS_SET_RESOURCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }


    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }

    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }


    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(uri->resourceId == actionA_action)
            {
                /*
                *\call action;
                */
            }else{
                return CIS_CALLBACK_METHOD_NOT_ALLOWED;
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(uri->resourceId == actionB_1)
            {
                /*
                *\call open;
                */
            }else{
                return CIS_CALLBACK_METHOD_NOT_ALLOWED;
            }
        }
        break;
    case SAMPLE_OID_C:
        {
            return CIS_CALLBACK_METHOD_NOT_ALLOWED;
        }
        break;
    }

    return CIS_CALLBACK_EXECUTE_SUCCESS;
}

cis_ret_t cis_on_observe         (void* context,cis_uri_t* uri,bool flag,cis_mid_t mid)
{
    uint8_t index;
    st_sample_object* object = NULL;


    /*cancel observe*/
    if(flag == false)
        return CIS_CALLBACK_OBSERVE_SUCCESS;

    printf("cis_on_observe:(%d/%d/%d)\n",uri->objectId,CIS_URI_IS_SET_INSTANCE(uri)?uri->instanceId : -1,CIS_URI_IS_SET_RESOURCE(uri)?uri->resourceId : -1);

	//TODO:oid is incorrect
    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }

    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }


    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeA_intValue
                && uri->resourceId != attributeA_floatValue
                && uri->resourceId != attributeA_boolValue
                && uri->resourceId != attributeA_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeB_intValue
                    && uri->resourceId != attributeB_floatValue
                    && uri->resourceId != attributeB_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    case SAMPLE_OID_C:
        {
            if(uri->instanceId > SAMPLE_C_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_c *inst = &g_instList_c[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeC_5550
                    && uri->resourceId != attributeC_5551
                    && uri->resourceId != attributeC_5750)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    }

    return CIS_CALLBACK_OBSERVE_SUCCESS;
}

cis_ret_t cis_on_params         (void* context,cis_uri_t* uri,cis_observe_attr_t parameters,cis_mid_t mid)
{
    uint8_t index;
    st_sample_object* object = NULL;


    if(CIS_URI_IS_SET_RESOURCE(uri)){
        printf("cis_on_params:(%d/%d/%d)\n",uri->objectId,uri->instanceId,uri->resourceId);
    }
    else{
        return CIS_CALLBACK_METHOD_NOT_ALLOWED;
    }

    if(!CIS_URI_IS_SET_INSTANCE(uri))
    {
        return CIS_CALLBACK_BAD_REQUEST;
    }

    for (index = 0;index< SAMPLE_OBJECT_MAX;index++)
    {
        if(g_objectList[index].oid ==  uri->objectId){
            object = &g_objectList[index];
        }
    }

    if(object == NULL){
        return CIS_CALLBACK_NOT_FOUND;
    }


    switch(object->oid)
    {
    case SAMPLE_OID_A:
        {
            if(uri->instanceId > SAMPLE_A_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_a *inst = &g_instList_a[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeA_intValue
                    && uri->resourceId != attributeA_floatValue
                    && uri->resourceId != attributeA_boolValue
                    && uri->resourceId != attributeA_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    case SAMPLE_OID_B:
        {
            if(uri->instanceId > SAMPLE_B_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_b *inst = &g_instList_b[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeB_intValue
                    && uri->resourceId != attributeB_floatValue
                    && uri->resourceId != attributeB_stringValue)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    case SAMPLE_OID_C:
        {
            if(uri->instanceId > SAMPLE_C_INSTANCE_COUNT){
                return CIS_CALLBACK_BAD_REQUEST;
            }
            st_instance_c *inst = &g_instList_c[uri->instanceId];
            if(inst == NULL || inst->enabled == false){
                return CIS_CALLBACK_BAD_REQUEST;
            }

            if(CIS_URI_IS_SET_RESOURCE(uri)){
                if(uri->resourceId != attributeC_5550
                    && uri->resourceId != attributeC_5551
                    && uri->resourceId != attributeC_5750)
                {
                    return CIS_CALLBACK_NOT_FOUND;
                }
            }
        }
        break;
    }

    return CIS_CALLBACK_OBSERVE_PARAMS_SUCCESS;
}

void cis_on_event             (void* context,cis_evt_t eid)
{
    
    switch(eid){
    case CIS_EVENT_REG_SUCCESS:
        printf("cis_on_event(%d) reg success.\n",eid);
        break;
    case CIS_EVENT_REG_FAILED:
        printf("cis_on_event(%d) reg failed.\n",eid);
        break;
    case CIS_EVENT_LIFETIME_TIMEOUT:
        printf("cis_on_event(%d) lifetime timeout.\n",eid);
        break;
    case CIS_EVENT_STATUS_HALT:
        printf("cis_on_event(%d) halt status.\n",eid);
        break;
    case CIS_EVENT_UPDATE_SUCCESS:
        printf("cis_on_event(%d) update success.\n",eid);
        break;
    default:
        printf("cis_on_event unknow id:%d\n",eid);
        break;
    }

}




d20171103_d1.6/sample/sync_mode/cis_sync_main.c
#include <stdio.h>
#include <string.h>
#include <cis_def.h>


extern int cis_sync_entry(void* config_bin,uint32_t config_size);
//183.230.40.40

#if 1
static const uint8_t config_hex[] = {0x13,0x00,0x33,
    0xf1,0x00,0x03,
    0xf2,0x00,0x21,0x05,0x00/*mtu*/,0x11/*Link&bind type*/,0x00,0x00/*vpn*/,0x00,0x00/*username*/,0x00,0x00/*password*/,
    0x00,0x0d/*host length*/,0x31,0x38,0x33,0x2e,0x32,0x33,0x30,0x2e,0x34,0x30,0x2e,0x34,0x30,0x00,0x04,0x4e,0x55,0x4c,0x4c,
    0xf3,0x00,0x0c,0xea,0x04,0x00,0x00,0x04,0x4e,0x55,0x4c,0x4c};
#endif 

#if 0
//183.230.40.39 bootstrap
static const uint8_t config_hex[] = {0x13,0x00,0x33,
    0xf1,0x00,0x03,
    0xf2,0x00,0x21,0x05,0x00/*mtu*/,0x11/*Link&bind type*/,0x00,0x00/*vpn*/,0x00,0x00/*username*/,0x00,0x00/*password*/,
    0x00,0x0d/*host length*/,0x31,0x38,0x33,0x2e,0x32,0x33,0x30,0x2e,0x34,0x30,0x2e,0x33,0x39,0x00,0x04,0x4e,0x55,0x4c,0x4c,
    0xf3,0x00,0x0c,0xea,0x04,0x00,0x00,0x04,0x4e,0x55,0x4c,0x4c};
#endif

int main(int argc,char *argv[])
{
   while(1){
#if CIS_ENABLE_ASYNCALLBACK
       break;
#else
       cis_sync_entry((void*)config_hex,sizeof(config_hex));
#endif
    }
    return 0;
}








d20171103_d1.6/xmltool/cis_cgtool.exe



d20171103_d1.6/xmltool/config.xml
 
   
     1
     3
  

   
  

   
       2455
       1
	   1
       CMIOT
	   ****
       ****
	   183.230.40.40
	   p1:abcdefg,p2:123456789
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       1
       2
       2
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